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Abstract

This document serves as a guide to software feature licensing on Nortel Converged Data
Networking products.
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Conventions:

This section describes the text, image, and command conventions used in this document.

Symbols:

é Tip — Highlights a configuration or technical tip.

@ Note — Highlights important information to the reader.

Caution — Highlights important information about an action that may result in equipment
damage, configuration or data loss.

Text:
Bold text indicates emphasis.
Italic text in a Courier New font indicates text the user must enter or select in a menu item, button

or command:

ERS5520-48T# show running-config

Output examples from Nortel devices are displayed in a Lucida Console font:
ERS5520-48T# show running-config

1 Embedded ASCI1 Configuration Generator Script
I Model = Ethernet Routing Switch 5520-24T-PWR
I Software version = v5.0.0.011

enable

configure terminal
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1. Overview:

This document serves as a guide to acquiring and installing licenses on Nortel Converged Data
Networking products. For each product covered in this guide the following information will be
provided:

1. Base licenses included with the purchase of each product.

2. Features that require additional licensing.

3. License keying and methodology.

4. The process to acquire license keys.

5. The process to install a license key.

6. The process to acquire demonstration or evaluation licenses.

Additionally, section 5 provides an overview of the www.nortellicensing.com web site and
describes the process for creating and managing a license bank. The following Nortel products
are addressed in this document:

Converged Data
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2. Converged Data:

2.1 Application Accelerator:

The Nortel Application Accelerator saves money and
increases user satisfaction by reducing the server and
bandwidth needs and by improving the responsiveness of
web-based applications. The Nortel Application
Accelerator will improve application performance 5 to 20
times, and includes profiles optimized and tested for IBM
WebSphere, Microsoft Outlook Web Access (OWA) and
Microsoft SharePoint.

Nortel Application Accelerators may be purchased using the following order codes:

Order Code Description

EB1639177E5 Nortel Application Accelerator 510 2x10/100/1000Base-T 2GB RAM

Nortel Application Accelerator 610 4x10/100/1000Base-T 6GB RAM

EB1639178ES includes Redundant Drives and Power.

Table 2.1 — Application Accelerator Order Codes
2.1.1 Licensing:

The Application Accelerator supports the following licensing levels:

¢ Connection Pooling o Adaptive Compression
e Logging e Browser Cache Offload
o Management ¢ Delta Encoding

e Server Load Balancing e Reporting

e SSL Acceleration ¢ Version Control

Table 2.1.1 — Application Accelerator Licensing Levels

2.1.2 Base License:

A Base Software License is included with the purchase of each Application Accelerator and
provides Connection Pooling, Logging, Management, Server Load Balancing and SSL
Acceleration.

2.1.3 Application Acceleration License:

An Application Accelerator license can be applied to either the Nortel Application Accelerator 510
or 610 to enable Adaptive Compression, Browser Cache Offload and Version Control, Delta
Encoding and Reporting. One Application Acceleration License is required for each Nortel
Application Accelerator 510 or 610 to enable these advanced features.

Table 2.1.3 provides the application accelerator license order code for the Nortel Application
Accelerator:

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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Order Code Description

Application Acceleration License: (Compression, Browser Cache Offload, Delta

2 EEN Encoding, Reporting)

Table 2.1.3 — Application Acceleration License Order Code

2.1.4 License Keying and Methodology:

Application Acceleration licenses are based on the MAC address of the Application Accelerator.
The MAC address of each Application Accelerator must be provided to Nortel before a license
key activating the Application Acceleration License can be generated.

The MAC address of an Application Accelerator may be obtained by the CLI using the following
procedure:

Connect to the Application Accelerator console and issue the /info/local command:

>> Main# /Zinfo/local

Released Software Fully supported Alteon iSD NAA
Hardware platform: 310
Software version: 1.0.1.0
Up time: 116 days 6 hours 47 minutes
IP address: 47.142.104.85
| MAC address: 00:06:5b:3a:2:27

2.1.5 High-Availability / Clustering:

An Application Acceleration license is required for each unit in the resilient configuration and/or
cluster. There is no bundled discount at this time as the Nortel Application Accelerator can be
deployed in an Active-Active configuration thereby allowing scalability across multiple devices.

2.1.6 License Acquisition Process:

A Nortel Application Accelerator License can be obtained using the following procedure:

1. Contact your or authorized reseller, Nortel Sales representative or Nortel Customer
Support and purchase the Application Acceleration license part number EB1639179.

In North America, Global Nortel Technical Support can be contacted at 1-800-4NORTEL
(1-800-466-7835). For phone numbers outside of North America, see
http://www.nortel.com/callus.

2. Once the license has been purchased, Nortel Customer Support will send a certificate
that contains a unique product code and an e-mail address. Send this unique product
code and the device MAC address to the e-mail address provided.

3. After the device MAC address has been verified, a license key will be returned. This
license key is used to enable the licensed features.

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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2.1.7 License Installation:

A Nortel Application Accelerator License may be installed using the command line interface or
browser based interface by performing one of the following procedures:

2.1.7.1 Using the Command Line Interface:

To install a new license key using the Command Line Interface (CLI):

Issue the command /cfg/sys/host <host_number>/ license. Paste the provided license

1 key and then press enter to create a new line. Finally enter three periods “...” (without
any quotation marks) to terminate.

>> Main# cfg/sys/host 1/license

Paste the license, press Enter to create a new line,

and then type "..." (without the quotation marks)
to terminate.

U2FsdGVKkX1/K74AfPIFZCl1qTvpNRmvoQRDOKKUS/9snWr2/0ac1M1sHIFALVAAF
Rs2TK88BPSI1pl17yqObVnvxhtlv7gtlsZ7U3vWbuCJkgR4ACGDE181RG3MdyU7eU0
TmNX1pRHLaOjmi i0bof5ul/UzfeEFvyZrYdtsQDDBmw/Dkfa/s7amDNWP+1pz2iBr
D1BYSuilpj8=

V V V V

License loaded

2 Issue the Apply command to save and activate the license.

>> Cluster Host 1# apply

é} Installed licenses may be viewed in the CLI by issuing the /info/licenses command.

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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2.1.7.2 Using the Browser Based Interface:

To install a new license key using the Browser Based Interface (BBI):

In the BBI click the Config tab and in the menu select Cluster, Host then License.

1 Paste the provided license key into the field labeled New License. Click Save to apply
the changes and activate the license.

NERTEL Application Accelerator . :
CONFIG I DPERATION I hanaging: HAA-1.0.2.2 Tue, Jan 23, 2008 4:18:20 AM Logged as admi
Cluster » Host » License
- Cluster HostLicense
- Host(=)
- Interfaces
- Bysh
- P\;Sﬂ:m Host Number: Refresh
= Galeway .
[ T ] Current License for 00:0¢:29:31:d0:e8
t .Iﬁ_,gc": Description Value
- Titne Mo licenses added.
- Syslog
+ Network .
T New License
+ Acceleration
+ Certificates Paste contents af license into the box below:

+ Administration

/

V2FsdoVEkEL/ K74ALPILZC1igTwpNRirvo QRDOKKYS/ 9snr2 / Oac 1M1sHIF4LVAQE
Rs2TEESEPSIp 1 7yqlbWVnvrht Iv?gt 1L 2703w oul JkgR4 ACGDE1S 1RGE HdyT7e Ul
o EZipRHLad jmiidhofSul/ UefEFvyEr YA QDDEmw/ Dkfa/ s7ambNWP+1pzZ iBr
D1ETSuilpis=
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2.2 Application Switch:

Nortel Application Switches deliver application availability,
‘-'"' i e performance and security by balancing and accelerating traffic
L b "!"""""'! and by giving IT Managers control over their network.

Nortel Application Switches integrate routing and switching by
forwarding traffic at layer 2 speed using layer 4-7 information. They are designed from the ground
up to optimize networks for application performance. Built around the Nortel’s patented,
distributed processing Virtual Matrix Architecture, these switches provide uncompromising
performance and value. With virtualization support, the Nortel Application Switch allows service
providers to efficiently enable differentiated services for enterprise businesses.

Nortel Application Switches may be purchased using the following order codes:

Order Code Description

EB1412030E5 Nortel Application Switch 2208 (AC) — 1U rack-mountable — 8 x 10/100 plus

2 x GE (SFP).

EB1412029E5 Elﬁrsteél Qrggc(zgtli:og)-Switch 2216 (AC) — 1U rack-mountable — 16 x 10/100
EB1412026E5 Elﬁze‘ll Q[g)gczgtli:og)Switch 2424 (AC) — 1U rack-mountable — 24 x 10/100
EB1412021E5 gﬁ:il Q;g)lgc(agligg).Switch 2424 (DC) — 1U rack-mountable — 24 x 10/100
EB1412028E5 T&r}(e)lcﬁ;)lsgtfgog ES\(IQES).M%-SSL (AC) — 1U rack-mountable — 24 x
EB1412023E5 T&qtgl()ﬁ)ﬁsgcfgog ES\(NSitFCIE).2424-SSL (DC) — 1U rack-mountable — 24 x
EB1412027E5 ';l&r}(e)lc)//’;popcl)igz;tlisg g(wgcéh(g?:(l):%.(AC) — 1U rack-mountable — 8 x
EB1412022E5 Nortel Application Switch 3408 (DC) — 1U rack-mountable — 4 x

10/100/1000BASE-T plus 4 x GE (SFP).

Table 2.2 — Application Switch Order Codes
2.2.1 Licensing:

The Application Switches support the following licensing levels:

¢ Application e Advanced DoS e SSL VPN / IPsec e Symantec
Redirection Protection Intelligent Network
e Content Filtering e Bandwidth Protection
Management

¢ Health Checking
o Intelligent Traffic

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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¢ |P Routing Management

o Layer 2 Switching e Link Optimizer

e Server Load e Global Server Load
Balancing Balancing
e SSL Acceleration e SSL Acceleration

Table 2.2.1 — Application Switch Licensing Levels
2.2.2 Base License:

A base license is included with the purchase of each Application Switch which provides
Application Redirection, Content Filtering, Health Checking, IP Routing, Layer 2 Switching, Server
Load Balancing, SSL Acceleration (2424-SSL only) and SSL VPN (2424-SSL only).

2.2.3 Feature Licenses:

Feature licenses are required to enable advanced services on an Application Switch including
Advanced DoS Protection, Bandwidth Management, Intelligent Traffic Management, WAN Link
Optimization and Global Server Load Balancing and Increased SSL Acceleration transactions for
the 2424-SSL.

Table 2.2.3 provides the feature license order codes available for the Application Switch:

Order Code Models Description

Global Server Load Balancing license. Load balance
EB1411010-20.0 2000 & 3000 series  server traffic ensuring high availability across multiple
geographically dispersed sites.

Bandwidth Management License. Provides the ability
to provide rate limiting and/or traffic shaping. Allows
classification based on physical port, VLAN, filter, VIP,
service and/or URL information

EB1411011-20.0 2000 & 3000 series

Link Optimizer license. Enables inbound and outbound
EB1411013 2000 & 3000 series  multi-homing without BGP for increase availability,
performance, & utilization in a simplified infrastructure

Advanced Denial of Service (DoS) Protection license.

SRRk, AL & LY s2TEs Enables protection against Denial of Service attacks
Intelligent Traffic Management (ITM) license. Enables
. Full traffic management and policy enforcement
SSAIOS 2 including Bandwidth Management and Advanced
Denial of Service Protection
EB1439001 2424-SSL Nortel Application Switch — upgrade key from 300 to

1000 SSL accelerated transactions per second

Table 2.2.3 — Application Switch Feature License Order Codes

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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2.2.4 VPN User Licenses:

The Application Switch 2424-SSL VPN release 6.0 and higher includes support for 50 SSL and
50 IPsec VPN connections. Additional VPN User licenses available in 50, 100, 250, 500 and
1000 license kits may be added to the switch and are additive (for example purchasing a 500
VPN user license kit will increase the SSL and IPsec connections from 50 to 550 users).

Table 2.2.4 provides the VPN user license order codes available for the Application Switch 2424-
SSL:

Order Code Models Description

EB1639096 2424-SSL SSL VPN & IPsec - 50 user license
EB1639055 2424-SSL SSL VPN & IPsec - 100 user license.
EB1639056 2424-SSL SSL VPN & IPsec - 250 user license
EB1639057 2424-SSL SSL VPN & IPsec - 500 user license.
EB1639064 2424-SSL SSL VPN & IPsec - 1000 user license.

Table 2.2.4 — Application Switch 2424-SSL VPN Client License Order Codes
2.2.5 Third-Party Licenses:

Symantec's Intelligent Network Protection is a subscription addition to the Nortel Application
Switch and is comprised of:

1. Symantec’s Network Intrusion Prevention technology

2. Threat protection updates that detect and block high profile and critical network-based
threats

3. Threat protection updates and security content backed by Symantec Security Response,
Symantec’s Global 24x7x365 threat research and threat prevention experts

4. Symantec LiveUpdate™ for automatic updates of threat protection updates

The subscription must be renewed annually. This 12 month subscription service ensures that the
customers receive the most recent and highest severity threat protection signature updates. As
part of the subscription service ordering process, the customer provides the Application Switch’s
Ethernet MAC address and is provided a service activation key. Nortel will provide SKUs for both
a combination of ITM and the Symantec Intelligent Network Protection and, for those who already
have ITM, for the Symantec Intelligent Network Protection alone.

When customers renew the annual subscription, they order the Symantec Intelligent Network
Protection part number and supply their device MAC address and are provided a new service
activation key. The customer may order a subscription service renewal at any time and if ordered
before the current subscription expires, the new key will activate 12 additional months of service
once the current subscription expires. Existing customers will be given advance notice at around
90, 60 and 30 day intervals that their subscription will expire to remind them to renew their
subscription.

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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Table 2.2.5 provides the third-party Symantec order code available for the Application Switch:
Order Code Models Description

Nortel Application Switch Symantec Intelligent
EB1412031 2000 & 3000 series  Network Protection 1 YR subscription (requires ITM)
provides automatically updated security signatures

Table 2.2.5 — Application Switch Third-Party License Order Codes
2.2.6 License Keying and Methodology:

License Keys are based on the MAC address of the appropriate application switch. Once a
license key is accepted by the switch it is permanently installed in the EPROM on the device. SSL
licenses are based on the MAC address of the SSL component of the 2424-SSL switch.

The MAC address or a Nortel Application Switch and SSL processor may be obtained using the
following procedure:

Connect to the Application Switch console and issue the /info/sys/general command:

>> Main# /info/sys/general

System Information at 14:00:35 Tue Nov 14, 2007
Time zone: America/Canada/Eastern-Thunder (GMT offset -5:00)

Nortel Application Switch 2424-SSL

Switch is up 61 days, 18 hours, 1 minute and 23 seconds.

Last boot: 20:00:53 Wed Sep 13, 2007 (unknown reason or power cycle)
Last apply: 7:55:49 Mon Nov 13, 2007

Last save: 7:55:52 Mon Nov 13, 2007

MAC Address:[00:01:81:2e:a2:5@ IP (If 1) Address: 47.133.63.9
Internal SSL Processor MAC Address:[00:01:81:2e:bc:6f]

present. Use the system’s MAC address for all licenses except SSL and use the Internal

@ As the portfolio includes a multipurpose switch, there may be multiple MAC addresses
SSL Processors MAC address for SSL licenses.

2.2.7 License Acquisition:
A Nortel Application Switch license can be obtained using the following procedure:

1. Contact your or authorized reseller, Nortel Sales representative or Nortel Customer
Support and purchase one or more licenses provided in table 2.2.3, 2.2.4 or 2.2.5.

In North America, Global Nortel Technical Support can be contacted at 1-800-4ANORTEL
(1-800-466-7835). For phone numbers outside of North America, see
http://www.nortel.com/callus.
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2. Once the license has been purchased, Nortel Customer Support will send a certificate
that contains a unique product code and an e-mail address. Send this unique product
code and the device MAC address to the e-mail address provided.

3. After the device MAC address has been verified, a license key will be returned. This
license key is used to enable the licensed features.

A procedure for obtaining and installing SSL and IPsec VPN user licenses is provided in
Section 3.5.

2.2.8 License Installation:

A Nortel Application Switch License may be installed using the command line interface by
performing one of the following procedures:

2.2.8.1 Advanced Feature Licenses:

To install a new feature license using the Command Line Interface (CLI):

1 Issuethe command /oper/swkey. Paste the provided license key and then press enter.

>> Main# /oper/swkey

Enter Software Key: 74727949544D

2 Issue the Apply and then Save command to save and activate the feature.

>> Main# apply

>> Main# save

&’ Installed feature licenses may be viewed in the CLI by issuing the /info/swkey
command.

2.2.8.2 SSL VPN Licenses:

Issue the command /ssl/sys/host <host_number>/ license. Paste the provided license

1 key and then press enter to create a new line. Finally enter three periods “...” (without
any quotation marks) to terminate.

>> Main# cfg/sys/host 1/license

Paste the license, press Enter to create a new line,
and then type "..." (without the quotation marks)
to terminate.

> U2FsdGVkX1/K74AFP1FZCligTvpNRmvoQRDOKKUS/9snWr2/0aciM1sHIFALVAAT
> Rs2TK88BPSIpl7yqObVnvxhtlv7gtlsZ7U3vWbuCIkqR4ACGDE181RG3MdyU7eU0
> fmNX1pRHLaOjmi i0bof5ul/UzfeEFvyZrYdtsQDDBmw/Dkfa/s7amDNWP+1pz2iBr
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> D1BYSuilpj8=

> ..

License loaded

2 Issue the Apply command to save and activate the feature.

>> Operations# apply

& Installed SSL licenses may be viewed in the CLI by issuing the /ssl/info/licenses
<VPN_ID> command.

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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2.3 Mobile Client Accelerator:

The Mobile Client Accelerator (MCA) is a client-based

WAN optimization product used to accelerate the delivery of
most data applications over the Internet and across WANSs.
Mobile Client Accelerator allows for efficient and optimized
delivery of applications to remote users, branch office users and mobile handheld devices.

The Mobile Client Accelerator delivers benefits to end-users without the need to deploy
specialized equipment. By employing techniques like Advanced Data Compression, Application
Proxies and Transport Optimization, the Mobile Client Accelerator reduces the overall amount of
data, while significantly improving delivery times.

MCA uses symmetrical acceleration - software installed on the user side without the need to
deploy specialized equipment and software installed on dedicated server in the data center
without touching application servers. Customers will need to purchase servers separately that
match their capacity needs.

The Mobile Client Accelerator Server software may be purchased using the following order code:

Order Code Description
EB1621003-3.3.0 Mobile Client Accelerator Server Software

Table 2.3 — Mobile Client Accelerator Order Code
2.3.1 Licensing:

A license key which is used to enable the appropriate number of seats is applied to the Mobile
Client Accelerator Server but the Mobile Client Accelerator Server itself does not require a
license.

2.3.2 User Licensing:

The Mobile Client Accelerator is licensed by seat in what is called a Total User License Model.
This means that each user connecting to the system must have a license.

The number of seats licensed is enabled on the Mobile Client Accelerator Server and once all
seats have been consumed, no further connections are permitted.

Table 2.3.2 provides the User license order codes for the Mobile Client Accelerator:

Order Code Description
EB1621001-3.3.0 Mobile Client Accelerator Windows PC User License
EB1621002-3.3.0 Mobile Client Accelerator Windows Mobile User License

Table 2.3.2 — Mobile Client Accelerator User License Order Codes

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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2.3.3 License Keying and Methodology:

License Keys are based on the MAC address of the server where the Mobile Client Accelerator
Server software is installed.

The MAC address of a Mobile Client Accelerator Server may be obtained by the Mobile Client
Accelerator Browser Based Interface (BBI) using the following procedure:

In the BBI click SERVER CONFIGURATION on the top menu and then in the side menu
click Licensing.

NQRTEL Status: RUNNING

1

SERVER CONFIGURATION CLIENT CONFIGURATION
|”‘"’""‘"‘"§l I License Information
User Management License Key:
RDBMS Authentication

Radius Authentication Network Adapter Address:|001635A466F9

Logging ) Maximum Number of Active Users:
RDBMS Logaing h I
Log Rotation License Expiration Date:

Server Farm Server Type: MN/A
Server Selection Customer Type:
Advanced Settings

Upstream Proxy

Prefetching

Delta Cache
Radius Accounting
Reqgistry

Aliasing

Access Control
Upgrades

Network

2.3.4 License Acquisition Process:

A Nortel Application Accelerator License can be obtained using the following procedure:

1. Contact your or authorized reseller, Nortel Sales representative or Nortel Customer
Support and purchase the desired quantify of Mobile Client Accelerator licenses for the
corresponding product EB1621001-3.3.0 or EB1621002-3.3.0.

In North America, Nortel Customer Support can be contacted at 1-800-4NORTEL (1-800-
466-7835). For phone numbers outside of North America, see
http://www.nortel.com/callus.

2. Once the license has been purchased, Nortel Electronic Software Delivery will
acknowledge receipt of the purchase and will send an email instructing the recipient to
provide the MAC address of the server where the Mobile Client Accelerator Server
Software is or will be installed.

3. After the device MAC address has been received, a license key will be generated that
corresponds with the number of seats purchased and the license key will be returned to
the recipient. This license key can then be used to enable the licensed number of seats.
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2.3.5 License Installation:

A Mobile Client Accelerator License may be installed by using the graphical MCA Manager
Browser Based Interface. To install a new license key using the Browser Based Interface (BBI):

In the BBI click SERVER CONFIGURATION on the top menu and then in the side menu

1 click Licensing. Paste the license received from Nortel Electronic Software Delivery
into the License Key space provided. Click Submit.

NQRTEL Status: RUNNING

HOME SERVER CONFIGURATION CLIENT CONFIGURATION
t'oe"s"‘g I License Information
User Management LmenseKeyJﬂﬁﬁAﬂAAABBBBBBBBCCCCCCCCDDDDDDDDEEEEEEEEFFFFFFFF ”
RDBMS Authentication \
Radius Authentication Metwork Adapter Address: 0016354466F9
Logging ) Maximum Number of Active Users: 50
RDBMS Logging i - - -,
Log Rotation License Expiration Date: 6/3/2008 (103 days remaining)
Server Farm Server Type: MN/A
Server Selection Customer Type: Full Enterprise
Advanced Settings
Upstream Proxy -
Prefetching
Delta Cache
Radius Accounting
Registry
Aliasing
Access Control
Upgrades
Hetwork

@ If this is the first license to be applied OR a previous evaluation license has expired, you
may need to start the server by clicking HOME on the top menu then Start Server.
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2.4 Ethernet Routing Switch 2500:

The Nortel Ethernet Routing Switch (ERS) 2500 series is a
family of cost-effective 10/100BaseT Ethernet switching
products perfectly suited for branch offices of larger
enterprises, or the enterprise edge, requiring a low-cost
but feature-rich solution in the wiring closet. Ideal for
enterprises with big plans, but not-so-big budgets, the
Ethernet Routing Switch 2500 offers convergence-ready
flexibility, high-speed connectivity and cost-effective next-
generation technology today - while ensuring high resiliency & performance that customers need.

Nortel Ethernet Routing Switch 2500 may be purchased using the following order codes:

Order Code Description

Ethernet Routing Switch 2526T with 24 x 10/100 ports, 2 combo 10/100/1000 SFP
AL2500?01-E6 ports, 2 x 1000BaseT rear ports & a 46cm stack cable. Includes Base Software
License Kit.

Ethernet Routing Switch 2550T with 48 x 10/100 ports, 2 combo 10/100/1000 SFP
AL2500?02-E6 ports, 2 x 1000BaseT rear ports & a 46¢cm stack cable. Includes Base Software
License Kit.

Ethernet Routing Switch 2526 T-PWR with 24 x 10/100 ports (12 ports support
AL2500?11-E6 PoE), 2 combo 10/100/1000 SFP ports, 2 x 1000BaseT rear ports & a 46cm stack
cable. Includes Base Software License Kit.

Ethernet Routing Switch 2550T-PWR with 48 x 10/100 ports (24 ports support
AL2500712-E6 PoE), 2 combo 10/100/1000 SFP ports, 2 x 1000BaseT rear ports & a 46cm stack
cable. Includes Base Software License Kit.

Table 2.4 — Ethernet Routing Switch 2500 Order Codes

2.4.1 Licensing:
The Ethernet Routing Switch 2500 supports the following licensing levels:

Base (BA) Stacking (ST) Advanced (AD)

e Core Layer 2 e Stacking
Switching

e Local & Static

e Basic QoS

e Security
Table 2.4.1 — Ethernet Routing Switch 2500 Licensing Levels

2.4.2 Base License:

A Base Software License Kit is included with the purchase of each Ethernet Routing Switch 2500,
providing core Layer 2 switching, QoS and security functionality at no additional cost.
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2.4.3 Stacking License:

A Stacking License Kit is required for standalone versions of the Ethernet Routing Switch 2500 to
enable stacking functionality which allows up to eight Ethernet Routing Switch 2500s to form a
resilient stack. A stacking license file is required for each standalone version of the Ethernet
Routing Switch 2500 and is available in kits of 1, 10, 50 and 100 licenses.

Table 2.4.2 provides the stacking license kit order codes available for the Ethernet Routing
Switch 2500:

Order Code Description

Ethernet Routing Switch 2500 Stacking License Kit, for 1 switch, to enable stacking
AL2515001 functionality on ERS2500 series standalone switches. For use with AL2500xxx-E6
order codes. (one license required per switch).

Ethernet Routing Switch 2500 Stacking License Kit, for up to 10 switches, to enable
AL2515002 stacking functionality on ERS2500 series standalone switches. For use with
AL2500xxx-E6 order codes. (one license required per switch).

Ethernet Routing Switch 2500 Stacking License Kit, for up to 50 switches, to enable
AL2515003 stacking functionality on ERS2500 series standalone switches. For use with
AL2500xxx-E6 order codes. (one license required per switch).

Ethernet Routing Switch 2500 Stacking License Kit, for up to 100 switches, to
AL2515004 enable stacking functionality on ERS2500 series standalone switches. For use with
AL2500xxx-E6 order codes. (one license required per switch).

Table 2.4.2 — Ethernet Routing Switch 2500 Stacking License Kits

The Ethernet Routing Switch 2500 may also be purchased with stacking pre-enabled on the
switch. Stack Enabled ERS2500’s do not use or require a stacking license file to enable stacking
functionality. Stack Enabled units rear-ports are set to Stacking Mode by default in the factory and
are ready to stack on delivery to the end-user.

Table 2.4.3 lists the order codes for Stack Enabled Ethernet Routing Switch 2500’s:

Order Code Description

AL2515701-E6 Ethernet Routing Switch 2526T with 24 10/100 ports, 2 combo 10/100/1000/SFP
’ ports, 2 1000BaseT rear ports & 46cm stack cable, with stacking enabled.

Ethernet Routing Switch 2550T with 48 10/100 ports, 2 combo 10/100/1000/SFP

?02-
AL2515702-E6 ports, 2 1000BaseT rear ports & 46cm stack cable, with stacking enabled.

Ethernet Routing Switch 2526 T-PWR with 24 10/100 ports (12 ports support PoE),
AL2515?11-E6 2 combo 10/100/1000/SFP ports, 2 1000BaseT rear ports & 46cm stack cable, with
stacking enabled.

Ethernet Routing Switch 2550T-PWR with 48 10/100 ports (24 ports support PoE),

AL2515712-E6 2 combo 10/100/1000/SFP ports, 2 1000BaseT rear ports & 46cm stack cable, with
stacking enabled.

Table 2.4.3 — Stack Enabled Ethernet Routing Switch 2500 switches
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2.4.4 License Keying and Methodology:

Stacking licenses are based on the MAC address of the Ethernet Routing Switch 2500 and each
standalone ERS2500 switch must have a stacking license installed before a switch stack can be
created. Additionally, for stacking support the Ethernet Routing Switch 2500 must be running
software release v4.1 or above.

To generate a stacking license the MAC address of the Ethernet Routing Switch 2500 must be
obtained and provided to www.nortellicensing.com before a license file activating the stacking
feature can be generated. Once the license file has been obtained and installed on the Ethernet
Routing Switch 2500, the stacking feature will be enabled.

The MAC address of an Ethernet Routing Switch 2500 may be obtained by NNCLI using the
following procedure:

Using NNCLI, issue the show sys-info command:

2526 T-PWR# show sys-info

Operation Mode: Switch

Size Of Stack: 3

Base Unit: 1

MAC Address: [00—19—69—80—94—0ﬂ

2.4.5 License Acquisition:

Please reference Section 5 for details on using the Nortel electronic licensing portal to create a
license bank. Once the license bank has been created, the following steps are required to create
and download a stacking license file.

Access the License Bank page where the Stacking License was deposited and locate

L the Stacking License LAC and click Generate License:

YOUR LICENSE BANK

License Bank sss——— January 28, 2008

License Total Used

is For Licenses

ERS2500 |AL2515003| —== F722226ER 2007- | Ses 50 5
= VRSIDABS2 10-29 | Details Details

Generate License
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In the Generate License page enter the required information to create the stacking

license and then click Generate License:

Switch MAC Address Enter the MAC address of the Ethernet Routing Switch 2500 obtained
using the show sys-info command.

File Name of list of An ASCII file containing multiple Ethernet Routing Switch 2500 MAC
MAC Addresses addresses which that allows a license file to be generated with multiple
MAC:s in one transaction:

e One MAC address entry per line.
e MAC addresses must be capitalized with each pair of
characters separated by colons (XX:XX:XX:XX:XX:XX).
Output License File The name of the license file that will be emailed when the license is
Name generated.
e Maximum of 63 alphanumeric characters (lower case).
¢ No spaces or special characters allowed.

e An underscore is permitted.

e A period followed by a three letter extension is required.

User Comment Fields Free form text fields that allow additional information to be entered to
provide for asset tracking.

GENERATE LICENSE

Please choose “Create a NEW license file...” or “Add to EXISTING license file...".

Switch MAC L‘.ddresg: |DD:‘|9:BQ:BD:94:D‘I | ] U000
-OR-

File Name of list of MAC Addresses: | |[Browse... ] File Farmat?

Flease check your MAC addresses carefully. If you make a mistake you must contact customer support for assistance.

COutput License File r-Jame[| ers2500floork lic | ]

® Create a new license file with this name
(O Add to EXISTING license file with this name

User Comment 1: |Floor & | User Comment2:  |Hub 10

[| Generate License |]
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A Receipt and Proof of Installation page will be displayed confirming the license file

generation. The license file and confirmation will be sent via email.
RECEIPT AND PROOF OF INSTALLATION

Dear

Thank you for downloading ERS2500 SYW 50 Switch Stacking LIC. from Mortel eLicensing Portal
Your transaction 1D: XLC2222277JKJ9J322

Your license code or license file: ers2500floors lic

| Return to License Bank |

saving this file, that your browser does not automatically decompress this file or you will

@ The license file is a compressed binary file. It is important that when downloading or
receive an error when adding the license to the switch.

2.4.6 License Installation:

A license file may be installed using the command line interface or Device Manager by performing
one of the following procedures:

2.4.6.1 Command Line Interface:

To install a new license file using the NNCLI:

Using NNCLI enable the privExec mode and issue the copy tftp license <tftp-server-

1 ip> <license-file> command where tftp-server-ip is the IP address of the TFTP server
and license-file is the name of the license file:

ERS2550T-PWR# copy tftp license 192.168.40.100 ers2500floor5.1ic

the rear-port can then be set to stacking. Note that changing the operation mode of the

@ After the stacking license file has been successfully installed, the operational mode of
rear port will require a switch reset for the operational mode change to take effect.

é} Installed licenses may be viewed in the CLI by issuing the show license all command.

A To minimize download and loss of data, Nortel recommends that the system reboot be
scheduled during a normal maintenance window.

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.

EXTERNAL DISTRIBUTION 24



Converged Data Networks Licensing Guide v4.0 NN48500-540

2.4.6.2 Device Manager:

To install a new license file using Device Manager:

In Device Manager open the switch and in the main menu select Edit then File System.
Select the License File tab and in the LoadServerAddr field enter the IP address of the
TFTP server where the license file is located. In the LicenseFilename field enter the

1
name and extension of the license file. Select dnldLicense and click Apply.

=] 47.80.125.20 - FileSystem

Config/Image/Diag file ] Ascii Config File| License File ||Saye CnnFiguratinn]

LoadServerAddr: [|192.163.4l].1l]l]

LicenseFilename: |er525l]l]ﬂnur5.lic

LicenseFileAction: |

LicenseFileStatus: other

| Apply || Refresh | Close | Help... |

@ After the stacking license file has been successfully installed, the operational mode of

the rear-port can then be set to stacking. Note that changing the operation mode of the
rear port will require a switch reset for the operational mode change to take effect.

& Installed licenses may be viewed in the CLI by issuing the show license all command.

A To minimize download and loss of data, Nortel recommends that the system reboot be
scheduled during a normal maintenance window.

2.4.7 Replacing a Switch:

In the event of a switch failure, licenses may be transferred between Ethernet Routing Switch
2500 switches using the following procedure:

Access the License Bank page where the stacking license was deposited. Locate the

1 stacking license for the Ethernet Routing Switch 2500 to be transferred and click
Details:

YOUR LICENSE BANK

License Bank: S —— January 29, 2008

License Total Used

is For Licenses

ERS2500 [AL2515003 | —== F722226ER 2007- | Ses 50 5 45
SW 50 =——" | VRSIDABS2 10-29 | Details [ Detaills | Torasis hemes
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5 In the License Bank Details page locate the license for the Ethernet Routing Switch

2500 to be transferred and click Replace Switch:

LICENSE BANK DETAILS

License Bank: Quokka-LB2
Product ERS2500 5W 50 Switch Stacking LIC.
Order Code AL2515003
License Authonization Code [SSE———=———u—y

Transaction ID ALC22222771K191322-1

Licensee

License Emailed To

License Generation Date 2008-01-28

License Type GEMLIC

License or License File ers2a00flaorg lic Replace Switch l Download

MACs ers2500floora.lic.macs

Comment 1 Floora

Comment 2 Hub 10

In the Replace Switch MAC page, enter the Replacement Switch MAC Address and

select the Switch MAC address to replace. Click Replace Switch:

REPLACE SWITCH MAC

License File: ers2500floors.lic

witch MAC Address:

|DD:19:.59:A5:D‘I:SD |

- ey MAC Address to replace:
00:19:69:B0:94:01

' i I ] witch MAC™ your new file can be downloaded from your License Bank Details page:
| Replace Switch MAC ||| Cancel |
J

Nortel has implemented limits so that a maximum of 10% of the MAC addresses per
@ License Authorization Code may be swapped. For 1 and 10 unit LACs one MAC
address may be swapped. For 50 and 100 unit LACs 5 or 10 swaps may be performed.

If the number of MAC address swaps has been exceeded an error message will be
@ displayed. Customers will be required to contact Nortel’'s Technical Support to obtain a
new License Authorization Code.
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2.5 Ethernet Routing Switch 5000 series:

PEETY PEPEES mm
B Y T T T
. TESYEY FEEEYY FEVPYY FEEVEEY mm 3

S s i

ERS5500 ERS5600

Nortel's Ethernet Routing Switch 5000 series combines high performance, scalability and
advanced Layer 3 features in one versatile solution.

Nortel's Ethernet Routing Switch (ERS) 5000 series is comprised of the 5500 family and the 5600
family of switches. The ERS5000 series switches are premier stackable 10/100/1000 Mbps &
10Gbps Ethernet Routing Switches and are available in several many models across two families

ERS 5500 and 5600 switches come in a number of port configurations from 24 to 96 ports of
10/100/1000 autosensing ports up to 24 Gigabit SFP and 8 10Gigabit XFP ports and are inter-
stackable between the two families.

These switches are designed to provide high-density Gigabit to the desktop connectivity with and
without Power over Ethernet capability suited for mid and large-size enterprise customers’ wiring
closets. The ERS5000 series is also suitable for small to medium sized core network installations
and data center / top of rack solutions.

Nortel Ethernet Routing Switch 5000’s can be purchased using the following order codes:

Order Code Description

Ethernet Routing Switch 5510-24T with 24 x 10/100/1000 ports plus 2 SFP ports and

AL1001x04-E5 a 1.5 foot Stacking Cable. Includes Base Software License Kit.

AL1001x03-E5 Ethernet Routing Switch 5510-48T with 48 x 10/100/1000 ports plus 2 SFP ports and
a 1.5 foot Stacking Cable. Includes Base Software License Kit.

AL1001x06-E5 Ethernet Routing Switch 5520-24T-PWR with 24 x 10/100/1000 IEEE 802.3af Power over
Ethernet ports plus 4 SFP ports, a 1.5 foot Stacking Cable. Includes Base Software License Kit.

Ethernet Routing Switch 5520-48T-PWR with 48 x 10/100/1000 IEEE 802.3af Power over

AL1001x05-ES Ethernet ports plus 4 SFP ports, a 1.5 foot Stacking Cable. Includes Base Software License Kit.

Ethernet Routing Switch 5530-24TFD Stackable Switch (24 x 10/100/1000BaseT ports, 12
AL1001x07-E5  shared SFP ports, 2 x XFP 10 Gig ports, and a 1.5 foot Stacking Cable. Includes Base
Software License Kit.

Ethernet Routing Switch 5650TD with 48 10/100/1000Base-TX plus 2 XFP ports, stack ports,
AL1001x14-E5  and 2 removable power supply slots. Includes 300w AC-DC removable power supply, Base
Software License Kit and 46cm stacking cable.

Ethernet Routing Switch 5650TD-PWR with 48 10/100/1000Base-TX 802.3af ports plus 2 XFP
AL1001x13-E5 ports, stack ports, and 2 removable power supply slots. Includes 600w AC-DC removable
power supply, Base Software License Kit & 46cm stacking cable.
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Ethernet Routing Switch 5698TFD with 96 10/100/1000Base-TX ports, 6 shared SFP ports,
AL1001x12-E5 plus 2 XFP ports, stack ports, and 3 removable power supply slots. Includes 300w AC-DC
removable power supply, Base Software License Kit and 46cm stacking cable.

Ethernet Routing Switch 5698 TFD-PWR with 96 10/100/1000Base-TX 802.3af PoE ports, 6
AL1001x11-E5 shared SFP ports, plus 2 XFP ports, stack ports, and 3 removable power supply slots. Includes
1000w AC-DC removable power supply, Base Software License Kit and 46cm stacking cable.

Ethernet Routing Switch 5632FD with 24 SFP ports plus 8 XFP ports, stack ports, and 2
AL1001x15-E5 removable power supply slots. Includes 300w AC-DC removable power supply, Base Software
License Kit and 46cm stacking cable.

Table 2.5 — Ethernet Routing Switch 5000 series Order Codes

2.5.1 Licensing:

The Ethernet Routing Switch 5000 series switches support the following licensing levels:

Base (BA) Advanced (AD)

e Core Layer 2 Switching e SMLT
¢ Local, static & RIP Routing e OSPF
e QoS e ECMP
N/A
e Security * VRRP
o Stacking e PIM-SM
o |IPFIX

Table 2.5.1 — Ethernet Routing Switch 5000 Series Licensing Levels

2.5.2 Base License:

A Base Software License Kit license is included with the purchase of each Ethernet Routing
Switch 5000 series switch and provides core Layer 2 switching, basic IP routing, QoS, stacking
and security functionality at no additional cost.

2.5.3 Advanced License:

The Ethernet Routing Switch 5000 series Release 6.1 (and above) requires an Advanced license
to enable the following features: (Note: IPFIX is now part of the Base License from v6.1)

e SMLT (Split Multilink Trunking)

e OSPF (Open Shortest Path First) Routing

e ECMP (Equal Cost Multi-Path)

¢ VRRP (Virtual Routing Redundancy Protocol)

e PIM-SM (Protocol Independent Multicast — Sparse Mode)

An Advanced License Kit is required for a standalone or stack of Ethernet Routing Switch 5000s.
Advanced License Kits are available in kits of 1, 10, 50 and 100 licenses.

Table 2.5.3 provides a list of order codes of Advanced License kits which are available for the
Ethernet Routing Switch 5000 series switches:
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Order Code Description

Ethernet Routing Switch 5000 series Advanced License Kit, for 1 switch or stack.
AL1016001 Enabled features: SMLT, OSPF, ECMP, VRRP, and PIM-SM. (one license required
per stack or standalone unit).

Ethernet Routing Switch 5000 series Advanced License Kit, for up to 10 switches or
AL1016002 stacks. Enabled features: SMLT, OSPF, ECMP, VRRP and PIM-SM. (one license
required per stack or standalone unit).

Ethernet Routing Switch 5000 series Advanced License Kit, for up to 50 switches or
AL1016003 stacks. Enabled features: SMLT, OSPF, ECMP, VRRP, and PIM-SM. (one license
required per stack or standalone unit).

Ethernet Routing Switch 5000 series Advanced License Kit, for up to 100 switches or
AL1016004 stacks. Enabled features: SMLT, OSPF, ECMP, VRRP, and PIM-SM. (one license
required per stack or standalone unit).

Table 2.5.3 — Ethernet Routing Switch 5000 Series Advanced License Kits
2.5.4 License Keying and Methodology:

Ethernet Routing Switch licensing is based on a switch or stack and a single license is required
for a standalone switch or for a stack of up to eight units.

For standalone units licensing is based on the MAC address of the standalone unit. The MAC
address of an Ethernet Routing Switch 5000 may be obtained by NNCLI using the following
procedure:

Using NNCLI, issue the show sys-info command:

5520-48T# show sys-info

Operation Mode: Switch

Size OF Stack: 3

Base Unit: 1

MAC Address: | 00-19-69-B0-94-01]

The stacking licensing is based on the MAC address of the base unit and temporary base unit of
the stack. The temporary base unit is included in the license file in case the base unit becomes
inoperable. If a base unit failure occurs the temporary base unit (unit 2) will take over the stack
operation and will maintain a valid license for the advanced features allowing the stack to
continue to function as intended.

The MAC address of the base and temporary base units in a stack of Ethernet Routing Switch
5500/5600’s may be obtained by the CLI using the following procedure:

Using NNCLI, issue the show system verbose command:

5520-24T-PWR# show system verbose
Unit #1 (Base Unit):
Switch Model: 5520-24T-PWR

MAC Address: [ 00—12-83—96—78-00]
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Unit #2:
Switch Model:

MAC Address:

2.5.5 License Acquisition:

5520-24T-PWR

[ 00-12-83-2A-55-oo]

Please reference Section 5 for details on using the Nortel electronic licensing portal to create a
license bank. Once the license bank has been created, the following steps are required to create
and download an advanced license file.

Access the License Bank page where the license was deposited. Locate the advanced

license and click Generate License:

YOUR LICENSE BANK

License Bank:

February 13, 2008

Date License Total
is For Licenses

Used

53P3226NB S ———

IBTIBACNY |

6 { )
| Details I | Generate License ||

In the Generate License page enter the required information to create the advanced

license and then click Generate License:

MAC Address Base
Unit

MAC Address of Temp
Base Unit

File Name of list of
MAC Addresses

Output License File
Name

Enter the MAC address of the standalone switch obtained using the
show sys-info command or the Base Unit in the stack obtained using
the show system verbose command.

Enter the MAC address of the temporary base unit (unit 2) in the stack
obtained using the show system verbose command.

An ASCII file containing multiple Ethernet Routing Switch 5500 MAC
addresses which allows a license file to be generated with multiple
MAC:s in one transaction:

e One MAC address entry per line.

o MAC addresses must be capitalized with each pair of
characters separated by colons (XX:XX:XX:XX:XX:XX).

The name of the license file that will be emailed when the license is
generated.

o Maximum of 63 alphanumeric characters.

o No spaces or special characters allowed.

@« n

e Anunderscore “ " is permitted.

o A period followed by a three letter extension is required.
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Free form text fields that allow additional information to be entered to

User Comment Fields
provide for asset tracking.

GENERATE LICENSE

MAC Address Base Unit||00:12:33.96.78:00 | OO0
MAC Address of Temp Base Unit; |E|E|:‘|2:83:2A:EB:3A | HRHECUI00NH
-0OR-
File Name of list of MAC Addresses: | |[_Browse... ] File Format?

Flease check your MAC addresses carefully. If you make a mistake you must contact customer support for assistance.

Output License File Mame:|| ers5500floorb.lic |]

@ Create a new license file with this name
(O Add to EXISTING license file with this name

User Comment1: |Floor5 | User Comment 2: |H"'t|1EI

[l Generate License |]

A Receipt and Proof of Installation page will be displayed confirming the license file

3 generation. The license file may be downloaded directly by clicking the here link. The
license file and confirmation will also be sent via email.

RECEIPT AND PROOF OF INSTALLATION

You have successfully generated your license for ERS5XXX Advanced Routing License for 10 stacks. Your license can be downloaded|here

and from your license bank at any time

You will also shortly receive a confirmation emnail with this license as an attachment
Return to License Bank |

The license file is a compressed binary file. It is important that when downloading or
@ saving this file, that your browser does not automatically decompress this file or you will
receive an error when adding the license to the switch.
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2.5.6 License Installation:

A Nortel Ethernet Routing Switch license may be installed using the command line interface or
Device Manager by performing one of the following procedures:

2.5.6.1 Command Line Interface:

To install a new license file using NNCLI:

Using NNCLI enable the privExec mode and issue the copy tftp license <tftp-server-ip>

1 <license-file> command where tftp-server-ip is the IP address of the TFTP server and
license-file is the name of the license file:

ERS5520-48T# copy tftp license 192.168.10.100 ers5500Ffloor5.1ic

After the license file has been successfully uploaded, you will need to reboot the switch
for the license file to take effect.

é} Installed licenses may be viewed in the CLI by issuing the show license all command.

To minimize download and loss of data, Nortel recommends that the system reboot be
scheduled during a normal maintenance window.

2.5.6.2 Device Manager:

To install a new license file using Device Manager:

In Device Manager open the switch and in the main menu select Edit then File System.
Select the License File tab and in the LoadServerAddr field enter the IP address of the

TFTP server where the license file is located. In the LicenseFilename field enter the
name and extension of the license file. Select dnldLicense and click Apply.

3 192.168.10.1 - FileSystem

Canfig/Tmage/Diag file ] Ascii Canfig Filel License Filz llSa\re Canfiguration ]

LoadServerAddr: |192.163.1l].1l]l]

LicenseFilename; |Er555l]l]ﬂuur5.lic

LicenseFileAction: |

LicenseFileStatus: other

l Apply ||Refresh | Close | Help... |
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A warning dialog message will appear stating that the switch / stack must be rebooted
to activate the license. Click Yes to reset and activate the license.

Device Manager 6.0.6.0

L | Warning: System must be rebooted to activate license.
Continue?

Mo

After the license file has been successfully uploaded, you will need to reboot the switch
for the license file to take effect.

& Installed licenses may be viewed in the CLI by issuing the show license all command.

A To minimize download and loss of data, Nortel recommends that the system reboot be
scheduled during a normal maintenance window.

2.5.7 Replacing a Switch:

In the event of a switch failure, licenses may be transferred between Ethernet Routing Switch
5000 series switches using the following procedure:

NOTE: If you have multiple entries for the same license type, you will have to systematically
check the LAC entry by clicking on the Details button and looking at the license file name in the
transaction entries.

Access the License Bank page where the Advanced license was deposited. Locate the

license for the Ethernet Routing Switch 5000 to be transferred and click Details:

YOUR LICENSE BANK

License Bank: February 13, 2008

ERSSXXCK (JaL1016002 = 53P3226NB B —— 2006- See 20 £ 14

Advanced 3BTJBACNU |m====—=e——| 07-21 | Details |Detai|s| Generate License

Routing
Licenze
for 10
stacks

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.

EXTERNAL DISTRIBUTION 33



Converged Data Networks Licensing Guide v4.0 NN48500-540

5 In the License Bank Details page locate the license for the Ethernet Routing Switch

5000 to be transferred and click Replace Switch:

LICENSE BANK DETAILS

License Bank: Se== 7T

ERS5:X Advanced Routing License for 10 stacks
AL1016002
License Authorization Code [E=Sa—==s

Transaction 1D ZR3IZZZEIKWKKI9)322-1

Licensee =

License Emailed To

License Generation Date 2008-01-29

License Type GEMNLIC

License or License File ersSSDDﬂnurS.Iicl Replace Switch Download

ers5500floors.lic.macs
Floor 5
Huk 10

3 In the Replace Switch MAC page, enter the Replacement Switch MAC Address and

select the Switch MAC address to replace. Click Replace Switch:
REPLACE SWITCH MAC

License File: ers5500floord lic

witch MAC Address:

[00:12.83.5A.72:AB

MAC Address to replace:

00:12:83:2A:58:3A

L1 Pt S R T

Step 3: Once you click on "Replace Switch MAC® your new file can be downloaded from your License Bank Details page:
[I Replace Switch MAC ||| Cancel |
J

Nortel has implemented limits so that a maximum of 10% of the MAC addresses per
@ License Authorization Code may be swapped. For 1 and 10 unit LACs one MAC
address may be swapped. For 50 and 100 unit LACs 5 or 10 swaps may be performed.

displayed. Customers will be required to contact Nortel’'s Technical Support to obtain a

@ If the number of MAC address swaps has been exceeded an error message will be
new License Activation Code.
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2.5.8 ERS 5000 License Scenarios

An ERS5000 series Advanced License can be installed on a switch or stack. The following
section will detail what happens and what is required in case of a switch/stack becoming
inoperable or when creating/adding units to a stack. In all cases of a switch/stack becoming
inoperable, it is recommended to open a case with the Global Nortel Technical Support (GNTS)
group as a first course of action.

2.5.8.1 Loss of Base Unit in a Stack

When the Advanced License file is generated on the Nortel Electronic Licensing Portal, the MAC
address of the base unit and temporary base unit must be entered. If the base unit of the stack is
lost, the temporary base unit will take over the stack operation and with the license file having the
temporary base unit's MAC address, all features requiring a license will still be available and
function normally.

If the base unit is lost due to hardware failure, the unit will need to be replaced in the stack. The
switch can be RMA'd back to Nortel for repair/replacement. For the replacement license, contact
Nortel GNTS to receive a License Authorization Code in order to generate a new license for the
new base unit. The switch/stack can have multiple license files (up to 10) installed, so the option
exists to generate a second license file for the new unit and upload this license to the stack. The
other option would be to add the new unit's MAC address to the existing license file and upload
that file to the switch/stack. The license file can support up to 1000 MAC addresses. In either
case, the switch/stack will need to be re-booted for the license file to become active.

2.5.8.2 Loss of Temporary Base Unit in a Stack

The loss of the temporary base unit in the stack follows the same scenario as indicated in Section
5.1 Loss of Base Unit in a Stack. The only difference being that the base unit remains in control of
the stack.

2.5.8.3 Adding a Unit to a Stack

When a unit is added to an existing stack, there is no change required to the Advanced License
file for that stack. Since the stack already exists, the license file for that stack already contains the
base unit and temporary base unit MAC addresses.

2.5.8.4 Adding a Unit to a Switch to Create a Stack

When a license file is generated for a switch, only the MAC address of that switch is entered in
the Nortel Electronic Licensing Portal to create the license file. If at a later date, a second switch
is now added to create a stack, go back to the Portal and add the new MAC address to the
existing license file. Once this is done, upload the new license file into the stack and reboot for
the license to take effect.

2.5.8.5 Upgrading from s/w release 5.x to 6.0 with an Advanced License

License files are not software release version specific. However, if upgrading an existing
ERS5500 switch (or stack) from release v5.x to v6.0 that already has an Advanced license file
installed, and PIM-SM (introduced in v6.0) is required, you need to go to the Nortel Licensing
Portal and download the same license file again and re-install it on the switch (or stack).

This step is required for all ERS5000 series Advanced license files generated before November
2008. Existing ERS5000 Advanced license files in the Nortel License Portal database were
automatically updated just prior to software release v6.0.

It is not necessary to consume another license within the License Bank by generating a new
license file. Simply locate the corresponding ERS5000 Advanced license file for the switch (or
stack) in question, and download it directly by clicking on the “Download” button in the transaction
table within the License Bank Details screen. Remove the existing license from the corresponding
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switch (or stack) using the clear license CLI command, then TFTP the license file re-downloaded
onto the switch (or switch stack). Once the updated license file is installed, reboot the switch.

This task can be performed before or after the software upgrade to v6.0.

With the new/updated license file installed and v6.x code running on the ERS5500, PM-SIM can
now be globally enabled.

2.5.8.6 30 Day Trial License

With ERS 5000 software release 5.1 and later, a 30 day trial license is available. This trial license
is posted on the Nortel support web site at www.nortel.com/support with the related software
images. This license can be installed one time on an ERS 5000 switch and will operate for 30
days. Once the 30 days have expired, the trial license is no longer valid and another trial license
CANNOT be installed on the same switch.
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2.6 Ethernet Routing Switch 8300:

The Nortel Ethernet Routing Switch 8300 is a uniquely versatile
modular LAN Switch perfectly suitable for use in both the
network core and edge. Supporting Nortel's proven Switch
Clustering technology for always-on application availability, the
ERS 8300 is the platform of choice for the mid-sized Enterprise.
In addition, it boasts a complete suite of convergence- and
security-friendly features ensuring that it also is optimized for the
wiring closet. Delivering real-world Layer 2 and Layer 3 traffic
performance, flexible connectivity options, high density
interfaces, and Standards-based Power-over-Ethernet - it is the
solution for Enterprises seeking to enhance and extend the
intelligence of their network.

Nortel Ethernet Routing Switch 8300 may be purchased using the following order codes:

Order Code

DS1402007-E5

DS1402008-E5

DS1404118-E5

DS1404099-E5

DS1404077-E5

DS1404098-E5

DS1404093-E5

DS1404094-E5

DS1404095-E5

DS1404100-E5

DS1405x14-E5

DS1405x16-E5

Description

8310 10 slot PoE chassis. Includes chassis, dual backplane, two fan trays, RS232
cable for management console, rack mount kit, and cable guide kit. Requires at
least one 83XX power supply, up to three power supplies supported.

8306 6 slot PoE chassis. Includes chassis, dual backplane, fan tray, RS232 cable
for management console, rack mount kit, and cable guide kit. Requires at least
one 83XX power supply, up to three power supplies supported.

Ethernet Routing Switch 8393SF CPU/Switch Fabric module with 256MB CPU
Memory and 8 Gigabit Ethernet SFP slots - One required per Ethernet Routing
Switch 8300 chassis. Note: Includes PCMCIA flash memory card.

Ethernet Routing Switch 8394SF CPU/Switch Fabric module with 2 - 10 Gigabit
Ethernet XFP slots - One switch fabric module required per Ethernet Routing
Switch 8300 chassis. Note: Includes PCMCIA flash memory card.

Ethernet Routing Switch 8348TX module. 48 port 10/100 Ethernet i/f module.
Ethernet Routing Switch 8324FX. 24 port 100BaseFX Ethernet Interface module.

Ethernet Routing Switch 8348GTX module. 48 port autosensing 10Base-T/
100Base-TX/1000Base-T Ethernet interface module.

Ethernet Routing Switch 8348GTX-PWR module. 48 port 10Base-T/100Base-TX/
1000Base-T interface module with Power over Ethernet (PoE) support on all ports.

Ethernet Routing Switch 8348GB module. 48 port SFP interface module.
Ethernet Routing Switch 8308 XL module. 8 port XFP 10GE interface module.

8301AC 100-240 VAC Power Supply. At least one power supply required per 83xx
chassis. (Power Cord ordered separately). Provides up to 800W of PoE.

8302AC 100-240 VAC Power Supply. At least one power supply required per 83xx
chassis. (No power cord included). Provides up to 400W PoE.

Table 2.6 — Ethernet Routing Switch 8300 Order Codes
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2.6.1 Licensing:
The Ethernet Routing Switch 8300 v4.2 supports the following licensing levels:

Base (BA) Advanced (AD)

e Core Layer 2 Switching o SMLT o Advanced features plus;
e Local and static routing ¢ RSMLT o VRF-Lite
e RIP routing o OSPF
e QoS ¢ iBGP-Lite
e Security e ECMP
e VRRP
e SLPP
e PIM-SM

e Deep Packet Filtering

Table 2.6.1 — Ethernet Routing Switch 8300 Licensing Levels

2.6.2 Base License:

A Base Software License Kit license is required for each Ethernet Routing Switch 8300 chassis
and must be purchased separately. The Base Software Licenses provides core Layer 2 switching,
QoS, basic IP routing and security functionality.

Table 2.6.2 provides the Base Software License order code for the Ethernet Routing Switch 8300:

Order Code Description

DS1421002-4.2  Ethernet Routing Switch 8300 Base Software License. Version 4.2.

Table 2.6.2 — Ethernet Routing Switch 8300 Base License Kit

2.6.3 Advanced License:

The Ethernet Routing Switch 8300 series Release 4.2 (and above) requires an Advanced license
to enable the following features; (NOTE: always refer to specific software version release notes
for a list of supported licensed features within that release):

e SMLT (Split Multilink Trunking)

e RSMLT (Routed Split Multilink Trunking)

e OSPF (Open Shortest Path First)

o iBGP-Lite (Border Gateway Protocol — Lite version)

e ECMP (Equal Cost Multi-path Protocol)

¢ VRRP (Virtual Routing Redundancy Protocol)

e SLPP (Simple Loop Prevention Protocol)

e PIM-SM (Protocol Independent Multicast - Sparse Mode)
o Deep Packet Filtering (Pattern Matching)
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An Advanced License Kit is required for each Ethernet Routing Switch 8300 chassis and is
available in kits of 1, 10, 50 and 100 licenses.

Table 2.6.3 provides a list of order codes of Advanced License kits which are available for the
Ethernet Routing Switch 8300:

Order Code Description

Ethernet Routing Switch 8300 Advanced License Kit, for 1 chassis. Enabled features:
DS1421006 SMLT, RSMLT, OSPF, iBGP-Lite, ECMP, SLPP, VRRP, PIM-SM & Deep Packet
Filtering. (one license required per chassis).

Ethernet Routing Switch 8300 Advanced License Kit, for up to 10 chassis. Enabled
DS1421007 features: SMLT, RSMLT, OSPF, iBGP-Lite, ECMP, SLPP, VRRP, PIM-SM & Deep
Packet Filtering. (one license required per chassis).

Ethernet Routing Switch 8300 Advanced License Kit, for up to 50 chassis. Enabled
DS1421008 features: SMLT, RSMLT, OSPF, iBGP-Lite, ECMP, SLPP, VRRP, PIM-SM & Deep
Packet Filtering. (one license required per chassis).

Ethernet Routing Switch 8300 Advanced License Kit, for up to 100 chassis. Enabled
DS1421009 features: SMLT, RSMLT, OSPF, iBGP-Lite, ECMP, SLPP, VRRP, PIM-SM & Deep
Packet Filtering. (one license required per chassis).

Table 2.6.3 — Ethernet Routing Switch 8300 Advanced License Kits

2.6.4 Premier License:

The Ethernet Routing Switch 8300 series Release 4.2 (and above) requires a Premier License to
enable the following features:

e Advanced features plus;
e VRF-Lite (Virtual Routing and Forwarding — Lite version)

A Premier License Kit is required for each Ethernet Routing Switch 8300 chassis and is available
in kits of 1, 10, 50 and 100 licenses.

Table 2.6.4 provides a list of order codes of Premier License kits which are available for the
Ethernet Routing Switch 8300:

Order Code Description

DS1421010 Ethernet Routing Switch 8300 Premier License Kit, for 1 chassis. Enabled features:
Advanced License features, plus VRF-Lite. (one license required per chassis).

Ethernet Routing Switch 8300 Premier License Kit, for up to 10 chassis. Enabled
DS1421011 features: Advanced License features, plus VRF-Lite. (one license required per
chassis).

Ethernet Routing Switch 8300 Premier License Kit, for up to 50 chassis. Enabled
DS1421012 features: Advanced License features, plus VRF-Lite. (one license required per
chassis).

Ethernet Routing Switch 8300 Premier License Kit, for up to 100 chassis. Enabled
DS1421013 features: Advanced License features, plus VRF-Lite. (one license required per
chassis).

Table 2.6.4 — Ethernet Routing Switch 8300 Premier License Kits
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2.6.5 License Keying and Methodology:

Licenses are based on the chassis base MAC address and a single license is required for each
chassis regardless of the number of Switch Fabric Modules installed.

The base MAC address of an Ethernet Routing Switch 8300 chassis may be obtained by NNCLI
using the following procedure:

Using NNCLI issue the show sys-info command:

ERS8300-1:5# show sys-info

Chassis Info :

Chassis - 8310
Serial# : PED0O064881
HwRev : 00
NumSlots - 10
NumPorts : 194

[ BaseMacAddr : 00:0e:62:ce:00:00]
MacAddrCapacity : 4096
Temperature : 29 C
MgmtMacAddr : 00:0e:62:ce:03:f4

2.6.6 License Acquisition:

Please reference Section 5 for details on using the Nortel electronic licensing portal to create a
License Bank. Once a License Bank has been created, the following steps are required to create
an Advanced or Premier license file.

Access the License Bank page where the license was deposited. Locate the

corresponding Advanced or Premier license LAC entry and click Generate License:

YOUR LICENSE BANK

Leranse Bank T R Februany 19, 2003
Product  Crder Licanze Date  License  Total Uzed Failable
Code Aulhirizaton IsFor  Licenses
Code
EREEE0 | DEh427007 BREGENER E = G- | See Detals m 1 2
H‘E"rﬁ"" . DPIHARS g 020 | Details ” Generate License | ]
e |

CHASIS)
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In the Generate License page enter the required information to create an Advanced or

Premier license file and click Generate License:

Switch MAC Address Enter the base MAC address of the Ethernet Routing Switch 8300
obtained using show sys-info (NNCLI) or show sys info (CLI) command.

File Name of list of An ASCII file containing multiple Ethernet Routing Switch 8300 base
MAC Addresses MAC addresses which that allows a license file to be generated with
multiple MACs in one transaction:

e One MAC address entry per line.
e MAC addresses must be capitalized with each pair of
characters separated by colons (XX:XX:XX:XX:XX:XX).
Output License File The name of the license file that will be emailed when the license is
Name generated.
e Maximum of 63 alphanumeric characters.
e No spaces or special characters allowed.

e An underscore is permitted.

e A period followed by a three letter extension is required.

User Comment Fields Free form text fields that allow additional information to be entered to
provide for asset tracking.

GENERATE LICENSE

Switch MAC Address [U{];EU;Bz;CE‘,UU;UB . ] Y0000
-OR-

File Name of list of MAC Addresses . Browse... File Format?

Please check your MAC addresses carefully. if you make a mistake you must contact customer support for assistance

Output License File Name:| ers8300floor5.dat

@ Create a new license file with this name
O Add to EXISTING license file with this name

User Comment 1 'CampusA | user Comment 2 ISIhF!00r3300

i Generate License I]

A Receipt and Proof of Installation page will be displayed confirming the license file

3 generation. The license file may be downloaded directly by clicking the here link. The
license file and confirmation will also be sent via email.
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RECEIPT AND PROOF OF INSTALLATION

You have successfully generated your license for ERS8300 ADV. SWW LIC.. Your license can be clo‘-.n'nloaclecncl from your license bank
at any time

You will alse shortly receive a confirmation email with this license as an attachment
| Return to License Bank |

however, if the flename in NOT license.dat, then the bootconfig choice parameter must

@ An Ethernet Routing Switch 8300 license file name can use any file name or extension,
be updated with the exact license filename and location.

The license file is a compressed binary file. It is important that when downloading or
@ saving this file, that your browser does not automatically decompress this file or you will
receive an error when adding the license to the switch.

2.6.7 License Installation:

During the boot sequence, an Ethernet Routing Switch 8300 first uses the bootconfig information
for the license file name and location. If a license file is not specified or is not found, the switch
will look for a default license file name of license.dat. Licensed features will be unlocked and
available for configuration when a valid license file is found.

NOTE: The license filename must be in lower case when being copied to the ERS8300 switch.

A Nortel Ethernet Routing Switch 8300 license may be installed using the command line interface
or Device Manager by performing one of the following procedures:

Refer to the Nortel Ethernet Routing Switch 8300 Administration Guide (NN46200-604), licensing
fundamentals section, for more detailed license installation and configuration information.

2.6.7.1 Command Line Interface:

To install a license file using CLI:

Using CLI issue the copy command from config to copy the license file to the switch:

ERS8300-1:5(config)# copy 10.10.10.20:ers8300floor5.dat
/flash/ers8300floor5.dat

After the license file has been successfully uploaded, reboot the ERS8300 switch for the
license file to take effect.

é Installed licenses may be viewed in the CLI by issuing the show license command.

To minimize download and loss of data, Nortel recommends that the system reboot be
A scheduled during a normal maintenance window.

NOTE: Ensure the license filename uses lower case characters when being copied and
issue a save config command to save the system configuration.
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2.6.7.2 Device Manager:

To install a new license file using Device Manager:

Open the switch in Device Manager & select the Master SF/CPU module. In the main menu
select Edit then FileSystem. Enter tftp server IP address & source filename in the Source
field, then destination location and license file name in the Destination field. Click Apply.

-

1778510 - FilgSystam

Lopy Fie Dewice Infa | Flash Files | POWCIA Files | Flashl Fles |

\

D=shnabon,

Sourca Q-I|].12111!5~10."Hdl']0_3‘~3|']3d'd'ﬂl:
| /Aash/hld100_8310adv.dak

Action: | = nong startl

Remsul: more

spghs R:Fred-ll Olose | mb|

After the license file has been successfully uploaded, you will need to reboot the switch
for the license file to take effect.

é} Installed licenses may be viewed in the CLI by issuing the show license all command.

A To minimize download and loss of data, Nortel recommends that the system reboot be
scheduled during a normal maintenance window.

2.6.8 License Configuration:
2.6.8.1 Command Line Interface:

To update the license file name and path information within bootconfig using NNCLI (this is not
necessary if the license file name is license.dat and is located in the /flash directory):

Using NNCLI enable the privExec and configuration mode and issue the bootconfig choice

<boot-choice> license-file <file> command specify the source of the license file:

choice <boot-choice> Specifies the order in which the specified boot path is accessed when
the switch is rebooted:

e primary
e secondary
o tertiary
license-file <file> The source can be Flash, PCMCIA, or a remote TFTP server:

e /flash/<file_name>
e /pcmcia/<file_name>
e <a.b.c.d>:<file_name>

ERS8300-1:5(config)# bootconfig choice primary license-file
/Tlash/ers8300floor5.dat

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.

EXTERNAL DISTRIBUTION 43



Converged Data Networks Licensing Guide v4.0 NN48500-540

After the license file has been successfully uploaded, you will need to reboot the switch
for the license file to take effect.

é} Installed licenses may be viewed in the CLI by issuing the show license all command.

A To minimize download and loss of data, Nortel recommends that the system reboot be
scheduled during a normal maintenance window.

2.6.8.2 Device Manager:

To define the location of a License file on an ERS8300 using Device Manager:

In Device Manager open the switch and select the master switch fabric. In the main menu
select Edit then Card. Click the Boot tab and in the PrimaryLicenseSource field enter the

path and name of the license file. Click Apply.

1 47.133.58.41 - Card 5

Card| Boot | Device | Flash Files | PCMCIA Files | Flashi Files

Swiersion: Build 4.0.0.0 on Thu Aug 30 07:34:40 PDT 2007 -
LastBootConfigSource: [flash/boaot.cfg
LastRuntimelmageSource: [Flash/p83a4000.img
LastRuntimeConfigSource: [Flash/config.cfg

PrimaryImagesource: |,|'Flash,|'p83.a4[][][].img

PrimaryConfigSource: |,|'Flash,|'cunl‘ig.cfg

PrimaryBackupConfigSource: |

SecondaryImageSource: |ddm_8394.img

SecondaryConfigSource: |,|'FIash,|'cunFig.ch

SecondaryBackupConfigSource: |

TertiaryImageSaurce: |U.U.U.EI:

TertiaryConfigSource: |J'F|ash,|'c0nfig.cfg

TertiaryBackupConfigSaurce: |

—License
PrimaryLicenseSnurce{ |,-"f|ash,.-"er533l]l]flnur5.dat ]

SecondaryLicenseSource: |

TertiaryLicenseSource: || -
1] | »
l Applyl Refrash | Clase | Help... |

After the license file has been successfully uploaded, you will need to reboot the switch
for the license file to take effect.
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é Installed licenses may be viewed in the CLI by issuing the show license all command.

To minimize download and loss of data, Nortel recommends that the system reboot be
scheduled during a normal maintenance window.

2.6.9 Replacing a Switch:

In the event of a switch failure, licenses may be transferred between Ethernet Routing Switch
8300 chassis using the following procedure:

NOTE: If you have multiple entries for the same license type, you will have to systematically
check the LAC entry by clicking on the Details button and looking at the license file name in the
transaction entries.

Access the License Bank page where the Advanced or Premier license was deposited.

1 Locate the license for the Ethernet Routing Switch 8300 to be transferred and click
Details:

YOUR LICENSE BANK

License Dank e e Fedruan 19, 20028
Product  Order License TID Date  License  Total Lzed Foailable
Code Authonzation |5 Far Licanzas
Code

EREEI0  ||DS1421007 = BIEGENER e H0G- | Sea Delals 10 1 8

ADY. 5 = OWPHAESE | o (G0 [| Details |” Generate License |
(ol 1]

CHATIS)

> In the License Bank Details page locate the license for the Ethernet Routing Switch

8300 to be transferred and click Replace Switch:

LICENSE BANK DETAILS

License Bank: S
Product ERS8300 ADYV. 3W LIC.
Order Code D=1421006

License Authorization Code gRESUGRIPEER NI ord |

Transaction ID MPG22221443G19)322-1

Licensee

License Emailed To —_—
License Generation Date 2008-01-02
License Type GEMNLIC

License or License File ERSB300b98hub2 lig Replace Switch Download

MACs ERS8300b86hub2 lic.macs
Comment 1 Bld 96 Hub 2

Comment 2
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In the Replace Switch MAC page, enter the Replacement Switch MAC Address and

select the Switch MAC address to replace. Click Replace Switch:
REPLACE SWITCH MAC

License File: ers8300floors.lic

S = Switch MAC Address:
l|DD:IIIE:52:?A:IJD:DD | l

MAC Address to replace:

00:0e:62:ce:00:00

Step 3: Once you click on "Replace S‘-@'itch MAC™ your new file can be downloaded from your License Bank Details page:
[l Replace Switch MAC ||| Cancel
J

Nortel has implemented limits so that a maximum of 10% of the MAC addresses per
@ License Authorization Code may be swapped. For 1 and 10 unit LACs one MAC
address may be swapped. For 50 and 100 unit LACs 5 or 10 swaps may be performed.
If the number of MAC address swaps has been exceeded an error message will be
@ displayed. Customers will be required to contact Nortel’s Technical Support to obtain a
new License Activation Code.
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2.7 Ethernet Routing Switch 8600:

The Nortel Ethernet Routing Switch 8600 is a versatile modular LAN
Switch positioned for use as a high performance switch for the
network core. Supporting Nortel's proven Switch Clustering
technology for always-on application availability; the ERS 8600 is
the platform of choice for the mid to large sized Enterprise and also
Service Provider environments. In addition, it boasts a complete
suite of features including network virtualization ensuring that it also
is optimized for the network core. Delivering real-world Layer 2, 3
through Layer 7 functionality with high traffic performance, flexible
connectivity options, high-density interfaces, it is the solution for
Enterprises seeking to enhance the intelligence of their business-
class network.

Nortel Ethernet Routing Switch 8600 may be purchased using the following order codes:

(NOTE: most recent order codes are listed below. Refer to current Nortel Enterprise price list for
full list of order codes for ERS8600 modules):

Order Code Description

8010 10 slot chassis. Includes chassis, dual backplane, two fan trays, RS232

DS1402001-E5 cable for management console, rack mount kit, and cable guide kit. Requires at
least one power supply, up to three power supplies supported. Supports 8600 &
8300 modules only.

8006 6 slot chassis. Includes chassis, dual backplane, two fan trays, RS232 cable
DS1402002-E5 for management console, rack mount kit, and cable guide kit. Requires at least
one power supply, up to three power supplies supported.

Ethernet Routing Switch 8692SF Switch Fabric/CPU to enable redundant terabit

DS1404065-E5 core configurations. One required with R Modules, 2nd for load-sharing and
redundancy. Operable with pre-E, E & M modules. Includes 256MB SDRAM and
64MB PCMCIA.

~ 8630GBR Routing Switch Module. 30 port SFP GBIC baseboard. (SFPs sold

DS1404063-E5 separately). The 8630GBR requires the use of the 8692SF.

8648GTR Routing Switch Module. 48 port autosensing 10BASE-T/100BASE-

DS1404092-E5 TX/1000Base-T Ethernet Layer 3 switching interfaces. The 8648GTR is operable
with the 8692SF only.

_ 8648GBRS Routing Switch Module. 48 port SFP baseboard. (SFPs sold

DS1404102-E6 separately). The 8648GBRS requires the use of the 8692SF.

8648GTRS Routing Switch Module. 48 port autosensing 10BASE-T/100BASE-

DS1404110-E6 TX/1000Base-T Ethernet Layer 3 switching interfaces. The 8648GTRS is
operable with the 8692SF only.

DS1404101-E5 8683XLR three-port 10GBase-X XFP Routing Switch Module baseboard (XFPs
purchased separately). The 8683XLR requires use of the 8692SF.

8683XZR three-port 10GBase-X XFP Routing Switch Module baseboard (XFPs

DS1404064-E5 purchased separately). Supports both LAN and WAN PHY. The 8683XZR
requires use of the 8692SF.
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DS1404097-E6 8612XLRS 12-port 10GBase-X XFP Routing Switch Module baseboard (XFPs
purchased separately).The 8612XLRS requires use of the 8692SF.

8634XGRS Routing Switch Module. Combination module with 2 port 10GBase-X

XFP, 24 port SFP (with 100FX support) and 8 port autosensing 10BASE-

T/100BASE-TX/1000Base-T baseboard (XFPs and SFPs purchased

separately).The 8634XGRS requires use of the 8692SF.

DS1404109-E6

8005AC 100-240 VAC 1140W/1462W Power Supply. At least one power supply

DS1405012-E5 required per 8006, 8010 or 8010co chassis. Lower output at 110VAC. Cannot mix
with 8004 series supplies. Power cord ordered separately-use AA00200xx series
cords.

Dual input 8005 AC 100-240 VAC 1140W/1462W Power Supply. At least one

DS1405018-E6 power supply required per 8006, 8010 or 8010co chassis. Lower output at
110VAC. Cannot mix with 8004 series supplies. Power cord ordered separately-
use AA00200xx series cords.

Table 2.7 — Ethernet Routing Switch 8600 Order Codes

2.7.1 Licensing:

The Ethernet Routing Switch 8600 v5.1 release supports the following licensing levels & features:

Base (BA) Advanced (AD)

e Core Layer 2 Switching, e BGP4 (>10 peers) ¢ Advanced features plus;

MLT, DMLT, SMLT, SLT ¢ |[Pv6 Routing ¢ VRF-Lite
¢ Local, static, RIP, OSPF e .

Routing, BGP4 (<10 Peers) ° ggt';ecf[;itc')?]nal - eEreling o blEa

¢ IP-VPN-Lite (IP in IP)
e QoS
e PCAP . . o
o Security e Mulicast Virtualization for
VRF-Lite (IGMP & PIM-SM /

e |PFIX SSM)

Table 2.7.1 — Ethernet Routing Switch 8600 Licensing Levels
2.7.2 Base License:

A Base Software License Kit license is required for each Ethernet Routing Switch 8600 chassis
and must be purchased separately. The Base Software License provides core Layer 2 switching,
MLT, Distributed MLT, SMLT, SLT, QoS, RIPv1/v2, OSPF & BGPv4 (up to 10 peers) IP routing,
IPFIX and security functionality.

Table 2.7.2 provides the current Base Software License Kit order code for the Ethernet Routing
Switch 8600:

Order Code Description

Ethernet Routing Switch 8600 Routing Switch Base Software Kit (Includes v5.1 SW
DS1410003-5.1 license, Device Manager, and complete SW documentation set). One license kit
required per chassis. (Support contracts must be purchased separately.) Version 5.0.

Table 2.7.2 — Ethernet Routing Switch 8600 Base Software License Kit
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2.7.3 Advanced License:

The Ethernet Routing Switch 8600 series Release 5.0 (and above) requires an Advanced license
to enable the following features:

o BGPv4 (Border Gateway Protocol version 4, for more than 10 peers)
¢ |IPv6 Routing (Internet Protocol version 6)

e BFD (Bidirectional Forwarding Detection)

e MSDP (Multicast Source Discovery Protocol)

o PCAP (Packet Capture)

An Advanced License Kit is required for each Ethernet Routing Switch 8600 chassis. Advanced
License Kits are available in kits of 1, 10, 50 and 100 licenses.

Table 2.7.3 provides a list of order codes of Advanced License kits which are available for the
Ethernet Routing Switch 8600:

Order Code Description

Ethernet Routing Switch 8600 Advanced License Kit, for 1 chassis. Enabled features:

DS1410021 BGP4, IPv6 Routing, BFD, MSDP and PCAP. (one license required per chassis).

Ethernet Routing Switch 8600 Advanced License Kit, for up to 10 chassis. Enabled
DS1410022 features: BGP4, IPv6 Routing, BFD, MSDP and PCAP. (one license required per
chassis).

Ethernet Routing Switch 8600 Advanced License Kit, for up to 50 chassis. Enabled
DS1410023 features: BGP4, IPv6 Routing, BFD, MSDP and PCAP. (one license required per
chassis).

Ethernet Routing Switch 8600 Advanced License Kit, for up to 100 chassis. Enabled
DS1410024 features: BGP4, IPv6 Routing, BFD, MSDP and PCAP. (one license required per
chassis).

Table 2.7.3 — Ethernet Routing Switch 8600 Advanced License Kits

2.7.4 Premier License:

The Ethernet Routing Switch 8600 series Release 5.1 (and above) requires a Premier license to
enable the following features:

e Advanced Features plus;
¢ VRF-Lite (Virtual Routing and Forwarding — Lite version)
e MP-BGP (Multi-Protocol Border Gateway Protocol)

o IP-VPN MPLS RFC2547 (IP-Virtual Private Network, Multi-Protocol Label Switching
RFC2547)

e IP-VPN-Lite (IP-in-IP) (IP-Virtual Private Network-Lite)

e Multicast Virtualization for VRF-Lite (IGMP and PIM-SM / SSM)

A Premier License Kit is required for each Ethernet Routing Switch 8600 chassis and is available
in kits of 1, 10, 50 and 100 licenses.

Table 2.7.4 provides a list of order codes of Premier License kits which are available for the
Ethernet Routing Switch 8600:
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Order Code Description

Ethernet Routing Switch 8600 Premier License kit, for 1 Chassis. Enabled features:
Advanced License features, plus, VRF-Lite, MP-BGP, IP-VPN MPLS RFC2547, IP-
VPN-Lite (IP-in-IP) & MCast Virtualization for VRF-Lite. (one license required per
chassis).

DS1410026

Ethernet Routing Switch 8600 Premier License Kit, for up to 10 chassis. Enabled
features: Advanced License features, plus, VRF-Lite, MP-BGP, IP-VPN MPLS
RFC2547, IP-VPN-Lite (IP-in-IP) & ) & MCast Virtualization for VRF-Lite. (one license
required per chassis).

DS1410027

Ethernet Routing Switch 8600 Premier License Kit, for up to 50 chassis. Enabled
features: Advanced License features, plus, VRF-Lite, MP-BGP, IP-VPN MPLS
RFC2547,IP-VPN-Lite (IP-in-IP) & MCast Virtualization for VRF-Lite. (one license
required per chassis).

DS1410028

Ethernet Routing Switch 8600 Premier License Kit, for up to 100 chassis. Enabled
features: Advanced License features, plus, VRF-Lite, MP-BGP, IP-VPN MPLS
RFC2547, IP-VPN-Lite (IP-in-IP) & MCast Virtualization for VRF-Lite. (one license
required per chassis).

DS1410029
Table 2.7.4 — Ethernet Routing Switch 8600 Premier License Kits

2.7.5 License Keying and Methodology:

Licenses are based on the chassis base MAC address and a single license is required for each
chassis regardless of the number of Switch Fabric Modules installed.

The base MAC address of an Ethernet Routing Switch 8600 chassis may be obtained via CLI
using the following procedure (NNCLI command version is “show sys-info”):

Using CLI issue the show sys info command:

ERS-8610:5# show sys info

General Info :

SysDescr : ERS-8610 (5.0.0.0)

SysName : ERS-8610

SysUpTime : 24 day(s), 06:34:30
SysContact . support@nortel._com

SyslLocation : 4655 Great America Parkway, Santa Clara, CA 95054

Chassis Info :

Chassis : 8010

Serial# : PEDO063977
HwRev : A

NumSlots : 10
NumPorts : 102
GlobalFilter > enable
VlanBySrcMac : disable

ForceTopologylpFlag: false
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Ecn-Compatib : enable

WsmDirectMode : disable
max-vlan-resource-resevation : (disable) -> (disable)
multicast-resource-reservartion : (2048) -> (2048)
BaseMacAddr :[00:04:dc:7d:64:00]

2.7.6 License Acquisition:

Please reference Section 5 for details on using the Nortel electronic licensing portal to create a

license bank. Once the license bank has been created, the following steps are required to create
the advanced license file.

Access the License Bank page where the license was deposited. Locate the

associated license type and click Generate License:

YOUR LICENSE BANK

License Bank: Nortel. 8600 June 23, 2008
Product  Order License TiD Date License Total Used
Code Authorization iz For Licenses
Code
ERSS600 |0S1410027 | PRESE-EEDE | SEII2V6ER | Lner Mame 2008- See 10 H 5
Premies HET LELMALE? | userinore com 0410 | Dwetails | Datails ] | Genarate License |]
L. (1D L
Chassis)
ERSBE00 |DS1410005 | PRESA-MHDS | A4XIINNT | User Name 2008 See 1 1 ]
Prohisy ST LEXHALEY | useriprorel com DdAD | Dosbasits Details
Ty
Chassiz)
ERSHEND | CS1410021 | ADSEAGGDNAT | GXI0IENN | Liser Mames 2008 Sea i i o
Advanced HST ATTHALSY | uderPnidel com 0440 | Desbasls Details
Ty

Chassiz)

In the Generate License page enter the required information to create the advanced

license and click Generate License:

Switch MAC Address Enter the base MAC address of the Ethernet Routing Switch 8600
obtained using show sys info (CLI) or show sys-info (NNCLI) command.

File Name of list of An ASCII file containing multiple Ethernet Routing Switch 8600 base
MAC Addresses MAC addresses which that allows a license file to be generated with
multiple MACs in one transaction:

¢ One MAC address entry per line.

o MAC addresses must be capitalized with each pair of
characters separated by colons (XX:XX:XX:XX:XX:XX).

Output License File The name of the license file that will be emailed when the license is
Name generated.

o  Maximum of 63 alphanumeric characters.

e No spaces or special characters allowed.

e Anunderscore “ " is permitted.

o A period followed by a three letter extension is required.
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User Comment Fields Free form text fields that allow additional information to be entered to
provide for asset tracking.

GENERATE LICENSE

Switch MAC Address[|I]D:EI]:55:EHC:DI]:DI] |] RO
_OR_
File Mame of list of MAC Addresses: | |[ Browse... File Format?

Flease checkyour MAC addresses carefully. Ifyou make a mistake you must contact custormer support for assistance.

Cutput License File Mame |erSBEDDf|nur5_dat |

& Create a new license file with this name
O Add to EXISTING license file with this name

User Comment 1. |Main0ampus ‘ User Comment 2: |5thFIDDrBEDD| |

[l Generate License |]

A Receipt and Proof of Installation page will be displayed confirming the license file

3 generation. The license file may be downloaded directly by clicking the here link. The
license file and confirmation will also be sent via email.

RECEIPT AND PROOF OF INSTALLATION

vou have succegsiully generated your license for ERS8600 ADV, SW LIC.. Your license can be ::.-.-':..;:eat: fram your license bank
At g L

You will also shorl y ecene 3 confirmation email with thizs license as an attachment

Return to License Bank |

An Ethernet Routing Switch 8600 license file name can use any file name or extension,
however, if the license filename does not have an extenison of “.dat” and is not located
in the “/flash” directory, the bootconfig choice license parameter must be specifed with
the exact license filename and location.

The license filename must also be in lower case characters when installed on an
ERS8600.

The license file is a compressed binary file. It is important that when downloading or
saving this file, that your browser does not automatically decompress this file or you will
receive an error when adding the license to the switch.
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2.7.7 License Installation
2.7.7.1 For Software release v5.0 only

Although an ERS8600 license file can be generated using any name or extension on the Nortel
electronic licensing portal, when the license file is copied (via TFTP) to the switch, it must have a
file extension of .dat (for example: ers8600floor5.dat), AND be located in the /flash directory on
the Master SF/CPU module. This is for release 5.0 software only.

NOTE: Also ensure the license filename is in lower case character format when copying the file to
the ERS8600 switch.

If two SF/CPU modules are running, when the license is copied to the Master CPU module, the
license file will automatically be copied to the Backup SF/CPU.

During the boot sequence, an Ethernet Routing Switch 8600 switch will look for a license file
ending in .dat in the /flash directory. Licensed features will be unlocked and available for
configuration when a valid license file is found.

A Nortel ERS8600 license may be installed using the Command Line Interface or Device
Manager by performing one of the following procedures below:

2.7.7.2 For Software release v5.1 and above

ERS8600 release v5.1 supports different license file names and locations where a license file can
be stored. A license file can be copied (via TFTP) to the switch and reside in the following
locations: /flash, /pcmcia, or <a.b.c.d> (where a.b.c.d is the IP address of a TFTP server on the
network).

If two SF/CPU modules are running, when the license is copied to the Master CPU module, the
license file will automatically be copied to the Backup SF/CPU.

During the boot sequence (from v5.1), an ERS8600 will first use the bootconfig information for the
license file name and location. If a license file name and location is not specified, by default the
switch will look for a license file name ending with .dat in the /flash directory. Licensed features
will be unlocked and available for configuration when a valid license file is found.

NOTE: If the license file does not have a file extension of .dat and it is not in the /flash directory,
the choice parameter must be configured for the license file name and location in the bootconfig
file. If you do not specify this information, you may encounter issues with your licensed features.

A Nortel ERS8600 license may be installed using the Command Line Interface or Device
Manager by performing one of the following procedures below:

2.7.7.3 Command Line Interface:

To install a license file using CLI:

Using CLI issue the copy command from config to copy the license file to the switch:

ERS8600-1:5(config)# copy 10.10.10.20:ers8600floor5.dat
/flash/ers8600floor5.dat

After the license file has been successfully uploaded, you can issue the load-license
command from CLI to activate licensed features immediately on an ERS8600 switch, or,
@ you can reboot the switch to activate licensed features.

NOTE: An ERS8600 license file name must use lower case characters in the filename.
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é} Installed licenses may be viewed in the CLI by issuing the show license command.

To minimize download and loss of data, Nortel recommends that the load-license
command be issued from CLI to activate licensed features.

A NOTE: Ensure the license filename uses lower case characters when being copied to
the switch, and issue a save config command to save the system configuration.

Alternatively, a system reboot can be scheduled during a normal maintenance window.

Refer to the Nortel Ethernet Routing Switch 8600 Administration Guide (NN46205-605), licensing
fundamentals section, for more detailed license installation and configuration information.

2.7.7.4 Device Manager:

To install a new license file using Device Manager:

In Device Manager open the switch and select the Master SF/CPU module. In the main
menu select Edit then FileSystem. Enter the tftp server IP address and source filename in
the Source field and enter /flash with license file name in the Destination field. Click Apply.

“1 10.10.10.1 - FileSystem

Copy File | Device Infa | Flash Files | PCMCIA Fies |

Source |ID. 10.10.20:/bld100_561 0ady. lic
Destination |,|'I‘Iash,|'|:uld 100_8610adw,dat

Action; | {7 none @ stark

Result: inProgress
I Refresh || Closs | Help. ..

@ After the license file has been successfully uploaded, ensure the bootconfig file is
configured with the license file name and location on the switch.

é} Installed licenses may be viewed in the CLI by issuing the show license all command.
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2.7.8 License Configuration:
2.7.8.1 Command Line Interface:

To update the license filename and path information within bootconfig using CLI or NNCLI:

Using NNCLI enable the privExec and configuration mode and issue the bootconfig choice

<boot-choice> license-file <file> command specify the source of the license file:

choice <boot-choice> Specifies the order in which the specified boot path is accessed when
the switch is rebooted:

e primary
e secondary
o tertiary
license-file <file> The source can be Flash, PCMCIA card, or a remote TFTP server:

o /flash/<file_name>
e /pcmcia/<file_name>
e <a.b.c.d>:<file_name>

Native ERS8600 CLI:

ERS8600-1:5# config bootconfig choice primary license-file
/Tlash/ers8600floor5.dat

ERS8600 NNCLI:

ERS8600-1:5(config)# boot config choice primary license-file
/Tlash/ers8600floor5.dat

After the license file has been successfully uploaded and the bootconfig choice for the

@ license file has been set, you can issue the “load-license” command from CLI for the
licensed features to be immediately available on an ERS8600 switch, or, you can reboot
the switch for the licensed features to be unlocked.

é Installed licenses may be viewed in the CLI by issuing the show license all command.

To minimize download and loss of data, Nortel recommends that the load-license
command be issued from CLI to activate licensed features. NOTE: issue a save config
command to save the system configuration.

Alternatively, a system reboot can be scheduled during a normal maintenance window.
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2.7.8.2 Device Manager:

To define the location of a License file on an ERS8600 using Device Manager:

In Device Manager open the switch and select the master switch fabric. In the main menu
select Edit then Card. Click the Boot tab and in the PrimaryLicenseSource field enter the
path and name of the license file. Click Apply.

5 47.17.147.177 - Card 5

Device | Flash Files | PCMCIA Files

Swhersion: Build 5.1.0.0 on Wed May 6 20:21:
LastBootConfigsource: [flashfboot.chg
LastRuntimeImageSource: [flashfpa0a5100.img
LastRuntimeConfigdource; [Flashifeb202009YLANTO0.cFg
PrimaryImageSource: ],l'FIash,l'pBDaSlDD.img

Primary ConfigSource: J,I'FIash,l'feb2D2DDQVLnN?DD.ch

SecondaryImagesource: ],l’FIash,l'pSDaSlDD.img

SecondaryConfigiource: |,|'FIash,l'c0nFig.ch

TettiatyImageSource: ]D.D.U.D:

TertiaryConfigsource: J,fflash,l'conﬁg.cfg

MezzImageSource: |pS0mS100.img

[PrimaryLicenseSource: /Mash/ers8600foor5.dat I

SecondatyLicenseSource:

TertiarylLicenseSaurce: J

| EnablesutoBact

[~ EnableFactoryDefaults
[~ EnableDebugMode

[~ EnableHw\WatchDogTimer
[ EnableRebootCnError
¥ EnsbleTelnetServer
¥ EnableRloginServer
¥ EnableFtpServer

¥ EnableTftpServer

[ EnablesshServer

v EnableMezz

[~ Enable8616ReAutoneg
4] | 0

I Applyl Refreshl Close‘ Help...l

After the license file has been successfully uploaded and the bootconfig choice for the

@ license file has been set, you can issue the “load-license” command from CLI for the
licensed features to be immediately available on an ERS8600 switch, or, you can reboot
the switch for the licensed features to be unlocked.

& Installed licenses may be viewed in the CLI by issuing the show license all command.

To minimize download and loss of data, Nortel recommends that the load-license

command be issued from CLI to activate licensed features. NOTE: issue a save config
A command to save the system configuration.

Alternatively, a system reboot can be scheduled during a normal maintenance window.
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2.7.9 Replacing a Switch:

In the event of a switch failure, licenses may be transferred between Ethernet Routing Switch
8600 chassis using the following procedure:

NOTE: If you have multiple entries for the same license type, you will have to systematically
check the LAC entry by clicking on the Details button and looking at the license file name in the
transaction entries.

Access the License Bank page where the Advanced or Premier license was deposited.

1 Locate the license for the Ethernet Routing Switch 8600 to be transferred and click
Details:

YOUR LICENSE BANK

License Bank: Nortel. 8600 June 23, 2008

Product  Order Licensa License  Total Lzad Available

Code Authorization Is For Licenses

Codi

ERSEEO0 051410007 | PRESE-EEDE | SEEINGER | Liger MName 208 S n 5
I":E.-«ro;.'lv:l ~HEST LEWMALED | userinotel com 0400 | Deebals | Datails ] | Genaerate License I
LK. [
Chassig)
ERSES00  JOS141000% | PRESA-MNHDS | AGXIONNT | Uner Name 2008- Sew 1 1 o
Prorhicr ~HET LEXHALSY | userpnore com 0440 | Detads Details
oy | Details |
Chassiz)
ERSHEND  CS1410021 | ADSEAGGDAT | GXI0IENN | Liser Mames 2008 Sea i i o
Achvancad JHST 4OIHALSY | user@nortelcom | 0410 | Detsds Details
e | Details |
Chassiz)

In the License Bank Details page, locate the license file for the Ethernet Routing

Switch 8600 base MAC address to be transferred and click Replace Switch:

LICENSE BANK DETAILS

License Bank: Nortel 8600

Product

ERSE600 Premier LIC. (10 Chassis)

Order Code

DS1410027

License Authorization Code

PRBEE-EEDE-JHST

Transaction ID

AZSTITIACTIZIANZIZA

Licenses

User

License Emailed To

usen@nonel.com

License Generation Date

2008-04-21

License Type

GENLIC

License or License File

Download

big100_8600prem iy |  Replace Switch

MACs

bld1 00_g&00prem.lic.macs

Comment 1

Building 100

Comment 2

ERSEE00-1
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In the Replace Switch MAC page, enter the Replacement Switch MAC Address and

select the Switch MAC address to replace. Click Replace Switch:
REPLACE SWITCH MAC

License File: ers8300floors lic

= - Switch MAC Address:
l|DD:DE:52:?A:DD:DD | I

MAC Address to replace:

00:0e:62:ce:00:00

Step 3: Onece you click on “Replace Switch MAC™ your new file can be downloaded from your License Bank Details page:
[I Replace Switch MAC ||| Cancel |
J

License Authorization Code may be swapped. For 1 and 10 unit LACs one MAC

@ Nortel has implemented limits so that a maximum of 10% of the MAC addresses per
address may be swapped. For 50 and 100 unit LACs 5 or 10 swaps may be performed.

displayed. Customers will be required to contact Nortel’s Technical Support to obtain a

@ If the number of MAC address swaps has been exceeded an error message will be
new License Activation Code.

2.7.10 License Configuration Scenarios
2.7.10.1 Upgrading from ERS8600 s/w release 5.0 to 5.1 with an existing license file

License files are not software release version specific. However, if upgrading an existing
ERS8600 switch from release v5.0 to v5.1 that already has an Advanced or Premier license file
installed, and you wish to use new licensed features in the new software release, you need to go
to the Nortel Licensing Portal and download the same license file again and re-install it on the
switch.

This step is required for all ERS8600 series Advanced or Premier license files generated before
May 2009. Existing ERS8600 Advanced or Premier license files in the Nortel License Portal
database were automatically updated just prior to software release v5.1.

It is not necessary to consume another license within the License Bank by generating a new
license file. Simply locate the corresponding ERS8600 license file for the switch in question, and
download it directly by clicking on the “Download” button in the transaction table within the
License Bank Details screen. Remove the existing license from the corresponding switch using
the clear license CLI command, then TFTP the license file re-downloaded onto the switch. Once
the updated license file is installed, use the load-license CLI command or reboot the switch to
activate the new features.

NOTE: Removing the license file will not de-activate license features on the switch, only after a
rebooting the switch without a license file will licensed features be unavailable.

This task can be performed before or after the software upgrade to ERS8600 v5.1.
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2.7.11 Trial License:

The Ethernet Routing Switch 8600 automatically provides a trial period of 60 days in which you
can use all Advanced and Premier features from the time software release v5.1 is installed.

During the trial period, you can configure all features without restriction. System console and log
messages alert you to the expiry of this trial leading up to the end of the 60 day period.

After the trial period is complete, you can no longer make configuration changes to licensed
features. You can save the current running configuration; however, this configuration will not be
loaded on the next reboot. To continue to use licensed features, you must purchase and install
the appropriate license.
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3. Security / VPN / WAN:

3.1 Secure Network Access:

The Nortel Secure Network Access Switch (SNAS) 4050
e delivers endpoint security through unified access policy and
—— network access control (NAC) for wired, wireless and mobile
users. Acting as a centralized controller, it controls and
automates network access for both managed and unmanaged users and devices. The SNAS
4050 is tightly integrated with network access elements to provide the Nortel Secure Network
Access (SNA) solution. These network elements, including Nortel Ethernet Routing Switches,
WLAN controllers, VPN Gateways and other third-party edge devices, deliver flexible
infrastructure enforcement options including both VLAN and/or access control list traffic filters.

Nortel Secure Network Access Switch may be purchased using the following order code:

Order Code Description

Secure Network Access Switch 4050 (Includes license for 200 concurrent

EB1639170E5 )
endpoints)

Table 3.1 — Secure Network Access Switch Order Code

3.1.1 Licensing:

The Application Switches supports the following licensing levels:

Base Access License

¢ 200 Concurrent Endpoints ¢ 100 Concurrent Endpoints
e 250 Concurrent Endpoints
e 500 Concurrent Endpoints
¢ 1000 Concurrent Endpoints
e 2000 Concurrent Endpoints
¢ 5000 Concurrent Endpoints

Table 3.3.1 — Switch Network Access Switch Licensing Levels

3.1.2 Base Licensing:

The primary purpose of this solution is to provide role based network access based on user
authentication and device compliance status. Concurrent authenticated device licenses can be
purchased and installed. Examples of authenticated devices are:

o Personal Computers (Desktops or Laptop/Notebook)
¢ Nortel IP Telephones

e Any device using MAC authentication (printers, IP cameras etc.)

3.1.3 Access Licenses:

Release 1.6 ships with included user licenses for 200 authenticated devices. Additional device
licenses are additive to these included licenses and each other.
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Example: Purchasing a 500 user license will extend the total license count to 700 concurrent
authenticated devices. If an additional 200 users license is purchased and installed the total
license count will be extended to 900 authenticated devices.

Table 3.1.3 provides a list of access licenses available for Secure Network Access:

Order Code Description

EB1639171 Secure Network Access License - Add 100 concurrent endpoints
EB1639172 Secure Network Access License - Add 250 concurrent endpoints
EB1639175 Secure Network Access License - Add 500 concurrent endpoints
EB1639182 Secure Network Access License - Add 1000 concurrent endpoints
EB1639183 Secure Network Access License - Add 2000 concurrent endpoints
EB1639184 Secure Network Access License - Add 5000 concurrent endpoints

Table 3.1.3 — Secure Network Access Licenses

3.1.4 License Keying and Methodology:

Access licenses are based on the MAC address of the Secure Network Access Switch appliance.
Installed licenses can be viewed for each gateway using the /info/sys command and license
allocation and usage may be viewed using the /info/license command. Each authenticated
device (PC, IP Phone, Printer etc.) consumes a license.

The following tables provide an overview of the various Secure Network Access license usage
scenarios:

Scenario License Available License Not Available
User connected License not used License not used

User authentication failed License not used License not used

User authentication succeeded License used User remains in RED
User logged out License freed

Port down License freed

Session manually terminated License freed

Table 3.1.4.1 — NSNA Portal & Installed Agent Mode License Allocation
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Scenario License Available License Not Available
Phone connected License used License not used

Phone disconnected License freed

Port down License freed

Table 3.1.4.2 — NSNA Phone Registration License Allocation
Notes:
1. Phone sessions cannot be manually terminated
2. Aslong as the phone is connected a license will be consumed

3. A phone will be able to use the network even if a licenses is not available

Scenario License Available License Not Available
Device connected (MAC License used Remain in default switch port
PEES) Keep session until 4 or 6 sl (RED)

Device connected (MAC black- License used Remain in default switch port
e Keep session until 4 or 6 sl (RED)

Device connected (MAC License used Remain in default switch port
isolate) state (RED)

Keep session until 4 or 6
We would have disabled the
port, if we had a license. Here
this MAC gets more access
when there is no license...

Port down License freed.
MAC aged out No action
Session manually terminated License freed

Table 3.1.4.3 — NSNA MAC Authentication License Allocation
3.1.5 High-Availability / Clustering:

Although licenses are keyed to individual Secure Network Access Switch, the licenses are pooled
and shared within a cluster. If all cluster units are up and running, the total license user count for
licenses are contributed to the global pool. If a unit fails, the license contribution from that unit will
be available within the cluster for 30 days to allow for unit repair or replacement.

3.1.6 License Acquisition:

To purchase the license(s) contact your Nortel sales representative, or call 1-800-4ANORTEL.
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3.2 Secure Router:

Nortel Secure Router Portfolio enables secure end-to-end
converged solutions. The Secure Routers combine robust
IP routing, flexible WAN connectivity and security in a
single cost-effective device. Ideal for enterprise branch,
remote or regional site environments, Nortel Secure
Routers are optimized to deliver the low-latency, high
packet throughput required by IP telephony and
multimedia applications. Providing wire-speed performance even with advanced WAN services
enabled, they are the right solution for enterprises requiring high-speed Internet or private WAN
connectivity.

Secure Routers are available in the following models in a number of different configurations and
bundles:

Models Description

Secure Router The Nortel Secure Router 1001 is suitable for use in enterprise remote sites,

1001 —1001S  branch offices or in any location needing a direct Internet connection. Featuring
a single T1/E1 port, the Secure Router 1001 packs a powerful punch in a
feature-packed platform that can scale from fractional T1/E1 to wire-speed
T1/E1 bandwidth, even when delivering small packets and after enabling
advanced services. Optional ISDN BRI backup provides high resiliency.

Secure Router  Nortel Secure Router 1002 provides high performance WAN access for

1002 enterprise branch offices and remote sites. This versatile platform provides a
single T1 or E1 port plus the ability to upgrade to two-port (T1/E1) capacity. The
Secure Router 1002 provides unparalleled performance and advanced software
functionality in a compact, highly reliable platform.

Secure Router  Nortel Secure Router 1004 provides high performance WAN access for

1004 enterprise branch offices and remote sites. This versatile platform provides a
single T1 or E1 port plus the ability to upgrade to four-port (T1/E1) capacity. The
Secure Router 1004 provides unparalleled performance and advanced software
functionality in a compact, highly reliable platform.

Secure Router The Nortel Secure Router 3120 is a powerful modular system that converges

3120 routing, security and multimedia traffic forwarding in a single cost-effective
platform for enterprises. Delivering fast, secure, reliable and scalable wide area
network (WAN) access, the Secure Router 3120 is perfect for enterprises
requiring high-speed IP or Internet access.

Secure Router The Nortel Secure Router 4134 is the newest member of the Secure Router

4134 family delivering on the promise of the unified branch. Its modular design
supports a range of advanced network services — including IPv4/IPv6 routing,
high-performance WAN, high-density Ethernet switching, Power over Ethernet,
Voice over IP (VolIP) and security — in a single integrated platform.

Table 3.2 — Secure Router Models
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3.2.1 Licensing:

The Secure Router portfolio supports the following licensing levels:

¢ BGP e Secure Router 1001/1001S e Secure Router 1002/1004 1
« IPsec VPN (Certain Bundles) — 100 VPN Tunnels T1/E1 Port Upgrade
Multicast e Secure Router 1002 — 100 e Secure Router 1002/1004 2
¢ Multicas VPN Tunnels T1/E1 Port Upgrade
* OSPF « Secure Router 1004 — 100 e Secure Router 1002/1004 3
¢ QoS VPN Tunnels T1/E1 Port Upgrade
e RIPVI/N2 e Secure Router 3120 — 1,000
VPN Tunnels
o Stateful Firewall
e Secure Router 4134 — 1,000
* VLAN VPN Tunnels

Table 3.2.1 — Secure Router Licensing Levels
3.2.2 Base License:

A base license is included with the purchase of each Secure Router and provides BGP, Multicast,
OSPF, QoS, RIP, Stateful Firewall and VLAN support at no additional cost. Additionally bundles
may be purchased which include IPsec VPN support as well as a specific number of active T1/E1
ports.

3.2.3 VPN License:

The Secure Router 1001/1001S, 1002, 1004, 3120, and 4134 supports VPN license option as an
upgrade to enable IPsec VPN functionality.

@ The Secure Router 4134 does not require a VPN License to enable VPN support but
does require the VPN internal module for IPSec VPN to function.

Table 3.2.3 provides a list of VPN licenses available for the Secure Router 1001/1002/1004, 3120
and 4134

Order Code Description

SR2116002 Secure Router 1001/1001S VPN Upgrade for 100 VPN tunnels
SR2116003 Secure Router 1002 VPN Upgrade for 100 VPN tunnels
SR2116005 Secure Router 1004 VPN Upgrade for 100 VPN tunnels
SR2116012 Secure Router 3120 VPN Upgrade for 1,000 VPN tunnels

Secure Router 4134 High Performance IPsec VPN Encryption Module

SRO000024ES c1udes 1,000 VPN tunnels)

Table 3.2.3 — Secure Router VPN Licenses
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3.2.4 T1/E1l License:

The Secure Router 1002/1004 can be ordered with a limited number of activated T1/E1 ports
depending on the customer’s requirement. In case the customer has a need to add additional
T1/E1 port(s), a T1/E1 upgrade license may be purchased to activate the remaining available
T1/E1 port(s) on the Secure Router unit.

Table 3.2.4 provides a list of T1/E1 licenses available for the Secure Router 1002/1004:

Order Code Description

SR2116004 SR1002 Upgrade to 1 additional T1/E1 port (2 configured ports maximum)
SR2116006 SR1004 Upgrade to 1 additional T1/E1 port (4 configured ports maximum)
SR2116007 SR1004 Upgrade to 2 additional T1/E1 port (4 configured ports maximum)
SR2116008 SR1004 Upgrade to 3 additional T1/E1 port (4 configured ports maximum)

Table 3.2.4 — Secure Router T1/E1 Licenses
3.2.5 License Keying and Methodology:

Advanced licenses are based on the model and serial number of the Secure Router.

The model number and serial number for a Secure Router may be obtained by CLI using the
following procedure:

Using CLI enable the configuration mode and issue the show system configuration

command:

sr1001/configure > show system configuration
System Configuration:

Hardware Status:

DRAM quantity: 128MB

DRAM type: SDRAM

Flash: 16MB

Model Number: [1001 ]
Serial Number: [ 10010AF3D6310183 ]
Processor 1ID: NEC VR41l55

FPGA Revision 1d: 17.4

HW Assembly Revision: A

PCB Revision: A
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3.2.6 Third-Party Licensed Features:

Secure Router supports SafeNet VPN client which is third party software. A third-party license is
necessary which can be acquired through Nortel’s partner SafeNet Inc at http://www.safenet-
inc.com.

3.2.7 License Acquisition Process:

A Secure Router VPN and T1/E1 port licenses can be obtained using the following procedure:

1. Contact your or authorized reseller, Nortel Sales representative or Nortel Customer
Support and purchase the VPN or T1/E1 port license.

In North America, Global Nortel Technical Support can be contacted at 1-800-4NORTEL
(1-800-466-7835). For phone numbers outside of North America, see
http://www.nortel.com/callus.

2. Contact Nortel by sending e-mail to nortel0118@gwsmail.com. The e-mail needs to
include the following information:

e Company name, address, contact name, phone number and email address.
e Product order code for the software license you purchased

e Model and serial number or the Secure Router (obtained using the show system
configuration command)

e For the T1/E1 port upgrade also indicate how many T1/E1 ports are already active in
the unit.

3. Nortel will verify the validity of the request and reply to the e-mail with a license key that
is unique to the provided Secure Router serial number.

The license key is directly associated with the Secure Routers serial number so be sure
to provide the correct serial number in order to receive a valid license key.

3.2.8 VPN License Installation:

A VPN license may be installed using the command line interface by performing the following
procedure:

Using CLI enable the configuration mode and issue the system licenses

advanced_vpn command followed by the license key:

sr1001/configure > system licenses advanced_vpn <license-key>

@ The license key is case sensitive.

After the license key has been successfully uploaded, you will need to reboot the
Secure Router for the license to take effect.

command.

To minimize download and loss of data, Nortel recommends that the system reboot be

é Installed licenses may be viewed in the CLI by issuing the show system licenses
A scheduled during a normal maintenance window.
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3.2.9 T1/E1l License Installation:

A T1/E1 license may be installed on a SR1002/1004 using the command line interface by
performing the following procedure:

Using CLI enable the configuration mode and issue the system licenses

1 enable X ports command followed by the license key where X is the number of T1/E1
ports to be activated:

sr1001/configure > system licenses enable_1_ports <license-key>

@ The license key is case sensitive.

After the license key has been successfully uploaded, you will need to reboot the
Secure Router for the license to take effect.

command.

To minimize download and loss of data, Nortel recommends that the system reboot be

é Installed licenses may be viewed in the CLI by issuing the show system licenses
A scheduled during a normal maintenance window.
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3.3 Switched Firewall:

The Switched Firewall Portfolio provides enterprise class
= .-"_-E_,- stateful firewall protection. This portfolio is made up of the
- =m=s8 Switched Firewall products which protect network applications,
services and multimedia (VolP and video) applications from
hackers, attacks, worms and viruses in IT data centers, service provider networks and hosting
infrastructures.

T

LR

The Switched Firewall, based on Check Point Firewall-1 technology, also leverages Check Point
Secure XL technology for high performance acceleration. This is ideal for voice and multimedia
environments. The Switched Firewall delivers excellent price/performance, 99.999% availability
and world-class expertise and support for deployment into business critical, next-generation
networks.

The Nortel Switched Firewall is available in the following series:

¢ Switched Firewall 5100 Series — The Nortel Switched Firewall 5100 series is ideal for
standalone deployments at small or medium sized sites, and provides a platform that is
network-based, highly reliable, and able to grow to support increased demand and new
services.

Switched Firewall 6000 Series — The Switched Firewall 6000 Series performs accelerated deep-
packet inspection and is ideal for large enterprise, data center and service provider deployment.

3.3.1 Licensing Information:

The Nortel Switched Firewall (NSF) family uses licenses provided by CheckPoint. For complete
details please see the CheckPoint R61 Licensing Guide for Nortel Switched Firewall available on
the Security and Application Intelligence VTEAM site here:

e http://cdnlive.ca.nortel.com/livelink/livelink.exe/open/3261887

Note that Nortel does not sell the CheckPoint licenses required for NSF deployment. This must
be purchased from a CheckPoint partner. A Partner locator is available at:

e http://partners.us.checkpoint.com/partnerlocator/
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3.4 Threat Protection System:

al The Intrusion Prevention portfolio provides enterprise class
. |======= = intrusion detection and prevention (IDS/IPS), protecting
networks against hackers, vulnerabilities, worms and viruses.
This portfolio is made up of the Threat Protection System (TPS) which incorporates key
technology from Sourcefire. As a recognized world leader in real-time threat defense solutions,
Sourcefire technology utilizes Snort, the open source intrusion detection engine.

The Threat Protection System appliances may be purchased using the following order codes:
EB1639155E5 Threat Protection System 2150-IS (Intrusion Sensor).

EB1639156E5 Threat Protection System 2170-IS (Intrusion Sensor).

EB1639158E5 Threat Protection System 2150-TI (Threat Intelligence Sensor).
EB1639159E5 Threat Protection System 2170-TI (Threat Intelligence Sensor).
EB1639142E5 Nortel Threat Protection System 2070-DC (Defense Center).

Table 3.4 — Threat Protection System Order Codes
3.4.1 Licensing:

The Threat Protection System supports the following licensing levels:

Real-Time Real-Time
. _ Netflow IPS Upgrade
Threat Intelligence User Identity
¢ 0to 511 nodes e 0to 511 unique ID’s e 15 NetFlow devices e 2050TI sensor
e 512 to 1023 nodes e 512 to 1023 unique o 16 to 31 NetFlow e 2070TI sensor
« 1024 t0 2047 nodes 0 ° devices
e 1024 to 2047 e 32 to 63 NetFlow
e 2048 to 4095 nodes unique ID’s e
* 409510 8191 nodes , 5048 19 4095 e 64 to 127 NetFlow
e 8192 to 16,383 unique ID’s devices
nodes e 4095 to 8191 e 128 plus NetFlow
e 16,384 to 32,767 unique ID’s devices
nodes « 8192 to 16,383
e 32,768 plus nodes unique ID’s
e 16,384 to 32,767
unique ID’s

e 32,768 plus unique
ID’s

Table 3.4.1 — Threat Protection System Licensing Levels
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3.4.2 Base License:

There are no included licenses with the Threat Protection Defense Center or Intrusion Sensor
and each individual component requires a base license key which must be installed to complete
the installation process.

3.4.3 Real-Time Threat Intelligence License:

The Real-Time Threat Intelligence license may be installed on and Defense Center and are
shared between all the Intrusion Sensors it manages. The Real-Time Threat Intelligence license
enables the passive monitoring and analysis or the organization to provide a complete network
profile. The Real-Time Threat Intelligence license is based on the number of nodes that are to be
analyzed and requires a corresponding host license to be installed on the Defense Center.

@ When purchasing a Real-Time Threat Intelligence license, the base license kit
(EB1639168) must also be ordered at zero cost.

Table 3.4.3 provides a list of Real-Time Threat Intelligence license kits available for the Defense
Center:

Order Code Description

EB1639168 BASE KIT TPS-RTI License for EB1639160 to EB1639167.

TPS-RTI-5: Real-time Threat Intelligence License - up to 511 nodes Listed

EB1639160 S
price is price per node.
EB1639161 TF_’S-F_{TI-_10: Real-time Threat Intelligence License - 512 to 1023 nodes Listed
price is price per node.
EB1639162 T_PS-RTI_—ZOE Regl-time Threat Intelligence License - 1024 to 2047 nodes.
Listed price is price per node.
EB1639163 T_PS-RTI.-4OE Regl-time Threat Intelligence License - 2048 to 4095 nodes
Listed price is price per node.
EB1639164 T.PS-RTI_-BOE Regl-time Threat Intelligence License - 4096 to 8191 nodes.
Listed price is price per node.
TPS-RTI-160: Real-time Threat Intelligence License - 8192 to 16383 nodes.
EB1639165 ; Lo
Listed price is price per node.
TPS-RTI-320: Real-time Threat Intelligence License - 16384 to 32767 nodes.
EB1639166 ; D
Listed price is price per node.
EB1639167 TPS-RTI-Plus: Real-time Threat Intelligence License - 32768 plus nodes.

Listed price is price per node.

Table 3.4.3 — Threat Protection Threat Intelligence License Kit
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3.4.4 Real-Time User Identity License:

The Real-Time User Identity license may be installed on and Defense Center and are shared
between all the Intrusion Sensors it manages. The Real-Time User Identity license enables the
Defense Center to associate host IP addresses with security policy events. This allows the
Defense Center to provide user based policies and identify users associated with an exploited
host, network security events, and/or compliance violations.

The Real-Time User Identity license is based on the number of nodes that are to be analyzed and
requires a corresponding host license to be installed on the Defense Center.

When purchasing a Real-Time User Identity license, the base license kit (EB1639190)
must also be ordered at zero cost.

Table 3.4.4 provides a list of Real-Time User Identity license kits available for the Defense
Center:

Order Code Description

EB1639190 BASE KIT TPS-User Identity License for EB1639212 to EB1639219.

EB1639212 Real-time.User Iqentity License for the Threat Protection System. Supports up
to 511 Unique ID's.

EB1639213 Real-time User Identity License for the Threat Protection System. Supports
between 512 to 1023 Unique ID's.

EB1639214 Real-time User Identity License for the Threat Protection System. Supports
between 1024 to 2047 Unique ID's.

EB1639215 Real-time User Identity License for the Threat Protection System. Supports
between 2048 to 4095 Unique ID's.

EB1639216 Real-time User Identity License for the Threat Protection System. Supports
between 4096 to 8191 Unique ID's.

EB1639217 Real-time User Identity License for the Threat Protection System. Supports
between 8192 to 16383 Unique ID's.

EB1639218 Real-time User Identity License for the Threat Protection System. Supports
between 16384 to 32767 Unique ID's.

EB1639219 Real-time User Identity License for the Threat Protection System. Supports

between 32768 plus unique ID's.

Table 3.4.4 — Threat Protection User Identity License Kit
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3.4.5 NetFlow License:

The NetFlow license may be installed on and Defense Center and are shared between all the
Intrusion Sensors it manages. The NetFlow license enables the Defense Center to collect IP
traffic information from NetFlow enabled devices and uses the records to supplement the data
gathered by Real-Time Threat Intelligence.

The NetFlow license is based on the number of NetFlow enabled devices that are to be analyzed
and requires a corresponding host license to be installed on the Defense Center.

When purchasing a NetFlow license, the base license kit (EB1639191) must also be
ordered at zero cost.

Table 3.4.5 provides a list of NetFlow license kits which are available for the Defense Center:

Order Code Description

EB1639191 BASE KIT TPS-NetFlow License for EB1639207 to EB1639211.

EB1639207 Net!:low license for the Threat Protection System. Supports up to 15 NetFlow
devices.

EB1639208 NetFlow Iicepse for the Threat Protection System. Supports between 16-31
NetFlow devices.

EB1639209 NetFlow Iicepse for the Threat Protection System. Supports between 32-63
NetFlow devices.

EB1639210 NetFlow Iicepse for the Threat Protection System. Supports between 64-127
NetFlow devices.

EB1639211 NetFlow license for the Threat Protection System. Supports 128 plus NetFlow

devices.

Table 3.4.5 — Threat Protection NetFlow License Kit

3.4.6 Intrusion Prevention System Upgrade License:

In release 4.7 and above an Intrusion Prevention System Upgrade license may be installed on a
2050T1/2070TI Sensor to enable Intrusion Sensor functionality.

Table 3.4.6 provides a list of Intrusion Prevention System license kits which are available for the
2050TI and 2070TI sensors:

Order Code Description

EB1639223 License to add IPS functionality to a 2050TI sensor.
EB1639224 License to add IPS functionality to a 2070TI sensor.

Table 3.4.6 — Threat Protection IPS License Kit
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3.4.7 License Keying and Methodology:

Defense Center and Intrusion Sensor licenses are based on the appliances MAC address. The
appliance MAC address is provided in the License Key field in the Manage License page during
installation but is also accessible at any time using the Browser Based Interface (BBI). The
License Key consists of a two digit prefix to identify the model and MAC address of the appliance
and must be provided to Nortel to obtain base and feature licenses.

Table 3.4.7.1 provides the two digit prefix for the Threat Protection Defense Center and Intrusion
Sensor appliances for release 4.7 and below:

MAC Prefix Appliance Model

33 Threat Protection System 2150-IS (Intrusion Sensor).

34 Threat Protection System 2170-IS (Intrusion Sensor).

35 Threat Protection System 2070-DC (Defense Center).

39 Threat Protection System 2150-TI (Threat Intelligence Sensor).
40 Threat Protection System 2170-TI (Threat Intelligence Sensor).
41 Service Delivery Module Card with Threat Protection System.

Table 3.4.7.1 — Release 4.7 and Below Prefixes

Table 3.4.7.2 provides the two digit prefix for the Threat Protection Defense Center and Intrusion
Sensor appliances for release 4.7 and above:

MAC Prefix Appliance Model

25 Threat Protection System 2150-IS (Intrusion Sensor).

03 Threat Protection System 2170-IS (Intrusion Sensor).

02 Threat Protection System 2070-DC (Defense Center).

25 Threat Protection System 2150-TI (Threat Intelligence Sensor).
03 Threat Protection System 2170-TI (Threat Intelligence Sensor).
41 Service Delivery Module Card with Threat Protection System.

Table 3.4.7.1 — Release 4.7 and Above Prefixes
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The License Key of a Defense Center or Sensor may be obtained by the Browser Based Interface
(BBI) using the following procedure:

Using the BBI access the Manage License page which is presented during the Defense
Center and Sensor installation. Alternatively the License Key may be obtained at any time
by clicking Operations, System Settings, License and modifying one of the installed

licenses.

&= Manage License

verify and submit an exizting licenze or obtain a new licenze.

License Key | 35:00:00:20:14:F1:c0 |

< 7

3.4.8 Base License Acquisition Process:

A Base license can be obtained for a Defense Center or Intrusion Sensor during installation using
the following procedure:

1. On the Manage License page perform one of the following:

a. Copy the License Key string and manually generate an email request to
keyrequest@nortel.com with the License Key string provided in the e-mail body.

b. Click the URL If your web browser supports sending e-mail, click here to
send a license request to keyrequest@nortel.com. This will automatically
open the e-mail client on the host and generate a license request which includes
the License Key string in the email body to keyrequest@nortel.com.

2. Nortel will email a base license key for the appliance which can be pasted into the
License field to activate the appliance.

The process for obtaining the license key requires a host with a web browser and email
client with access the Internet.

3.4.9 Feature License Acquisition Process:

When a Real-Time Threat Intelligence, Real-Time User Identity, NetFlow and IPS Upgrade
license is purchased, a license certificate will be mailed to the customer that includes printed
instructions and a 12 digit authorization code.

A Real-Time Threat Intelligence, Real-Time User Identity, NetFlow and IPS Upgrade license can
be obtained using the following procedure:

1. Generate a email request to nortel0118@gwsmail.com with the following information
contained within the email body:

a. The 12 digit authorization code
b. The License Key string of the Defense Center or Intrusion Sensor.

2. Nortel will email a base license key for the appliance which can be pasted into the
License field to activate the appliance.
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The process for obtaining the license key requires a host with a web browser and email
client with access the Internet.

3.4.10 Base License Installation:

A base license is required for the Defense Center and Intrusion Sensor and must to be installed
during the Browser Based Interface (BBI) initialization wizard. A base license can be installed on
a Defense Center and Intrusion Sensor during the initialization using the following procedure:

On the Manage License page, paste the base license provided by Nortel into the provided

License field and click Submit License:

@5 Manage License

verify and submit an existing license or obtain a new license. Because the Defense Center manages RNA and RUA licenses, if vou are using the sensor for
only RNA or RUA, click Skip Licensing.

License Key 44:00:0C:29:A5:47:06

bW k2T Vig;“jskgkh\_kulCJnthAﬁVTvlﬂang\rub‘RlI: 470JBD0I TSOKEL
5 ILULE
. y aflkalen\T+;\)L"‘1_+Tthk Tk

13qFCka7RE2 9cLKuIAJLvET Zv gy TELBLETNA T+ v/ zn3kFo2d
TehfXEQtbtYRnMIWUYCYW3IXG1j14jRbDcG l::l=3-1|\F+g=|\TJ:|F-UET
5mDY1Iv0dv4BwdaliR4pSuuy519vi0KT3S 1pyMIvanskbiasoWlarikmnok
PcllllR::l e+U14rFkulHEQ1 QhedHvidhah¥e s 3uc2gdhGIhFpziaRF
02VeCeT LN WEQKVCKR]95b3ByChET+1+TelgFU55naTge

License ;\”b‘raF+ T+Y /Ngk

{ :‘uE‘Rl 3mptJIwzExIGG1IKSRIz /BCmldbEFtQqPxGhblUVa==

License is Invalid.

L AY
[Elack] [ Verify License ]l[ Submit License ] I[ Skip Licensing

For key requests, please email keyrequest@noriel.com with a body of 44:00:0C:25:A5:47:08

é} You may verify that the license is valid before submitting the by clicking Verify License.

3.4.11 Feature License Installation:

The MAC address of a Defense Center or Intrusion Sensor may be obtained by NNCLI using the
following procedure:
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1 In the Defense Center / Sensor BBI select Operations and then System Settings.

Analysis &
Reporting

Policy &
Response

Operations

Configuration ]

Analysis & | senson

Intrusion K
Select intrusi .

@ evaluate intr| System Settings ]
your network

views of the d

Update
| Network M wonitoring "
Wiew your net|
| attributes, 2n| To0l= »
Help L

In the System Settings page click Licenses. Add a new feature license by clicking Add

New License.
| +Add New Licensel

E Operations
System Settings - dc2070.eselab.com

Information Product Licenses

Valid license  Defense Center 2070 00:0C:29:14:F1:CD 2008-02-27 13:06:47 View/Edit License

Process
Remote Management
Time

Health Blacklist

NetFlow Devices

In the Add Feature License page, paste the feature license provided by Nortel into the
License field and click Submit License.

Operations
System Settings

+ Add New License

Information Add Feature License

foWakZRwgMHgyMzaKZEhwaXJl cyAxMiE3MDE4N] 30wpub2R1 I 0w BDO] I503ED
Ck¥x0kMwOwotLS20ThE r/WuMican/wakmYPzRydLF SXWBG4mé SMker fAXxceupy b

Network wzoF+IENAP 6y JKQZKNDWhESavY cul 4N+29E4UvEDIT6IL34EcBRGSZDCcLFd6wSkL

Process
Remote Management
Time

Health Blacklist

NetFlow Devices

Gr+h6yxEULQ311AXFBICrIEYFkIwc30nWgZCXeemwoYdd1loFZ fZXaNYGSWhXWDZILN
0ihlol¥5u6j0FAr2IGsFEZRat6oQSo+rhuteeT4EwrMymt4h+RE1vIWKHIRDepEM
T52CIr1UgMKullwvcWoSyVhvT+nkIiiYsxuTk9auriV+vGazKd2 iRW+mQLEFrnul
jEhp4BjxCdljZABeudzIbdreltraySHiymzgEgmSuuXCIOMYa VDRwWC+EQSHE /6D
CrromGEVVET 1JnérFEDa] 50¥mz SwpCebXuF30UP2a+iMkRHSLI9pE THan4 Cutn)/aR
ShHOpIBLlQrTRE5G209b5kb2hXb0hUPRY Jivadnkinkv,/ 19 INed0jmy/ QXpKIvFi
Cb6F+2k/GxrId68ecEYNaw3kELfcMoVDFanYuulnkzuIBEHWIxrvEGRgsj Tavl0c0
WEaJVESQWjudqTDCOMIEDO L 0bebEVHIGY / qZAETV3GPpE 9Hnhad EWNRFgZb/ ok
CInRVEkIgy]/QI+ZmwiEQWH1Pg/TMEyHnFb4 JAw3JEpKsCrlkpUMHevSg/ Q=={

——

[ verify License I[ Submit License ]l

| S ————

% You can verify that the license is valid before submitting the by clicking Verify License.
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3.5 VPN Gateway, VPN 1000 Module & 2424-SSL.:

The Nortel VPN Gateway portfolio is an SSL VPN remote
] T — access security solution that extends the reach of enterprise

applications to remote/mobile employees, contractors,
partners and customers. VPN Gateway leverages the native capability of widely deployed SSL
enabled Web browsers. It also provides flexible access options including browser based, on
demand and installed SSL clients, and IPsec client support. Its comprehensive set of security
features protects enterprises from malware attacks and prevents loss or theft of confidential
information. With high performance, high availability, and scalability features, this product ensures
business continuity. As a result, the Nortel VPN Gateway offers the most flexible and cost
effective secure remote access solution on the market today.

The VPN Gateway, VPN 1000 Module & 2424-SSL may be purchased using the following order
codes:

Order Code Description

VPN Gateway 3050 - Fixed configuration-1U - Four 10/100/1000 ports. 50

SEEE0EAES User SSL VPN/IPsec license included.
VPN Gateway 3070 - Fixed configuration-1U - Four 10/100/1000 copper

Sl e ports. 50 user SSL VPN/IPsec license included.

EB1639124E5 VPN Gateway 3070 - Fixed configuration-1U - Two 10/100/1000 copper
ports and two gigabit fiber ports. 50 user SSL VPN/IPsec license included.

DMO0011142 SSL VPN 1000 Module (FIELD INSTALL) for use in the VPN Router
1740/1750/2700/5000 only (128 bit).

DM0011143 SSL VPN 1000 Module (FACTORY INSTALL) for use in the VPN Router
1740/1750/2700/5000 only (128 bit).

EB1412028E5 Nortel Application Switch 2424-SSL (AC) — 1U rack-mountable — 24 x

10/100 plus 4 x GE (SFP). 50 user SSL VPN/IPsec license included.

Table 3.5 — VPN Gateway, VPN 1000 Module & 2424-SSL Order Codes
3.5.1 Licensing:
The VPN Gateway, VPN 1000 Module & 2424-SSL supports the following licensing levels:

SSL On Demand

Base Feature VPN User .
Protection

e 50 concurrent IPsec e Secure Service e Additional 50, 100, e Additional 50, 100,
or SSL users Partitioning (VPN 250, 500, 1000, 250, 500, 1000,
Gateway Only) 2000 & 5000 SSL- 2000 & 5000 SODP
* 50 IPSec only users VPN/IPsec users sessions

e 50 SODP sessions O [Ptz el (RN

Gateway Only) o Additional 50, 250 &
g’FI’N Gateway 1000 IPSec only
nly) users

Table 3.5.1.1 — VPN Gateway, VPN 1000 Module & 2424-SSL Licensing Levels
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Table 3.5.1.2 provides a summary of platform support for each of the licensed features:

Secure SSL On
Service Portal Guard Demand
Partitioning Protection

SSL / IPSec
VPN

VPN Gateway
3050/ 3070

VPN 1000
Module

2424-SSL X

Table 3.5.1.2 — Licensed Feature Support Matrix

3.5.2 Base Licensing:

A base license is included with the purchase of each VPN Gateway, VPN 1000 module and
Application Switch 2424-SSL and includes support for 50 SSL-VPN/IPsec and 50 IPsec-only
connections. SSL-VPN/IPsec licenses can be used for either access method, therefore the base
licenses allows for 50 SSL-VPN and 50 IPsec users or up to 100 IPsec users. Customers
planning to migrate from IPsec to SSL-VPN access should purchase the SSL-VPN/IPsec user
licenses. If SSL-VPN is not required, lower-cost IPsec-only licenses can be used. Additional user
licenses are additive to these included licenses and each other.

3.5.3 Feature Licensing

The VPN Gateway, VPN 1000 Module and 2424-SSL requires an advanced license to enable the
following features:

e Secure Service Partitioning: Provides the ability to partition a cluster of VPN Gateways
into separate VPNSs. This allows service providers to host multiple VPN end-customers on
a shared Remote Access Services (RAS) platform. The Secure Service Provisioning
feature is only supported on the VPN Router 3050 / 3070 platforms.

e Portal Guard: Used to "convert" an existing HTTP site to generate HTTPS links, secure
cookies etc. The VPN Gateway will not only handle the SSL processing but also see to it
that all existing web links are rewritten to HTTPS. This eliminates the need to rewrite
each link manually. The Portal Guard feature is only supported on the VPN Router 3050 /
3070 platforms.

@ Feature licenses much be installed on each unit in a VPN Gateway cluster.

Table 3.5.3 provides a list of Feature licenses which are available for the VPN Gateway, VPN
1000 Module and 2424-SSL:

Order Code Description
EB1639126 Secure Service Partitioning — Gateway Virtualization and Management
EB1639150 Portal Guard — Secures Enterprise web portals and improves performance

Table 3.5.3 — Feature License Kits
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3.5.4 VPN User Licenses:

The VPN Gateway, VPN 1000 Module and Application Switch 2424-SSL ships with 50 SSL and
50 IPsec licenses. Additional SSL and IPsec licenses may be purchased and are additive. For
example purchasing a 1000 user SSL & IPsec license will extend the total SSL & IPsec VPN
license count to 1050 concurrent users.

Table 3.5.4 provides a list of VPN license kits which are available for the VPN Gateway, VPN
1000 Module and 2424-SSL:

Order Code Description

EB1639096 SSL VPN & IPsec — 50 User License.
EB1639055 SSL VPN & IPsec — 100 User License.
EB1639056 SSL VPN & IPsec — 250 User License.
EB1639057 SSL VPN & IPsec — 500 User License.
EB1639064 SSL VPN & IPsec — 1000 User License.
EB0016001 SSL VPN & IPsec — 2000 User License.
EB0016002 SSL VPN & IPsec — 5000 User License.
EB1639125 IPsec License — 250 User License.
EB1639122 IPsec License — 500 User License.
EB1639123 IPsec License — 1000 User License.

Table 3.5.4 — VPN License Kits

Licenses may be used for either SSL or IPsec users. If there are no available IPsec
licenses, an available SSL user license will be used to admit the IPsec user.

3.5.5 Emergency Remote Access Licenses:

As of release 6.0.5 and higher, Emergency Remote Access licensing is available to provide
licensing for a larger number of users than normally required such as in the event of a natural
disaster, pandemic or other emergency. These Emergency Remote Access licenses provide
additional capacity for temporary use at a significant discount. The Emergency Remote Access
licenses provide the higher concurrent user capacity for 60 days and then must be reset using the
RMA process.

The capacity of the base platform cannot be exceeded. The VPN Gateway 3050
@ supports up to 2000 users and the VPN Gateway 3070 supports up to 5000 users. See
section 3.5.8 for additional details on this type of deployment.

Table 3.5.5 provides a list of Emergency Remote Access licenses which are available for the
VPN Gateway, VPN 1000 Module and 2424-SSL:

Order Code Description
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EB0016010 ERA License: SSL and IPsec VPN Emergency Remote Access - 500 Users
EB0016011 ERA License: SSL and IPsec VPN Emergency Remote Access - 1000 Users
EB0016012 ERA License: SSL and IPsec VPN Emergency Remote Access - 2000 Users
EB0016013 ERA License: SSL and IPsec VPN Emergency Remote Access - 5000 Users

Table 3.5.5 — Emergency Remote Access License Kits

3.5.6 SSL On Demand Protection Licenses:

Nortel VPN Gateway SSL On Demand Protection prevents confidential information from being
stored on unmanaged PCs after the VPN session is ended. Since all information stored on PCs
during a session is encrypted on the hard drive, files cannot be accessed even if the user is
disconnected in the middle of a session. SODP can also prevent unauthorized printing or saving
of information to attached storage or flash memory devices.

SSL On Demand Protection is integrated on the VPN Gateway and is licensed on a concurrent
user basis. No backend servers or per-seat licensing are required. A license for 50 concurrent
users is included free with new VPN Gateway platforms.

Table 3.5.6 provides a list of Symantec On Demand licenses which are available for the VPN
Gateway, VPN 1000 Module and 2424-SSL.:

Order Code Description

EB0016003 SSL VPN On Demand Protection 50 User License.
EB0016004 SSL VPN On Demand Protection 100 User License.
EB0016005 SSL VPN On Demand Protection 250 User License.
EB0016006 SSL VPN On Demand Protection 500 User License.
EB0016007 SSL VPN On Demand Protection 1,000 User License.
EB0016008 SSL VPN On Demand Protection 2,000 User License.
EB0016009 SSL VPN On Demand Protection 5,000 User License.

Table 3.5.6 — VPN License Kits

3.5.7 License Keying and Methodology:

License keys are based on the MAC address of the VPN Gateway, VPN 1000 Module and the
MAC address of the Internal SSL processor on the Application Switch 2424-SSL.

The MAC address or a VPN Gateway and VPN 1000 Module may be obtained using the following
procedure:

Connect to the VPN Gateway, VPN 1000 Module and issue the /info/local command:

>> Main# info/local

Nortel VPN Gateway
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Hardware platform: 3070

Software version 7.0.1

Up time: 22 days 4 hours 6 minutes
IP address: 192.168.128.185

MAC address:[00:01:02:b1:0d:14]

The MAC address or the Internal SSL Processor on the Application Switch 2424-SSL may be
obtained using the following procedure:

Connect to the Application Switch 2424-SSL console and issue the /info/sys/general

command:

>> Main# /info/sys/general

System Information at 14:00:35 Tue Nov 14, 2007
Time zone: America/Canada/Eastern-Thunder (GMT offset -5:00)

Nortel Application Switch 2424-SSL

Switch is up 61 days, 18 hours, 1 minute and 23 seconds.

Last boot: 20:00:53 Wed Sep 13, 2007 (unknown reason or power cycle)
Last apply: 7:55:49 Mon Nov 13, 2007

Last save: 7:55:52 Mon Nov 13, 2007

MAC Address: 00:01:81:2e:a2:50 IP (IT 1) Address: 47.133.63.9
Internal SSL Processor MAC Address:[00:01:81:2e:bc:6ﬂ

3.5.8 High-Availability / Clustering:

Although licenses are keyed to individual gateways, the user licenses are pooled and shared
within a cluster. If all cluster units are up and running, the total license user count for SSL-VPN
and IPsec licenses are contributed to the global pool. If a unit fails, the license contribution from
that unit will be available within the cluster for 30 days to allow for unit repair or replacement.

3.5.9 License Acquisition:

A Nortel Application Switch license can be obtained using the following procedure:

1. Contact your or authorized reseller, Nortel Sales representative or Nortel Customer
Support and purchase one or more licenses provided in tables 3.5.3, 3.5.4, 3.5.5 and
3.5.6.

In North America, Global Nortel Technical Support can be contacted at 1-800-4NORTEL
(1-800-466-7835). For phone numbers outside of North America, see
http://www.nortel.com/callus.

2. Once the license has been purchased, Nortel Customer Support will send a certificate
that contains a unique product code and an e-mail address. Send this unique product
code and the device MAC address to the e-mail address provided.

3. After the device MAC address has been verified, a license key will be returned. This
license key is used to enable the licensed features.
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3.5.10 License Installation:

A new license may be installed using the command line interface or browser based interface by
performing one of the following procedures:

3.5.10.1 Using the Command Line Interface:

To install a new license key using the Command Line Interface (CLI):

Issue the command /cfg/sys/host <host_number>/ license. Paste the provided license

1 key and then press enter to create a new line. Finally enter three periods “...” (without
any quotation marks) to terminate.

>> Main# cfg/sys/host 1/license

Paste the license, press Enter to create a new line,
and then type "..." (without the quotation marks)
to terminate.

U2FsdGVKkX1/K74AfPITZCI11qTvpNRmvoQRDOKKUS/9snWr2/0ac1M1sHIFALVAAF
Rs2TK88BPSI1pl17yqObVnvxhtlv7gtlsZ7U3vWbuCJkgR4ACGDE181RG3MdyU7eU0
TmNX1pRHLaOjmi i0bof5ul/UzfeEFvyZrYdtsQDDBmw/Dkfa/s7amDNWP+1pz2iBr
D1BYSuilpj8=

V V V V

License loaded

2 lIssue the Apply command to save and activate the license.

>> Cluster Host 1# apply

é} Installed licenses may be viewed in the CLI by issuing the /info/licenses command.
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3.5.10.2 Using the Browser Based Interface:

To install a new license key using the Browser Based Interface (BBI):

In the BBI click on the Config tab and in the menu select Host. In the SSL-VPN Host(s)

list double click on the hostname of the VPN Gateway, VPN 1000 Module and 2424-SSL
processor to add the new license to.

1

NEORTEL VPN Gateway

Apply | Diff | Revert | Logout
Monitor IManaging: S5L-7.0.2_080104 on VMWare Logged a5 admis ﬂ
Clugter » Host(z)
- Wizards VPN Gateway 7.0 Host(s)

luster ianager

e Allows you to setthe Management IP(MIP} address and configure the VPN Gateway(s) to either master or slave. You can also halt, rehoot or delete a
- Ceificates S )
R e VPN Gateway remately
- VPN Gateways
+ Administration Management IP (MIP) Address
MIP Address: | 192.168.10.51 {format- 10.10.1.75)
SSL-VPN Host(s)
Ccdrt 1 Halt ] D Refresn
[1 1D Hostname Type Hardware Platform

[ isd@a192-168-10-50 master VIWare

Click the Licenses tab. In the Host License page paste the provided license key into the
field labeled New License. Click Save to apply the changes and activate the license.

NERTEL

VPN Gateway

Managing: SSL-7.0.2_080128 on VMWare

Apply | Diff | Revert | Logout

Monitor

Tue. Jan 29, 2008 4:25:36 AM Logged 3= admin ﬂ
Cluzter » Host-isd@al10-10-10-76 » License
= iz Host License
- Cluster Manager
- Host(s]
= i Lets yau paste the license key for the type of license you have purchased.. &
- BEL Offload Servers
- VPN Gateways -
R A G | | Hast Rout: Ports | Interf. Li
" A(I|'||||‘||slrat||‘_l|'| EnNera 05 outes orts nterfaces icenses
Current License for 00:0¢:29:ba:6d:68 Refresh
Description Value
IPSEC uset sessions 50
spike 1]
TPS unlimited
vdesk 1}
35L user sessions a0

New License

Paste contents of license into the box below:

U2FsdGVkX1/ Va8 Aok y S EQEHETHGhp 27 LvnGo FrDsG6H 1 THIUSV1 XRUASCAXUHD
IwOzJ0DyCkaBgE s4uSVVC £81) +F % Qg 2SPgRPee K2 pEd2 UEVEKLEGE7FeEFXF 1er

VWEpESLZpZ4pnaLllp/ 1kUECG1Vag+6Xskd Ty ZhEkx X9 TeUZL0vsgdib/ vW2 Lo
mEW+3EYEfmk=
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3.6 VPN Router:

Nortel VPN Routers provide routing, IPsec and SSL VPN,
. firewall, bandwidth management, encryption, authentication,
. = _  and data integrity for secure connectivity across managed IP
—— I"W networks and the Internet. Nortel VPN Routers connect
e — remote users, branch offices, suppliers, and customers with
the cost and performance advantages of public IP networks
and the security and control found in private networks.

VPN Routers are available in the following models in a number of different configurations and
bundles:

Models Description

VPN Router Nortel VPN Routers 200 Series are customer-premise devices that provide a

200 Series low-cost VPN and stateful firewall for small offices and teleworkers providing up
to five VPN tunnels. The VPN Router 200 is intended for the remote side of
branch to branch tunnels. The VPN Router 200 does not support in bound
IPsec client connections.

VPN Router The Nortel VPN Router 600 adapts to several roles in secure VPNs: customer-

600 premise device to connect branch offices with each other and with
headquarters, basis for small hub-and-spoke or mesh extranet or branch-to-
branch applications, or small-business headquarters hub.

VPN Router Nortel VPN Routers 1000 Series adapt to several roles in enterprise and carrier

1000 Series networks: basic IP access router, dedicated VPN switch, or firewall. A Nortel
VPN Router platform can evolve from one to another by licensing a software
key. Supporting up to 30 tunnels, Nortel VPN Routers 1000 Series is ideal for
bringing branch office and partner locations into a secure corporate network.

VPN Router The Nortel VPN Router 1750 serves several roles in enterprise and carrier IP
1750 networks: basic IP access router, dedicated VPN switch, or firewall and can
evolve from one to another through a simple license key.

VPN Router The Nortel VPN Router 2700 provides up to 2,000 tunnels to securely connect
2700 remote workers and branch offices to large branch offices or headquarters sites.

VPN Router The Nortel VPN Router 5000 is a next generation platform, providing up to
5000 5,000 VPN tunnels to securely connect branch offices and remote workers to
enterprise headquarters and large regional sites.

Table 3.6 — VPN Router Models
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3.6.1 Licensing:

The VPN Router supports the following licensing levels:

¢ Accounting e Advanced Routing ¢ VPN Router 1010/1050:
Maximum 30 Tunnels

¢ Data Compression e BGP Routing

« Encryption (3DES/AES/ e Data Link Switching (DLSw)  ° mzm&t%xﬁﬁels
DES / RC4) . .

* Premium Routing « VPN Router 600:

° gr&grl:(;())mt ey (et o Stateful Firewall Maximum 50 Tunnels

(] |P Routing (Stat|C/ c VPN ROUter 2700
RIPviiv2) Maximum 2,000 Tunnels

* Management « VPN Router 5000:

e User Authentication (LDAP / Maximum 5,000 Tunnels

RADIUS / SecurelD / X.509)

¢ VPN Tunneling (IPsec /
PPTP /L2TP)

o WAN Protocols (ADSL /
FRF.9 /FRF.12/ISDN /
PPP / PPPoE)

Table 3.6.1 — VPN Router Licensing Levels
3.6.2 Base Licensing:

A base license is included with the purchase of each VPN Router and includes support for the
following features: Accounting, Data Compression, Encryption, End Point Security, IP Filtering, IP
Routing, Management, User Authentication, VPN Tunneling and WAN support.

Depending on the model ordered, the VPN Router may also include feature licenses as well as
support for 5 or more VPN tunnels.

3.6.3 Feature Licenses:

Feature licenses are required to enable advanced services on a VPN Router device. These
licenses include Advanced Routing, BGP, Data Link Switching, Premium Routing and Stateful
Firewall.

3.6.3.1 Advanced Routing License:

The Advanced Routing license key enables OSPF, VRRP, IP Differentiated Services, Bandwidth
Management and IPsec Mobility on the VPN Router. Table 3.6.3.1 provides the Advanced
Routing feature license order codes available for the VPN Router:

Order Code Description

Advanced Routing License enables OSPF, VRRP, Differentiated Services,
DMO0016010 Bandwidth Management, ECMP, and IPSec Mobility for the VPN Router
600.
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Advanced Routing License enables OSPF, VRRP, Differentiated Services,
DMO0016012 Bandwidth Management, ECMP, and IPSec Mobility for the VPN Router
1010, 1050, and 1100.

Advanced Routing License enables OSPF, VRRP, Differentiated Services,

DMO0016005 Bandwidth Management, ECMP, and IPSec Mobility for the VPN Router
1600/17X0 Series.
Advanced Routing License enables OSPF, VRRP, Differentiated Services,
DM0016006 Bandwidth Management, ECMP, and IPSec Mobility for the VPN Router
2X00 Series.

Advanced Routing License enables OSPF, VRRP, Differentiated Services,
DMO0016007 Bandwidth Management, ECMP, and IPSec Mobility for the VPN Router
4X00 Series and VPN Router 5000.

Table 3.6.3.1 — VPN Router Advanced Routing License Kits

The BGP license key enables BGP routing on the VPN Router. Table 3.6.3.2 provides the BGP
feature license order codes available for the VPN Router:

Order Code Description

BGP License for VPN Router 600, 1010, 1050, 1100. Enables BGP
DM0016023 functionality for first license installations or adds BGP functionality to other
existing licenses enabled on the VPN Router.

BGP License for VPN Router 1600, 17X0. Enables BGP functionality for
DM0016024 first license installations or adds BGP functionality to other existing licenses
enabled on the VPN Router.

BGP License for VPN Router 2600, 2700 Enables BGP functionality for first
DM0016025 license installations or adds BGP functionality to other existing licenses
enabled on the VPN Router.

BGP License for VPN Router 4600/5000. Enables BGP functionality for
DMO0016026 first license installations or adds BGP functionality to other existing licenses
enabled on the VPN Router.

Table 3.6.3.2 — VPN Router BGP License Kits

The Data Link Switching license key enables Data Link Switching on the VPN Router. Table
3.6.3.3 provides the Data Link Switching feature license order codes available for the VPN
Router:

Order Code Description

DLSw license for the 600/1010/1050/1100 platforms. Provides Data Link
DMO0016019 Switching for local and remote switching of SNA sessions and LLC2 and
SDLC link types.

DLSw license for the 17XX platforms. Provides Data Link Switching for
DM0016020 local and remote switching of SNA sessions and LLC2 and SDLC link

types.
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DMO0016021 DLSw license for the 2700 platform. Provides Data Link Switching for local
and remote switching of SNA sessions and LLC2 and SDLC link types.

DMO0016022 DLSw license for the 5000 platform. Provides Data Link Switching for local
and remote switching of SNA sessions and LLC2 and SDLC link types.

Table 3.6.3.3 — VPN Router Data Link Switching License Kits

The Premium Routing license key enables all the services included with the Advanced Routing
licenses as well as BGP and Data Link Switching on the VPN Router. When installing the
Premium Routing License there is no need to purchase separate license keys for Advanced
Routing, BGP and Data Link Switching. Table 3.6.3.4 provides the Premium Routing feature
license order codes available for the VPN Router:

Order Code Description

Premium Routing License for VPN Router 600, 1010, 1050, 1100. Enables
DM0016027 BGP functionality and all Advanced Routing and DLSw features; regardless
of previous installs of any one of these license types.

Premium Routing License for VPN Router 1600, 17xx. Enables BGP
DM0016028 functionality and all Advanced Routing and DLSw features; regardless of
previous installs of any one of these license types.

Premium Routing License for VPN Router 2600, 2700. Enables BGP
DM0016029 functionality and all Advanced Routing and DLSw features; regardless of
previous installs of any one of these license types.

Premium Routing License for VPN Router 4600/5000. Enables BGP
DM0016030 functionality and all Advanced Routing and DLSw features; regardless of
previous installs of any one of these license types.

Table 3.6.3.4 — VPN Router Premium Routing License Kits

A Stateful Firewall license key enables the Stateful Firewall service on the VPN Router. Stateful
Firewall provides additional firewall security for VPN Router and also allows non-tunneled traffic
to traverse between private and public interfaces on the VPN Router. Table 3.6.3.5 provides the
Stateful Firewall license order codes available for the VPN Router:

Order Code Description

DM0016009 Stateful Firewall license for the VPN Router 600/1010/1050/1100
DM0016002 Stateful Firewall license for the VPN Router 1600/17x0 platforms.
DM0016003 Stateful Firewall license for the VPN Router 2x00 platform.
DM0016004 Stateful Firewall license for the VPN Router 4x00 and 5000 platforms.

Table 3.6.3.5 — VPN Router Stateful Firewall License Kits
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3.6.4 VPN Tunnel Licenses:

Each VPN Router model scales to support a different number of tunnels. VPN Router 221/251,
VPN Router 600 and VPN Router 5000 models are manufactured with fixed number of maximum
supported tunnels. VPN Router 1xx0, VPN Router 11xx, VPN Router 17x0 and VPN Router 27xx
series are manufactured in either a 5-tunnel version or in a version with the maximum number of
tunnels. 5-tunnel versions can be upgraded using a license key to support the maximum number
of tunnels for that model.

Table 3.6.4.1 provides the maximum number of supported tunnels supported by each model of
the VPN Router:

VPN Router 221/251 5 Tunnels
VPN Router 1010/1050 30 Tunnels
VPN Router 1100 30 Tunnels
VPN Router 600 50 Tunnels
VPN Router 1750 500 Tunnels
VPN Router 2700 2,000 Tunnels
VPN Router 5000 5,000 Tunnels

Table 3.6.4.1 — VPN Router Tunnels

Tunnel license keys are specific to the VPN Router hardware model. Some VPN Router models
are manufactured to allow either access to the maximum number of tunnels (VPN bundle) or
support for 5 tunnels (Base unit). The base unit basically offers reduced cost for users who want
fewer tunnels. The tunnel license key must be installed to upgrade the maximum number of
supported tunnels.

Table 3.6.4.2 provides the VPN Tunnel license order codes available for the VPN Router:

Order Code Description

VPN Option License to provide 30 Tunnels on a Base Unit VPN Router

DM0016014 10x0/1100.

DM0016015 \1/I73XI\CI)-Option License to provide 500 tunnels on a Base Unit VPN Router

DMO0016016 VPN Option License to provide 2000 tunnels on a Base Unit VPN Router
2700.

DMO0016017 VPN Option License to provide 30 tunnels on a Base Unit VPN Router

10x0/1100.

Table 3.6.4.2 — VPN Tunnel License Kits
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3.6.5 Third-Party Licensed Features:

The purchase of a VPN Router includes the Nortel VPN Client. The Nortel VPN Client for
Windows includes an unlimited right to copy. Nortel also partners with Apani Networks to provide
a MAC, Unix and PocketPC version of the VPN Client. Licenses for these are available from
Nortel or directly from Apani. The Apani client is licensed per host and when purchased from
Nortel may be obtained by contacting an authorized reseller, Nortel Sales representative or Nortel
Customer Support.

In North America, Global Nortel Technical Support can be contacted at 1-800-4NORTEL (1-800-
466-7835). For phone numbers outside of North America, see http://www.nortel.com/callus.

3.6.6 License Acquisition Process:

A Nortel VPN Router License can be obtained using the following procedure:

1. Contact your or authorized reseller, Nortel Sales representative or Nortel Customer
Support and purchase a license part number provided in tables 3.6.3.1, 3.6.3.2, 3.6.3.3,
3.6.3.4,3.6.3.5and 3.6.4.2.

2. Once the license has been purchased, Nortel will mail a license kit that contains a unique
license key which can be installed on the VPN Router to activate the feature. Do not lose
this kit, should the license need to be reinstalled on the VPN Router you will need to
retrieve it from the kit. Nortel does not have record of the individual license keys. If the
key is lost, proof of purchase will be required by Nortel support staff to reissue a new
license key. If a proof of purchase cannot be supplied the license key will need to be
repurchased.

3.6.7 License Installation:

A new license key may be installed using the browser based interface by performing the following
procedures:

In the main menu select Admin and then License Keys. In the Key Installation page

1 : : : : :

enter the license key into the corresponding field and click OK.

NERTEL VPN Router

+ System 192 _168.10_51 » Install License HKews

+ Services Hanages License Key Installation

+ Routing

+ QoS

+ Profiles Key Installation

* Servers

~ Admin Feature Key  Status Action

or

- License Keys ] Advanced Routing | ‘
- Tools Contivity Stateful Firewall | ‘
~ Recovery ] o
- Upgrades Data Link Switching | ‘
- C.unﬁgs BGP Routing | ‘
~ File System
= sl Premiurm Routing | ‘
~ SNMP Traps \. J
~ Shutdown oK Cancel
~ Quick Start

~ Guided Config
+ Status
+ Help
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é) For release 6.0 and below, license keys may be installed from the Admin = Install page.

Once alicense key has been installed, the Key / Status field for the license will indicate

Installed.
NERTEL VPN Router
+ System 192 _168.10.51 » Install License Keys
+ Services Hanages License Key Installation
+ Routing
* Qos
+ Profiles Key Installation
+ Servers
- Admin Feature Key / Status Action

— Administrator

~ License Keys Advanced Routing [ Installed ] Remove
— Auto Backup

~ Tools Contivity Stateful Firewall l Installed J Remove

~ Recovery
~ Upgrades Data Link Switching \ |
— Configs
- File System BGP Routing \ |
-~ SNMP
~ SNMP Traps Premium Routing ‘ |
~ Shutdown
- Quick Start OK Cancel
~ Guided Config

+ Status

+ Help

& A license key may be removed at any point by clicking Remove.
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4. Mobility:
4.1 Wireless LAN Security Switch 2300:

The Nortel WLAN 2300 Series is a complete 802.11 solution
[= am !
P —

for enterprises wishing to deploy widespread wireless
|- coverage for today's business, IP Telephony and converged
[ ¥ aege— multimedia applications. The solution combines the latest
BT .-_-.m industry standards with a centralized architecture and
advanced features to create a secure, cost-effective and
highly scalable WLAN infrastructure.

The WLAN 2300 Series is comprised of a portfolio of WLAN Security Switches, Access Points
and a Management Software system.

Wireless LAN Security Switch 2300s may be purchased using the following order codes:

Order Code Description

WLAN Security Switch 2350 - 2 FE copper ports (1 PoE, 1 non-PoE),

PDiRE Sy =S supports 3 Access Points (2300 series).

WLAN Security Switch 2360 - 8 FE copper ports (6 PoE, 2 non-PoE),
PRI ESS supports 12 Access Points (2300 series).
DR4001x74E5 WLAN Security Switch 2361 - 8 FE copper ports (6 PoE, 2 non-PoE),

supports 12 Access Points (2300 series). Dual integrated PSU.

WLAN Security Switch 2380 - 4 GE fiber ports, includes 40 Access
DR4001x71E5 Point support (2300 series). May support up to 120 AP’s with
additional license purchase.

WLAN Security Switch 2382 - 2 Gigabit SFP ports, includes support
DR4001x80E5 for 32 Access Points (2300 series). May support up to 128 AP’s with
additional license purchase.

Table 4.1 — WLAN Security Switch Order Codes
4.1.1 Base Licensing:

A base license is included with the purchase of each Wireless LAN Security Switch 2300 and
enables all core wireless features at no additional cost.

4.1.2 Access Point Licenses:

A Wireless LAN Security Switch can support a specific number of Active and Configured Access
Points:

o Active Access Points — Access Points that are actively connected to the Wireless LAN
Security Switch and are servicing users.

e Configured Access Points — Access Points that have a configuration profile defined on
the Wireless LAN Security Switch but are not connected or managed by the Wireless
LAN Security Switch.

Access Point licenses for the Wireless LAN Security Switch 2350, 2360 & 2361 are fixed and no
additional active Access Points may be supported. If additional Access Point capacity is required,
additional Wireless LAN Security Switches must deployed.
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Security Switch Model Active Access Points Configured Access Points
2350 3 8

2360 12 30

2361 12 30

2380 40, 80 or 120 300

2382 32, 64, 96, 128 320

Table 4.1.2.1 — Access Points per Security Switch

The Wireless LAN Security Switch 2380 and 2382 Access Point licensing is upgradeable which
allows customers to add additional Access Point capacity without having to add additional
Wireless LAN Security Switches to the network.

A Wireless LAN Security Switch 2380 provides support for installing two 40 Access Point upgrade
license keys which may be used to upgrade the active number of Access Point from 40 to 80 and
120 Access Points.

Customers may install a single 40 Access Point license to upgrade the security switch to 80
Access Points or two 40 Access Point licenses to support 120 Access Points. Alternatively
customers may upgrade directly to 120 Access Points by installing a single 80 Access Point
license.

Table 4.1.2.2 provides the AP license upgrade order codes available for the Wireless LAN
Security Switch 2380:

Order Code Description

WLAN Security Switch 2380 - Software License for 40 AP Access Point

DR4011013-6.0 Upgrade.

WLAN Security Switch 2380 - Software License for 80 AP Access Point

DR4011014-6.0 Upgrade.

Table 4.1.2.2 — WLAN Security Switch 2380 AP Licenses

The Wireless LAN Security Switch 2382 provides support for installing three 32 Access Point
upgrade license keys which may be used to upgrade the active number of Access Point from 32
to 64, 96 and 128 Access Points.

Table 4.1.2.3 provides the AP license upgrade order code available for the Wireless LAN Security
Switch 2382:

Order Code Description
DR4011020- WLAN Security Switch 2382 - Software License for 32 AP Access Point
6.0.0 Upgrade.

Table 4.1.2.3 — WLAN Security Switch 2382 AP Licenses
4.1.3 License Keying and Methodology:

Access Point upgrade licenses are based on the serial number of the Wireless LAN Security
Switch 2380/2382. To generate an Access Point upgrade license the serial number of the
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Wireless LAN Security Switch 2380/2382 must be obtained and provided to nortelicensing.com
before a license activation key enabling the additional Access Points can be generated. Once the
license activation key has been installed support for the additional Access Points will be enabled.

The serial number of a Wireless LAN Security Switch 2380/2382 may be obtained by CLI using
the following procedure:

Using CLI issue the show version command:

WSS2380> show version

Wireless Security Switch, Version: 6.0.4.6 REL
Copyright (c) 2005 - 2007 Nortel. All rights reserved.

Build Information: (build#0) REL 6 0 4 branch 2007-10-31 18:38:00

Model : 2380
Hardware

Mainboard: version 2 ; revision 02 ; FPGA version 5
Serial number
Flash: 6.2.0.280 - mdOa
Kernel: 3.0.0#686: Tue Oct 30 01:15:52 PDT 2007
BootLoader: 6.0 / 6.0.6

In the event that a Wireless LAN Security Switch 2380 / 2382 needs to be replaced, the

é AP licenses may be transferred to a difference serial number using the Nortel electronic
licensing portal http://www.nortellicensing.com. Note however that the Access Point
licenses cannot be transferred between different switch models.

4.1.4 License Acquisition Process:

Please reference Section 5 for details on using the Nortel electronic licensing portal to create a
license bank. Once the license bank has been created, the following steps are required to create
the Access Point upgrade license file.
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Access the License Bank page where the license was deposited. Locate the Access

Point upgrade license and click Download License:

YOUR LICENSE BANK

License Bank: - - January 29, 2008

Product Order License TID Date Licenseis Total Used Available

Code Authorization For Licenses
Code

WLANZ380 | DR4D11013- ATP2226NR t
40 AP 41 QMKJHAT22 01-29 [ Download License |
SOFTWARE
uG

In the Generate License page enter the required information to create the Access Point

license activation key and click Generate License:

o Serial Number — Enter the serial number of the Wireless LAN Security Switch 2380 / 2382
obtained using the show version command.

e User Comment Fields — Free form text fields that allow additional information to be entered to
provide for asset tracking.

GENERATE LICENSE

Serial I*Jumher[|STP‘IW?DDZW |]—Inw to find your serial number

User Comment 1: |DataCenter'I | User Comment 2: |Rac|-c‘|2

[| Generate License |]

3 A Receipt and Proof of Installation page will be displayed providing the license code.

The license key and confirmation will also be sent via email.

RECEIPT AND PROOF OF INSTALLATION

Dear

Thank you for downloading WLANZ2380 40 AP SOFTWARE UG from MNortel eLicensing Portal.

Your transaction 1D: FL4222225Y 1 K.J9J322

Your license code or license iile:[[][][]EJ—EEEI4E~45£IEI—USCD—EIEAU—3631]

Return to License Bank
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4.1.5 Access Point License Installation:

An Access Point license may be installed using the command line interface by performing the
following procedure:

Using CLI enable the privExec mode and issue the set license command and specify

the license activation key as provided by the Nortel licensing portal:

WSS2380# set license 0000-B94E-4599-05CD-BEA0-3631
success: license accepted

é} Installed licenses may be viewed in the CLI by issuing the show license command.

4.1.6 Replacing a Switch:

In the event of a switch failure, AP Software Upgrade licenses may be transferred from one
WLAN Security Switch to another WLAN Security Switch of the exact same model, using the
following procedure:

Access the License Bank page where the AP Software Upgrade license was deposited.

1 Locate the AP Software Upgrade License to be transferred and click Details:

YOUR LICENSE BANK

License Bank: wes February 19, 2008

License TID Date Licenseis  Total Used Available

Authorization For Licenses

WLANZ2380 | DR4D11013- ATPIZIEGNR 2008- | STPIWTO0ZE: 1 1 0
40 AP 4.1 QMKIHATZZ 01-28 | WSS 40 total [ Detaills |
SOFTWARE aditional APs
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2 Inthe License Bank Details page click Move/Rehost:

LICENSE BANK DETAILS

License Bank: s -

WLAMZ2380 40 AP SOFTWARE UG
DR4011013-4.1

= .

FL4222223YLK12)322-1

—— T

TR T

2008-01-29
WLAN 2300
WSS 40 total aditional APs

T B 9
STPIWT00ZE

Data Center 1

Rack 12

Move this license to another unit.)

3 Read the Rehosting Agreement and click Agree:

REHOST

Rehosting Agreement

You are about to rehost your license onto a new unit. You must certify and agree that you have or will return the old unit per RMA instructions, or will remove
the license from the old unit. You will no longer use the ariginal license product

A new License Authorization Code will be generated and must be added to a new or

4 existing License Bank before a License Activation Key for the new Wireless LAN
Security Switch can be created.

REHOST

Your new License Authorization Code is:

[ WIS 3-XKHK-XAXKXK ]

Authorize and Generate New License

Nortel will not maintain a record of the new License Authorization Code. If the License
@ Authorization Code is lost before being deposited into a License Bank, a proof of
purchase will be required by Nortel support to reissue a License Authorization Key.

AP Software Upgrade license may only be transferred between switches of the same

@ model. Licenses cannot be transferred between dissimilar switches such as from a
Wireless LAN Security Switch 2380 to a Wireless LAN Security Switch 2382 or vice
versa.
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4.2 Wireless LAN Management:

- . . . w % . . TheNortel WLAN Management Software system is a

== - | comprehensive design and management tool for the WLAN

B s 2300 Series that identifies ideal access point locations on
. detailed floor plans, configures all devices with a single click

and provides granular monitoring and reporting for complete

visibility and control over the entire system.

o _;x
The base Wireless LAN Management Software may be purchased using the following order
codes:

Order Code Description

DR4010001-6.0 WLAN Management Software — A To support up to 50 Access Points.

WLAN Management Software — B To support up to 250 Access

DR4010002-6.0 .
Points.

WLAN Management Software — C To support up to 1000 Access

DR4010003-6.0 Poi
oints.

Table 4.2 — WLAN Management Software Order Codes
4.2.1 Base Licensing:

Wireless LAN Management Software base software is licensed to support a specific number of
Access Points (APs) and is available in 50, 250 and 1000 AP versions. The Wireless LAN
Management Software base license provides core management capabilities that allow
enterprises to perform the following functions:

¢ Create and manage network plans
e Manage WSS images and configurations
e Detect and combat rogues
e Monitor alarms, events and generate reports
e Import and edit floor plans and manually place APs
o Create a site, building or floor
o Edit a site, building or floor
0 Import a floor diagram
o Create coverage areas
0 Manually place AP’s on a floor in a coverage area

e Perform rough rogue AP and user location (greater accuracy requires planning license)
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4.2.2 Access Point Upgrade Licenses:

The Wireless LAN Management Software AP license may be upgraded as the enterprises AP
count increases. An enterprise may start by installing Wireless LAN Management Software with
support for 50 APs and as needed upgrade the base license to support 250 or 2000 APs.

Table 4.2.2 provides the AP upgrade license order codes available for the Wireless LAN
Management Software:

Order Code Description

WLAN Management Software — A 50 to 250 Access Point Upgrade

DIRE IS (Need to purchase DR4010001).

WLAN Management Software — A 50 to 2000 Access Point Upgrade

DIRE TR (Need to purchase DR4010001).

WLAN Management Software — A 250 to 2000 Access Point Upgrade

DRI (Need to purchase DR4010002).

Table 4.2.2 — WLAN Management AP Upgrade License Order Codes
4.2.3 Planning License:

The Wireless LAN Management Software planning license is optional and when purchased
enables additional functions in Wireless LAN Management Software that allow enterprises to
perform RF modeling, predictive planning and more accurate Rogue AP and user location. When
purchased the planning license enables the following functions:

o Create RF obstacles in floor plans to build an RF model of the floor.

e Perform automated RF planning (Compute & Place APs, Assign Channels, and Optimize
TX Power).

e Import data from Ekahau Site Survey to optimize the RF model of a floor.

e Perform accurate location of devices on a floor plan.

Order Code Description
DR4011015-6.0 WLAN Management Software — Planning Tool

Table 4.2.3 — WLAN Management Planning Tool License Order Code

@ The planning license cannot operate in a stand-alone mode and requires that the base
50/250/2000 AP Wireless LAN Management Software be purchased first.

4.2.4 License Keying and Methodology:

Wireless LAN Management Software AP upgrade and planning licenses are tied to hostname of
the Windows or Linux host where the Wireless LAN Management Software services are installed.
The hosthame and license key will need to be provided to nortellicensing.com to generate a
license activation key which will determine which features are licensed on the host.

The hosthame of a Windows based system can be determined by using the following procedure:
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At a command prompt issue the ipconfig /all command:

C:\> ipconfig Zall

Windows 1P Configuration

Host Name . . . . . . . . . . . . :[w3kserver—wm4
Primary Dns Suffix . . . . . . . :

Node Type . . . . . . . . . . . . - Hybrid

IP Routing Enabled. . . . . . . . - No

WINS Proxy Enabled. . . . . . . . - No

DNS Suffix Search List. . . . . . : jclab.com

The hostname of a Linux based system can be determined by using the following procedure:

In the console issue the hosthname command:

[root@wmsserver root]# hostname

[ W3kserver-wms.nortel . com]

For Linux based systems, if the DNS suffix is defined it will also need to be provided to
@ nortelicensing.com or the license will not install. If no DNS suffix is defined on the Linux
host, only the hostname needs to be provided.

4.2.5 License Acquisition Process:

Please reference Section 5 for details on using the Nortel electronic licensing portal to create a
license bank. Once the license bank has been created, the following steps are required to create
a license file.

Access the License Bank page where the license was deposited. Locate the WMS

license and click Download License:

YOUR LICENSE BANK

License Bank: - - January 29, 2008

Product Order License TID Date Licenseis Total Used Available

Code Authorization For Licenses
Code

WLAN DR4010001- 3K32226ED 2008- 1 0 T
MGNT 4.1 T2VIHAT22 01-03 Torolmss e
SYSTEM A

UPTO S0AP
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In the Generate License page enter the required information to create the WMS license

activation key and click Generate License:

e PC Host Name — Enter the host name of the Windows or Linux host where the WMS service
is installed. Note that the hostname is case sensistive.

e User Comment Fields — Free form text fields that allow additional information to be entered to
provide for asset tracking.

GENERATE LICENSE

PC Host Name:[|w3ksewerwms |][case-sensiti'-;ej: How to find your PC host name
User Comment 1: |Datacenter‘| | User Comment 2: |Rack 12
[l Generate License |]

3 A Receipt and Proof of Installation page will be displayed providing the license code.

Note that the license key and confirmation will also be sent via email.

RECEIPT AND PROOF OF INSTALLATION

Dear

Thank you for downloading WLAN MGMT SYSTEM A UP TO 50AP from Mortel eLicensing Portal

Your transaction 1D: DKG3222513MK.J9J322

Your license code or license iile:[0332208?1 1c:195c4EI554?4259SCdSEEthBcdeCSEEESE18?9506]

Return to License Bank |
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4.2.6 License Installation:

Wireless LAN Management Software licenses may be installed using the command line interface
by performing the following procedure:

Access the Wireless LAN Management Software services licensing configuration page

by clicking Services then Licensing in the Wireless LAN Management Software client.

WMS 6.0: Plan (ESELAB)

Tools  Help

Setup

-+ Rl
Flan Management —

Backup & Restore

Lock Managemenk

On the License Information configuration screen, in Serial Number field enter the

2 License Authorization Code provided with the Software License Certificate. In the
License Key field enter the License Code generated by nortellicensing.com. Click save.

Home SRR »on vanagement  Renorts Maintenance ]
Server Setfings License Information
Access Control Serial #
WSS Connection License Key:
Settings

. . Maximum AP Count: 0
Monitoring Settings

Current AP Count: 1}

Current Host Name:  w3kserver-wms

Enter new license

Serial #

License Key: |03322014356540e5b565f711e1e17925634de15d304adadd38dh2

Save
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3 The License Information configuration page will now display the number of APs that

WMS is licensed to support as well as if planning is enabled.

Server Settings License Information

Access Control Serial # - T

WSS Connection License Key: 0332206565f7119125949554142499b955814ccc582034092d0ad
Settings

. . Maximum AP Count: 50
Monitoring Settings

Current AP Count: 0

Current Host Name:  w3kserver-wms

[Thls license enables planning and management of 50 Access Points. ]

Enter new license

License Key: | ‘

|_Save

4.2.7 Replacing a Server:

In the event of a server failure or hardware upgrade a Wireless Management Software license
may be transferred to another server with a different hostname using the following procedure:

1. Customers with a valid service contract should contact Global Nortel Technical Support
(1-800-4NORTEL) and explain the situation and open a new trouble ticket.

2. The case will be escalated to Global Nortel Product Support and the customer will be
contacted to verify proof-of-purchase.

3. Global Nortel Product Support will issue a replacement license key.
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5. Nortel Licensing Portal:

The Nortel licensing portal works on the concept of a license bank which is an electronic
repository for all license entitlements and licenses. End users deposit license entitiements into a
license bank by entering a license authorization code.

End users may deposit multiple license entitlements into a single license bank or utilize multiple
license banks each with its own login. Consider carefully how you wish to organize and control
access to your licenses.

For administrative issues such as lost passwords or username changes, please contact
Global Nortel Technical Support (1-800-4NORTEL) and open a trouble ticket.

5.1 Creating a New License Bank:

A new license bank may be created using the following procedure:

Using a web browser open the Nortel electronic licensing portal
http://www.nortellicensing.com.

1

/= Blank Page - Windows Internet Explorer
6;.’ - [E, hittp:/ v nartelicensing. com/ b S 8

The following screen shows the initial information required to create a new license

2 bank. One the Electronic Licensing page, select the option to Deposit my licenses into
a NEW license bank. Enter the required information and then click Submit.
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ELECTRONIC LICENSING

First Name |J0hn | Last Name ‘Due |

Company |Acme | E-mail: ‘jdoe@acme.com |

[] YES! Iwould like to be notified by e-mail about new products and promotions fram Nortel,

B LICENSE BANK

[@' Deposit my licenses into a NEW license bank ]
& Deposit my licenses into an EXISTING license bank

License Bank Mame |NewLicenseBank |
License Bank Password |...““ |
Confirm Password |“.“" |

B EMAIL NOTIFICATIONS

® Maotify me whenever a new license is created and downloaded
I i i |'|'. i

O Notify me only when all licenses are used u

O Mo email notifications

Mote: Authorization confirmation and newly generated license file will always be sent to you

VAT

\VWhat is a License Bank and how do | use it?

(.
License Authorization Cnde:ll‘i"‘-fSﬂ'ﬁuﬂuM'BBBB |]
Example: WS13-00000000

First Name End users first name.

Last Name End users last name.

Company Company name.

E-mail Address The email address used for confirmations.

License Bank Name The name of the new license bank you wish to create.
License Bank The password for the new license bank you wish to create.
Password

Email Notifications Must select one option.

License Authorization

Code

listed on the license certificate.

The initial license entitlement required to create the new license bank
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Once the license bank has been created and the license entitlement deposited, end

3 users may download the license file or exit the portal and use download a license at a
later date.

YOUR LICENSE BANK

License Bank: January 29, 2008
Product  Order License TID License Total Used Available

Code Authorization is For Licenses

Code

ERSSXCC( | AL1018002 S — S53P3226NB 2006- See 20 4 16
Advanced 3BTJBACNU 07-21 | Details | Details | | Download License
Routing
License

for 10
stacks

5.2 Depositing a License to an Existing License Bank:

Once an initial license bank has been created, end users may deposit additional license
entitlements using the following procedure:

Using a web browser open the Nortel electronic licensing portal
http://www.nortellicensing.com.

1

{~ Blank Page - Windows Internet Explorer
@;}: - [E, http: /fervew . nortelicensing.com/f will=» || XK

The following screen shows the initial information required to add a new license
entitlement to an existing license bank. One the Electronic Licensing page, select the

option to Deposit my licenses into a EXISTING license bank. Enter the required
information and then click Submit.
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ELECTRONIC LICENSING

First Name |._|0hn | Last Name ‘Doe |

Company |Acme | E-mail: ‘jdne@acme.com |

[[] YES! I would like to be nofified by e-mail about new products and promotions from Nortel.

B LICENSE BANK

® Depaosit my licenses into an EXISTING license bank

License Bank Mame |ExistingLicenseBank |

License Bank Password |,""" |

E EMAIL NOTIFICATIONS

& Matify me whenever a new license is created and downloaded
O Motify me only when all licenses are used up
O Mo email notifications

Mote: Authorization confirmation and newly generated license file will always be sent to you

VWhat is a License Bank and how do | use it?

License Authorization Code:|WS13-AAAA-BBBB |]
Example: WS13-000e0om

First Name End users first name.

Last Name End users last name.

Company Company name.

E-mail Address The email address used for confirmations.

License Bank Name The name of the new license bank you wish to create.
License Bank The password for the new license bank you wish to create.
Password

Email Notifications Must select one option.

License Authorization

Code

listed on the license certificate.

The initial license entitlement required to create the new license bank
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5.3 Accessing an Existing License Bank:

End users can access an existing license bank to download or view details on licenses using the
following procedure:

Using aweb browser open the Nortel electronic licensing portal
http://www.nortellicensing.com.

1

/= Blank Page - Windows Internet Explorer
@;r - [ £ | http:/fwww.nortelicensing.com/ W I > || X

ELECTRONIC LICENSING

B License Bank
bl Activate
B Help First Name |John | Last Mame |Dce |

B Technical Support Company |"f'b"c'"”e | E-mail: |jdoe@acme.com |

3 Enter the existing License Bank Name and License Bank Password then click Login.

Flease enter the name and passwaord for your License Bank. Inputs are case sensitive.

License Bank Name |ExistingLicenseBank |

License Bank Password |rrrrrrr |

[on]

The license bank screen will display all the licenses that have been deposited into the

license bank and provide the following information:

YOUR LICENSE BANK

License Bank: License Bank Name January 31, 2008

License Authorization TID License is Total

Code Licenses
ERS8300 ADV. SW LIC. DS1421006 Ws13-AAAA-BBEB W2 | John Doe 2008-01- See Details 1 0
22 | jdoe@acme.com 02
—_—
Product The product that the license authorisation code applies to.
Order Code The order code for the license authorisation code.

License Authorisation The license authorisation code deposted into the license bank.
Code

Who The name and email addresss of the end user who deposted the
license authorisation code into the license bank.

TID The name and email addresss of the end user who deposted the
license authorisation code into the license bank.
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Date The date that the license authorisation code was deposted.

Total Licenses The total number of licenses entitled for each license authorisation
code.

Used The total number of used licenses for each license authorisation code.

The following screen shows the details for a license authorization code. The details
screen allows end users to display information about the license such as when the

license was issued, which device the license was issued to as well as re-download the
license.

Product ERSE300 ADV. 3WLIC,

Order Code DS1421008

License Authorization Code [sEhlEVEEcN g

Transaction ID MPGZ22221443G191322-1

Licensee Dan Debacker

License Emailed To ddebacke@nartel.com

License Generation Date 2008-01-02

License Type GEMNLIC

License or License File ERS8300096hUb2 lic
ERSE300096hubZ. lic.macs
Bld 96 Hub 2

& Some licenses may be transferred to new devices which may be performed in the
details window.
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Contact us

If you purchased a service contract for your Nortel product from a distributor or authorized
reseller, contact the technical support staff for that distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact Nortel Technical Support. To obtain
contact information online, go to www.nortel.com/contactus.

From the Technical Support page, you can open a Customer Service Request online or find the
telephone number for the nearest Technical Solutions Center. If you are not connected to the
Internet, call 1-800-4NORTEL (1-800-466-7835) to learn the telephone number for the nearest
Technical Solutions Center.

An Express Routing Code (ERC) is available for many Nortel products and services. When you
use an ERC, your call is routed to a technical support person who specializes in supporting that
product or service. To locate an ERC for your product or service, go to www.nortel.com/erc.

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.

EXTERNAL DISTRIBUTION 109


http://www.nortel.com/contactus
http://www.nortel.com/erc

	Conventions:
	1. Overview:  
	2. Converged Data:
	2.1 Application Accelerator:
	2.1.1 Licensing:
	2.1.2 Base License:
	2.1.3 Application Acceleration License:
	2.1.4 License Keying and Methodology:
	2.1.5 High-Availability / Clustering:
	2.1.6 License Acquisition Process:
	2.1.7 License Installation:
	2.1.7.1 Using the Command Line Interface:
	2.1.7.2 Using the Browser Based Interface:


	2.2 Application Switch:
	2.2.1 Licensing:
	2.2.2 Base License:
	2.2.3 Feature Licenses:
	2.2.4 VPN User Licenses:
	2.2.5 Third-Party Licenses:
	2.2.6 License Keying and Methodology:
	2.2.7 License Acquisition:
	2.2.8 License Installation:
	2.2.8.1 Advanced Feature Licenses:
	2.2.8.2 SSL VPN Licenses:


	2.3 Mobile Client Accelerator:
	2.3.1 Licensing:
	2.3.2 User Licensing:
	2.3.3 License Keying and Methodology:
	2.3.4 License Acquisition Process:
	2.3.5 License Installation:

	2.4 Ethernet Routing Switch 2500:
	2.4.1 Licensing:
	2.4.2 Base License:
	2.4.3 Stacking License:
	2.4.4 License Keying and Methodology:
	2.4.5 License Acquisition:
	2.4.6 License Installation:
	2.4.6.1 Command Line Interface:
	2.4.6.2 Device Manager:

	2.4.7 Replacing a Switch:

	2.5 Ethernet Routing Switch 5000 series:
	2.5.1 Licensing:
	2.5.2 Base License:
	2.5.3 Advanced License:
	2.5.4 License Keying and Methodology:
	2.5.5 License Acquisition:
	2.5.6 License Installation:
	2.5.6.1 Command Line Interface:
	2.5.6.2 Device Manager:

	2.5.7 Replacing a Switch:
	2.5.8 ERS 5000 License Scenarios
	2.5.8.1 Loss of Base Unit in a Stack
	2.5.8.2 Loss of Temporary Base Unit in a Stack
	2.5.8.3 Adding a Unit to a Stack
	2.5.8.4 Adding a Unit to a Switch to Create a Stack
	2.5.8.5 Upgrading from s/w release 5.x to 6.0 with an Advanced License
	2.5.8.6 30 Day Trial License


	2.6 Ethernet Routing Switch 8300:
	2.6.1 Licensing:
	2.6.2 Base License:
	2.6.3 Advanced License:
	2.6.4 Premier License:
	2.6.5 License Keying and Methodology:
	2.6.6 License Acquisition:
	2.6.7 License Installation:
	2.6.7.1 Command Line Interface:
	2.6.7.2 Device Manager:

	2.6.8 License Configuration:
	2.6.8.1 Command Line Interface:
	2.6.8.2 Device Manager:

	2.6.9 Replacing a Switch:

	2.7 Ethernet Routing Switch 8600:
	2.7.1 Licensing:
	2.7.2 Base License:
	2.7.3 Advanced License:
	2.7.4 Premier License:
	2.7.5 License Keying and Methodology:
	2.7.6 License Acquisition:
	2.7.7 License Installation 
	2.7.7.1 For Software release v5.0 only
	2.7.7.2 For Software release v5.1 and above
	2.7.7.3 Command Line Interface:
	2.7.7.4 Device Manager:

	2.7.8 License Configuration:
	2.7.8.1 Command Line Interface:
	2.7.8.2 Device Manager:

	2.7.9 Replacing a Switch:
	2.7.10 License Configuration Scenarios
	2.7.10.1 Upgrading from ERS8600 s/w release 5.0 to 5.1 with an existing license file

	2.7.11 Trial License:


	3. Security / VPN / WAN:
	3.1 Secure Network Access:
	3.1.1 Licensing:
	3.1.2 Base Licensing:
	3.1.3 Access Licenses:
	3.1.4 License Keying and Methodology:
	3.1.5 High-Availability / Clustering:
	3.1.6 License Acquisition:

	3.2 Secure Router:
	3.2.1 Licensing:
	3.2.2 Base License:
	3.2.3 VPN License:
	3.2.4 T1/E1 License:
	3.2.5 License Keying and Methodology:
	3.2.6 Third-Party Licensed Features:
	3.2.7 License Acquisition Process:
	3.2.8 VPN License Installation:
	3.2.9 T1/E1 License Installation:

	3.3 Switched Firewall:
	3.3.1 Licensing Information:

	3.4 Threat Protection System:
	3.4.1 Licensing:
	3.4.2 Base License:
	3.4.3 Real-Time Threat Intelligence License:
	3.4.4 Real-Time User Identity License:
	3.4.5 NetFlow License:
	3.4.6 Intrusion Prevention System Upgrade License:
	3.4.7 License Keying and Methodology:
	3.4.8 Base License Acquisition Process:
	3.4.9 Feature License Acquisition Process:
	3.4.10 Base License Installation:
	3.4.11 Feature License Installation:

	3.5 VPN Gateway, VPN 1000 Module & 2424-SSL:
	3.5.1 Licensing:
	3.5.2 Base Licensing:
	3.5.3 Feature Licensing
	3.5.4 VPN User Licenses:
	3.5.5 Emergency Remote Access Licenses:
	3.5.6 SSL On Demand Protection Licenses:
	3.5.7 License Keying and Methodology:
	3.5.8 High-Availability / Clustering:
	3.5.9 License Acquisition:
	3.5.10 License Installation:
	3.5.10.1 Using the Command Line Interface:
	3.5.10.2 Using the Browser Based Interface:


	3.6 VPN Router:
	3.6.1 Licensing:
	3.6.2 Base Licensing:
	3.6.3 Feature Licenses:
	3.6.3.1 Advanced Routing License:

	3.6.4 VPN Tunnel Licenses:
	3.6.5 Third-Party Licensed Features:
	3.6.6 License Acquisition Process:
	3.6.7 License Installation:


	4. Mobility:
	4.1 Wireless LAN Security Switch 2300:
	4.1.1 Base Licensing:
	4.1.2 Access Point Licenses:
	4.1.3 License Keying and Methodology:
	4.1.4 License Acquisition Process:
	4.1.5 Access Point License Installation:
	4.1.6 Replacing a Switch:

	4.2 Wireless LAN Management:
	4.2.1 Base Licensing:
	4.2.2 Access Point Upgrade Licenses:
	4.2.3 Planning License:
	4.2.4 License Keying and Methodology:
	4.2.5 License Acquisition Process:
	4.2.6 License Installation:
	4.2.7 Replacing a Server:


	5. Nortel Licensing Portal:
	5.1 Creating a New License Bank:
	5.2 Depositing a License to an Existing License Bank:
	5.3 Accessing an Existing License Bank:


