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1.0 Introduction

Avaya is pleased to announce the general availability of the 2050 IP Softphone 2050 Release 4.0 (Build 4.00.008) for Windows PC.
This release delivers several minor enhancements to the 2050 IP Softphone as well as a large number of fixes.

This release is being provided as a no charge update to all customers who have purchased or upgraded to Release 3.0.

Note that this release is for Windows PC on Communication Server 1000 and Communication Server 2100. Release 4.0 is also now
supported on the Avaya Business Communication Manager (BCM).
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2.0 New Features and Enhancements with 2050 IP Softphone Release 4.0

Rebranding
As a result of the alignment for growth between Avaya and Nortel Enterprise Systems, the product has been renamed to “Avaya 2050
IP Softphone”. In addition, all logos, icons and color schemes have all been updated to Avaya standards.
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The application now installs into the C:\Program Files\Avaya folder by default. As well, a new ‘Click to Accept' license agreement is
presented at installation.

Node-Locked Licensing
Software licensing was introduced with the 2050 IP Softphone Release 3.0 for Windows PC client. Software licensing eliminates the
requirement to purchase a CDROM copy of the 2050 IP Softphone client application on a per-desktop basis.

With Release 4.0, support has been added for ‘Node-locked’ licenses that allow a license to be associated with a specific instance of
the application, based on the Hardware ID or Media Access Control (MAC) address of the network interface where the client is
installed. This eliminates the need for a license server located on network. Also, with node-locked licenses, occasional or roaming
users who may only have intermittent connectivity to a license server can continue to use the client beyond the 30-day grace period.

The server-based licensing model introduced in Release 3.0 is still supported in Release 4.0 and remains unchanged. Customers will
be able to select which type of license is desired when creating the licenses in the KRS tool.

Note: At the time of release, the ability to generate node-locked licenses through KRS is not available. A follow-up bulletin will provide
additional details when available.

Secure Signaling using DTLS

2050 IP Softphone Release 4.0 delivers the capability to encrypt the signaling communication between the client and the call server
using standards-based Datagram Transport Layer Security (DTLS). DTLS guarantees a secure connection between the telephone and
the call server ensuring the integrity and confidentiality of call control.
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nortel-cs1000-tps-6.00.18.65-07.i386.000
nortel-cs1000-csv-6.00.18.65-04.i386.000

These patches are available for download from the www.nortel.com/support website.

Additional information on support for DTLS on Communication Server 1000 can be found in this document as well as in updated
CS1000 Release 6.0 Product Bulletin and NTP documentation, and in Communication Server 1000 Security Management
Fundamentals NTP, NN43001-604 04.AC. Updates will be provided as more details become available.

The alternative to secure signaling between the 2050 IP Softphone and the Communication Server 1000 is to deploy the Secure
Multimedia Controller (SMC) 2450.

The DTLS feature is enabled/disabled on the 2050 IP Softphone via the DTLS checkbox on the server settings screen.

This feature also requires the installation of a Certificate on the PC for proper operation. This must be installed by the customer at the
time of deployment. The customer may use their own Certificate Authority (“CA”) or may use “UCM” CA that is part of CS1K R 6+.
Refer to the Technical Advisements section for further information on installing certificates.

Secure Call Recording

Secure Call Recording adds the ability for secure call recording to external device (Avaya, Cyber, Nice, Other) using Duplicate media
stream encryption. 2050 IP Softphone Release 2.2 added support for dual audio streams (where the second audio stream is sent to a
call recorder), however, the duplicate audio stream was sent unencrypted to a call recorder. Since the audio stream to the call
recorder was not encrypted, the audio stream could potentially be captured and be reconstructed by a third party. This vulnerability
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compromised the confidentially and integrity of the communication.

2050 IP Softphone Release 4.0 now delivers the capability to encrypt the communication between the Softphone and the call recorder.
The DTLS with SRTP extensions protocol is used to establish the secure connection from the IP phone to the call recorder and to
exchange SRTP keys. Once the connection is established and the keys exchanged, the SRTP protocol is used for the actual media

encryption and authentication.
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Support for DTLS was introduced with Communication Server 1000 (CS1000) Release 6.0 and requires the following patches for
proper operation:
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Support for Secure Call Recording (SCR), is a joint effort between the IP Phone and the Avaya Contact Recording and Quality
Monitoring (CRQM) solution. The 2050 IP Softphone software must be at Release 4.0 or greater, the Communication Server 1000
must be at Release 6.0 or greater, and the Avaya CRQM must be on Release 7.0 or greater.

The model used to secure the media stream sent to the call recorder is called “mirror mode”. In this mode, the decision on whether or
not to encrypt the secondary media stream being sent to the call recorder is based on the secure state of the primary media stream. If
the primary media stream (between the two calling parties) is encrypted, so too will be the media stream sent to the call recorder. If the
primary media stream is not encrypted, the media stream sent to the call recorder will also not be encrypted. The ability to encrypt the
media stream sent to the call recorder, independent of the encryption status of the primary media stream, is not available.

To provision SCR, two new parameters have been added to the Audio section of the Settings screen:
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Vendor Type:
- Avaya (default)
- Cyber
- Nice
- Other

Mirror Mode Type:
- Never encrypted (do not encrypt the stream to the call recorder)
- Same as primary (encrypt the audio stream to the call recorder based on the encryption status of the primary stream)

SCR requires that the 2050 IP Softphone and the call recorder share security credentials to establish a secure connection. The Avaya
call recorder ships with a certificate installed allowing “out of the box” secure connections with the Avaya CRQM solution. However, if
the customer wishes to use their corporate Certificate Authority (CA) then a customer root certificate must be installed on the PC.
Please refer to the Technical Advisements section for details on installing certificates.

For additional information on Avaya CRQM solution and its support for Secure Call Recording, please refer to the CRQM 7.0 Planning,
Installation and Administration Guide NN44480-300 found on the Technical Support Portal.
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Incoming Call Pop-Up Enhancements

With Release 4.0, the incoming call pop-up window is now displayed after new call is ringing and is then updated in run time as soon
as cookie with data is received. Also, along with CS1000 Release 7.0, a new ‘KeyNumber’ cookie has been integrated to indicate
which DN the next cookie is for. This functionality allows support of incoming call pop-ups for multiple calls.

Note that pop-ups are not supported for KEM.

Note that with CC6 Call centers there is a limitation where Caller ID and Caller Name information are not provided. In this case, the
2050 IP Softphone R4.0 will display NA/NONAME in the window.

3.0 Quality Improvements

The Avaya 2050 IP Softphone Release 4.0 contains numerous resolved issues and closed cases. The list of resolved customer
reported issues since Release 3.4 are listed below.

Case ID Description

091210-67218
091216-70624 2050 is not marking QoS values in packets (see Technical Advisory Section)

091030-43866 IP Call Recording stops working after retrieve call from Hold

091203-63291 Unable to configure annotation feature keys in Expansion Module.
091008-30561 i2050.exe process does not release GDI Objects

100224-05132 2050 IP Softphone on CICM: Delay when hanging up from a call
100310-13208 Configuration tool does not support customized skins

Configuration tool errors when applying Node/TN info.

The configuration tool will now allow empty values for any parameter in the
config.ini file and will not overwrite the registry entry if it is blank. This allows
customers to upgrade to new configuration settings without changing selected
100312-14320 values such as the Node/TN information that may already be set in the registry.
100405-25547 Inconsistent behavior of IP 2050 Settings for first launch if ConfigurationTool
090812-96650 GN Netcom 8110 USB adaptor does not work on the docking station

4.0 Supported Platforms

Operating Systems
e  Microsoft® Windows XP™ (Service Pack 3)
e  Microsoft® Windows Vista™ (Service Pack 1)
¢  Microsoft® Windows 7™

Note 1: 64 bit versions of Microsoft Windows are not supported.

Note 2: Although the 2050 IP Softphone may run in VDI (Virtual Desktop Infrastructure) environments such as VM Ware and Citrix Xen
Desktop, these are not supported at this time. Avaya will be testing in these environments and support will be announced in the near
future.
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Call Servers

Note 1: BCM Release 6.0 is required for caller id information to be displayed in incoming call pop-up window.
Note 2: CS1000 Release 5.5 requires patch MPLR25653 for the incoming call pop-up feature to work properly.

Avaya BCM 50

Avaya BCM 450
Avaya CS1000:
Avaya CS2100:

Release 3.0, 5.0, 6.0
Release 1.0, 5.0, 6.0
Release 5.5, 6.0, 7.0
CICM 10.1 MR2 on Release SE10, SE11 and SE13

avaya.com
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5.0 Technical Advisements

6.1 Windows 7 Program Compatibility Assistant Pop-up Message

Occasionally, the screen below will be displayed when a non-administrator user exits the settings menu on Windows 7. If a user
selects the option “Open the control panel using recommended settings” then next the 2050 Settings applet can be launched only
under administrator privileges. If a user selects “This control panel works correctly” then next the 2050 Settings applet can be
launched by non-power user as usual. In both cases this assistant pop-up message will not be shown except a user presses Cancel.
The root cause of this issue has been identified and will be corrected in a future release. Users should select the “This control panel

works correctly” option.
i “ !
Program Compatibility Assistz . e

Did this control panel item work correctly?

If it didn't, try using settings that are compatible with this version of Windows.

Control Panel item: Avaya 2050 IP Softphone
Publisher: Avaya
Location: ChAWindows\Systemn3 242050 Cenfig2.cpl

® Open the control panel using recommended settings

' < This control panel works correctly

Cancel

@ What settings are applied?

6.2 Enabling GQoS Settings.

With Microsoft Windows XP Service Pack 3 and Windows Vista Service Pack 1, Microsoft has changed the method for setting the
Global Quality of Service settings. It is now necessary to set GQoS with the Group Policy Editor for all versions of Windows using the
steps below.

1. From the start menu, click Run.
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2. In the Open box, type “gpedit.msc” and then press OK.

3. On the left side follow to “Computer Configuration” -> “Administrative Templates”-> “Network” -> “QoS Packet
Scheduler” -> “DSCP value of conforming packets”.

4, Check if settings on the right side are enabled.

"Hi Group Policy

_ Best effort service type Enabled
ﬁ Controlled load service type Enabled
@ Guaranteed service type Enabled
@ Metwork, control gervice type Enabled
g Qualitative zervice ype Enabled

[ Windows Settings
[ Administrative Templates |

] windows Components
] Sustem
7-[ 1 Microsoft Peerto-Peer Networking Services
----- [ DS Client

----- [ Offline Files
i Metwork Connections

e
| !é i valie oli nnn-con!nrmlng pac!’:ets

i Layer-2 priarity value

..... SHMP

----- [ Background Intelligent Transfer Service
----- 27 Printers

=82 User Carfiguration

23 Software Settings

[23 Windows Settings
-7 Administrative Templates

=

Standard

5. For every disabled setting use step 6.
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Double click on the disabled setting, click the “Enabled” radio button, and configure DSCP if it is needed and

m Group Policy | |

———— Best effort service type Properties
Local Computer |

Computer Cof

Enabled
Enabled
Enabled
Enabled

|
4] Iii -Standard -
[ [

press OK. £

Next, the “QoS RSVP” service must be started using the following steps:
1. From the start menu, click Run.

2. In the Open box, type “services.msc” and then press OK.
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3. On the right side find “QoS RSVP”. If it’s status isn't “Started” then use step 3.
I_'I_ —

; Provides sy... Automatic Local System
% Qffice Source Engine  Saves instal... td aral Local System
% Oracle0raDb10g_hk... td anwal Local System
% Performance Logs a...  Collects per... Dizabled Metwork 5.
% Plug and Play Enables ac... Started Autonmatic Local System
% Portable Media Seri..  Retieves th.. Fanual Local System
% Print Spoaler Loads files t...  Started Autonatic Local System
% Protected Storage Providesz pr...  Started Automatic Local System

‘Ho B Providez ne..  Started Automatic

% Remote Access Aut.. Creates ac... Fanual Local System
% Remote Access Con.. Creates an.. Fanual Local System
% Remote Dezkiop He... Manages a... t anual Local Sypstem
% Remate Packet Cap... Allows to ca... td anwal Local System
% Remote Procedure ... Provides th..  Started Autornatic Metwark 5.

% Remote Procedure ... Manages th... M anual Metwark 5.

% Remate Registry Enables re..  Started Autonmatic Local Servi...
% Remowable Storage t anual Local System
% Routing and Remat...  Offers routin... Dizabled Local System

) Standerd
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4, Double click on “QoS RSVP”, from dropdown list box select “Automatic”, click “Start” and then OK.

G05 RSYP Properties [Local Computer]

putomatic ¢

10
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Finally, the following steps detail how to enable the QoS Packet Scheduler for network

connection
1. From the start menu, click Control Panel.
2. Double click on “Network connections”.

B Conlrol Panel

_6§ﬂiﬁﬂ

Contodedss Optiong

DIQ | @ b 9

DetktopMa..  Modem..  Auwdio Devicas

Qg,.f@

Regional and Scanmers and  Scheduled Sound Effect
Language...  Cameras Tatks Manager

2 8 8 e <

Tackbar and User Accounts  Windows Windews Wireless

Stant Merna CardSpace Fiewal  Metwork Set.
3. Right click on the desired network connection.
4, Click “Properties” from the appeared context menu.

"= Network Conneclions

5 %

@ Windows Update Accessibdlty AddHadwae  Addor Admmistiative Aw.umah: Date and Tene  Display
@ Hoband$ : Ophions 4 Remow... Tools
" @ e P (& & Q
Foldes Ophionz Fonts Game Intermst Java
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Mouze MWDHM Phore and  Sounds and  Power Options Plrmmd

¥ ¥

Syabem

e

IP Soltphane  Progiam
2050

Updates

Metwork Tasks S

E Create a new connection

& Change Windows
Firewall zettings

ﬂ Dizable this network,
device

E\ Riepair thiz connection
ﬂ Rename thiz connection

& View status of this
connection

. Change settings aof this
connection

G- Cantrol Panel

& My Network Places
£} My Documents

i§ My Computer

avaya.com
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Find “QoS Packet Scheduler” and make check it’s checkbox if it's not and then press OK.

L Local Area Connection 4 Properties

9k TS Pt o

||:|iE=r'|t for Microzaft Metwork s
File and Printer Sharing for Microzoft WNetwarks
Qo5 Packet Scheduler |

Wl %= Metwark Monitor Driver

Wl gjepe=ilf HamEries

JHE
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6.3 Installing Certificates for DTLS

Obtain the client certificate in *.der format. If it’s same in *.pem format then rename it to *.der.
Copy the client certificate to a desired machine where the i2050 R4.0 is attempted to be used.
Logon as an administrator

Double-click on the certificate.

PwoN e

Certificate

General |Details Certification Path

57
E%- Certificate Information

The integrity of this certificate cannot be guaranteed.
The certificate may be corrupted or may have been
altered.

Issued to:  IP Clients Design

Issued by: IP Clients Design

¥alid from 21.10.2008 to 21.10.2013

Install Certificate. .|

5. Press “Install Certificate...”. The Setup Wizard will be started.

13



Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate brust
lists, and certificate revocation lists From wour disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used ko prokect data or to establish secure nebwork.
connections, & cerkificatbe skore is the system area where
certificates are kept,

To conkinue, click Mesxt,

uext:: | [ Zancel

6. Press Next

Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location For

() Automatically select the certificate skore based on the kype of certificate

{(#)Place all certificates in the Following stare:

Cettificate store:

Browse, ..

< Back " Mext = l[ Cancel

N

8. Select the second option: Place all certificates in the following store. Click Browse button

avaya.com
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Select Certificate Store

Select the certificate store wou want to use,

B frersonal
(L Trusted Root Certification Authorities
I:l Enterprise Trust

[ Intermediate Certification Authorities

[ Trusted Publishers
T30 1inkenickad rartificabac
4 N

[

[£

[ ]5how physical skares

[ Ok l [ Zancel

10.  Check the Show physical stores

Select Certificate Store

Select the certificate store wou want to use,

[ personal

([ Trusted Root Certification Authorities
I:l Enterprise Trust

[ Intermediate Certification Authorities

[ Trusted Publishers
@-I770 1 Inbeisbed Cerbificabes

< | =

[

[£

Show physical stores:

[ Ok l [ Zancel

]

11.

12. Select Trusted Root Certification Authorities->Local Machine

Select Certificate Store

Select the certificate skare wou wank ko use,

[ Personal
=23 Trusted Root Certification Autharities
[ Reqistry
I:l Local Compuker
[ Erterprise Trust
#1771 Trkermediabe Certificakinn nkhnritiee

£ | [

Showe phyysical skores

(04 l [ Cancel

13.

14. Press OK

avaya.com
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15.
16.

17.
18.

19.

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For
() Automatically select the certificate store based on the bype of certificate
(%) Place all certificates in the Following stare

Certificate store:

Trusted Root Certification Autharities!Local Computer Browise, .,

[ < Back ][ fext = ][ Cancel

]

Press Next

Certificate Import Wi

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Impart
wizard.

‘fou have specified the Following settings:

Conkent Certificate

Cettificate Store Selected by User  Trusted Roak Certific.

3

< Back. ” Finish l[ Cancel

Press Finish
If the import was successful the message box is appeared:

avaya.com
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» | J The import was successful,

20.

To look for certificates installed on the machine:

1. Run as an administrator the command:

run certmgr.msc

2. The following window will be shown

B8 Certificates

File  Action Wiew Help
mRB 2

Certifica Current User Logical Stare Mame
(3 Personal o [(Aprersonal

& Trusted_ Rook Certification Authe [CATrusted Raat Certification Autharitiss
[ Enterprise Trusk [:IEnterprise Trust

[+ Ink: diake Certification Auth

@ Qn n_arme_la = et |0n_ Hhe [CAIntermediate Certification Autharities
D Ackive Directory User Object [:I.ﬂ.ctive Directors Lser Obiact

(23 Trusted Publishers O Trusted Publi h‘f !

[ Untrusted Certificates [:ILIFLII:S Et I:IUC Ist'.:rst

(L Third-Parky Root Certification A ntrusted Lertncates

(23 Trusted Peapls [:IThird-Party Roaot Certification Authorities
[ Certificate Enroliment Requests (ATrusked People

[CAcertificate Enrolment Requests

< 3@ |

|

4, Select View->Options->Physical certificate stores
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View Options

Wigw mode

Organize view mode b

(*) Logical certificate stores

Show the fallowing:
Phuzical certificate stores
[ Archived certificates

ak. l [ Cancel

Press OK

avaya.com

Browse the tree of certificate to Trusted Root Certificate Authorities->Local Computer->Certificates

B8 Certificates

File  Action Wiew Help

& & | | BR 2

EP Certificates - Current User

[ Personal

=-[C Trusted Rook Certification Authorities
(2 Reqgistry
=123 Local Computer

D Enkerprise Trusk

[ Intermediate Certification Autharities
D Active Directory User Object

[Z Trusted Publishers

(2 Untrusted Certificates

(2 Third-Party Rook Certification Authorities
(2 Trusted People

[ certificate Enrollment Requests

[ R e R e S AR R

Issued To

[Edaan Certficate Services
ElaBa.ECOM Raat CA
.C\C Raiz Certicamara 5.4,
[Elac ratz onE

[Eac RAIZ FMMT-RCM
Eacenicom ract
[E]a-CERT ADWANCED
Eacus

.C\ctalis Authentication CA G1
[E) addTrust External a4 Roat
Eadrinca-co-To1

(=] admin-Roat-ca

(=] agence Mationale de Certification ...
.C\gence Mationale de Certification ...
.C\merica Onling Roak Cerkification ...
=] america Online Roat Certification ...

[E] aNCERT Certificados CGN

[E)aMCFRT Certificadng Makariales
< |

Issued By

AdA Certificate, ..
BEA ECOM Roa, .,
AZ Raiz Certica. ..

AC RALZ DMIE

AC RALZ FMMT-..,

ACEDICOM Root

A-CERT ADYAN...

ACHLE

Actalis Authent. .
AddTrust Exter, ..

AdminCa-CD-TO1
Adrnin-Root-CA

Agence Mationa...
Agence Mationa...
Arnerica Online ...
America Online ..
AMCERT Cartifi,..
AMCFRT Cretifi.. .

Exp #*
o1.c—
09.c
03.c
09.c
o1.c
13.C
231
15.C
25.C
30,0
25.C
10.1
12.C
12.C
19.1
29.0
11.C
1™

|

Local Computer store conkains 330 certificates,

In the table on the right side found the certificate installed
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10.

File  Action  Wiew Help

e B LR XEFR 26

@ Certificates - Current User
[ Personal
=-[C Trusted Rook Certification Authorities
[ Reqistry
=21 Local Computer
£ Certificates
[ Enterprise Trusk
[ Intermediate Certification Authorities
D Active Directory User Object
[C Trusted Publishers
[ Untrusted Certificates
[ Third-Party Root Certification Authorities
[ Trusted People
[ Certificate Enroliment Requests

Issued To
http:ll'll'www.valicert.cnmll'
Erca- Qualified root certificate
[Z]1.ca - standard root certificate
Elacya
InFoNotary ZSP Rook
E8 1P Clignts ign
IPS SERVIDORES
Eipsca Global CA Root
Eipsca Main 4 Raat
Izenpe.com
Izenpe.com
Juur—SK
Elx1sa Roatca 1
Elk15a Rootca 3
[Elkmp-Ca Kvalificeret Person
ElkMp-ca raot
ElkMo-ca server
[QMaran Prst mSinnTrost Rionk Cerki. ..

Issued By

hiktbpe e weali.
I.CA - Qualified...
1.CA - Standard...

IGCIA

Infaklotary CSP...

IP Clients an
IPS SERMIDORES

ipsCA Global Ca...
ipsChA Main C4& ...

Izenpe.conm
Tzenpe.com
Juur-5k

KISA RookCh 1
KISA RookCh 3

KMD-Ca Krealific, .

KMD-ZA, Raook
EMO-CA Server

Maran Posk g5i. ..

Local Computer store conkains 329 certificates,
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6.0 Ordering Guidelines and Procedures

The 2050 IP Softphone Release 4.0 for Windows PC is generally available globally as of May 18th, 2010.

Software licensing was introduced with the 2050 IP Softphone Release 3.0 for Windows PC client. Software licensing eliminates the
requirement to purchase a CDROM copy of the 2050 IP Softphone Release 3 client application on a per-desktop basis. Instead, Right-
to-Use Licenses are purchased from Nortel's Keycode Retrieval System (KRS) which is accessible via the Nortel support portal at the
link below:

www.nortel.com/support/tools/krs.

Additional information on generating and retrieving keycodes is provided in a later section of this notice.

Ssoftware licensing is based on “pool-of-users” approach to provide increased cost-effectiveness to customers. For example, if a
customer has identified that they have 100 active users of the 2050 IP Softphone Release 3 client at any given time out of a total
population of 500 2050 IP Softphone users, then they should plan on purchasing 100 (or more) licenses to support their employees.
An active (or “checkout”) license is required in order to make a call with the 2050 IP Softphone Release 3 client. Licenses are hosted
on a Licensing Server, which is a customer supplied PC and is located at the customer premise.

Two order codes are established with 2050 IP Softphone. There is a Right-to-Use (RTU) license for new 2050 IP Softphone Release
4.0 client purchases. An upgrade Right-to-Use license has been established offering a discount for installed base customers of

Release 1.x and 2.x wishing to upgrade to Release 4.

New Purchases:

PEC Description
NTDW84BA 2050 IP Softphone New User License

Upgrades from 2050 IP Softphone Releases 1.x/2.x to Release 4:
PEC Description
NTDW84CA 2050 IP Softphone Upgrade License from RIs 1 and 2

Note: The Software CD Package will not be available for the 2050 IP Softphone Release 4.0. The full release is available for download
from the Technical Support web site. Refer to the following section for additional details.

Upgrades from 2050 IP Softphone Release 3.x:

Customers who have previously purchased and installed an earlier version of 2050 IP Softphone, may download this maintenance
release from www.nortel.com/support using their existing licensing. Please refer to the following section.

20
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7.0 Software Download
Those users who have purchased and installed Release 3.0 and later may proceed to download the upgrade version of 4.0. If the
software has not been installed, the full installation must be done first:

Full Software Download Instructions:

To download the complete software file from the Nortel web site, follow these instructions:
Note: You will need to login to complete the steps below.
1. Access the www.nortel.com/support web site.

2. Select “Phones, Clients & Accessories”.

3. Select “2050 IP Softphone” on the Phones, Clients & Accessories page.

4. Select “Software Downloads” on the 2050 IP Softphone page. Select “Major Release”

5. Select the “2050 IP Softphone Release 4.0” link.

6. Download either the .exe file or the Windows MSI file as required for the 2050 IP Softphone client software which is installed on
each PC.

7. Download the “Licence Server Software” which is installed on a customer-provided PC and provides licences to each installed 2050
IP Softphone client.

8. Refer to the applicable NTP for instructions on installing and configuring.

Release 4.0 Upgrade Software Download Instructions:

Note: Users are advised to uninstall any previous versions of the 2050 IP Softphone application before upgrading to Release 4.0. This
may be done through either the Start menu or selecting “Uninstall 2050 IP Softphone” or through the Control Panel using “Add or
Remove Programs”. All user settings are retained in the registry after un-installation.

To download the upgrade file from the Nortel web site, follow these instructions:
Note: You will need to login to complete the steps below.
1. Access the www.nortel.com/support web site.

2. Select “Phones, Clients & Accessories”.

3. Select “2050 IP Softphone” on the Phones, Clients & Accessories page.

4. Select “Software Downloads” on the 2050 IP Softphone page. Select “Major Release”

5. Select the “2050 IP Softphone Release 4.0" link.

6. Download either the .exe file or the Windows MSI file as required for the 2050 IP Softphone client software which is installed on
each PC.

7. Refer to the applicable NTP for instructions on installing and configuring..
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8.0 Keycode Retrieval Process from KRS

Note: Additional information on creating node-locked licenses will be provided via Product Bulletin when this option becomes available
in KRS.

Before proceeding with the install, you must have the following information available:
¢ Fully Qualified Domain Name (FQDN) of the PC on which the Licence Server Software is installed. The 2050 IP Softphone
Licence Server Software can be pre-installed and used to determine the FQDN of the PC.
e  Purchase Order Number

Registering/generating keycodes for the 2050 IP Softphone:

1. Access the www.nortel.com/support web site.
2. Select “Support & Training — Online Self-Service — Keycode Retrieval”.
3. At Step 1, Select “Global Login”
4. At Step 2, Select product family “2050 IP Softphone”
5. Enter login credentials.
6. Click on “Product Registration” on the sidebar.
7. Enter hostname in Site Name
Note: CLLI code is not used for the 2050
8. Enter the geographical location in City, Country , State fields.

Note: This information is used for reference purposes only.
9. Click Save

Assuming an order has been placed for a number of users. SAP will have created a non-stock PO and will send to KRS.

10. Click on “Generate Keycode” on the sidebar

11. At Step 1, Enter the Host ID into the Enter HostID field.

12. At Step 2, Enter the Purchase Order Number. Alternatively, you can search by Nortel Order #, COEO, Customer PO# or
Alternate Order #.

Note: COEO = Common Equipment order number for carrier customers. Authorization codes are used by stocking distributors.
13. At Step 3. Select the quantity of the number of licenses desired.

14. Click Continue. The program then returns back to the Select PO screen to allow users to pull licenses from multiple POs if
desired.

15. Click Go To Summary

16. Click Generate Keycode. A new keycode is generated in KRS database. The User is then directed to the Keycode Retrieve
screen.

17. Select Download Keycode and apply to the system. Saves as a .lic file on the local system.

Expansions:

1. Click on “Generate Keycode” on the sidebar

2. At Step 1, Enter the Host ID from the previous step into the Enter HostID field.

3. At Step 2, Enter the Purchase Order Number to pull license entitlement from.

4. At Step 3. Enter quantity of additional number of seats required.

5. Click Generate Keycode.

Note: With the IP Phone 2050, each license increment generates an additional license file. This is different from other products where
a single license file is revised to include the additional values.
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If you are experiencing any problems with the KRS system, click on the CONTACT KRS SUPPORT link at the bottom of the page.
Some of the documents may include Product Bulletins, Sales and Marketing Bulletins, and NTPs.

9.0 References and Related Documents

The following documents are associated with 2050 IP Softphone for Windows PC on the CS1000:

. Communication Server 1000 IP Phones Fundamentals [NN43001-368]
. IP Softphone 2050 User Guide [NN43119-101]
. IP Softphone 2050 Call Center User Guide [NN43119-100]

These documents can be found on the Nortel Technical Support Portal at:
http://support.nortel.com/go/main.jsp?cscat=DOCUMENTATION&poid=10601

In addition, the following documents are associated with the 2050 IP Softphone for Windows PC on BCM:

. IP Softphone 2050 Installation Guide [NN40050-300]
. IP Softphone 2050 User Guide [NN40050-100]

These documents can be found on the Nortel Technical Support Portal at:
http://support.nortel.com/go/main.jsp?cscat=DOCUMENTATION&poid=15181

About Avaya

Avaya is a global leader in enterprise communications systems. The company
provides unified communications, contact centers, and related services directly AVAyA
and through its channel partners to leading businesses and organizations

around the world. Enterprises of all sizes depend on Avaya for state-of-the-art INTELLIGENT COMMUNICATIONS

communications that improve efficiency, collaboration, customer service and
competitiveness. For more information please visit www.avaya.com.

© 2010 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. and are registered in the United States and other countries.

All trademarks identified by ®, TM or SM are registered marks, trademarks, and service marks, respectively, of Avaya Inc.

All other trademarks are the property of their respective owners. Avaya may also have trademark rights in other terms used herein.
References to Avaya include the Nortel Enterprise business, which was acquired as of December 18, 2009.
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Appendix

The following Appendix provides information on how to download and and install the licensing server. This is capability was introduced
in 2050 IP Softphone Release 3.0 but is new for BCM customers (since 2050v3 was not supported with BCM). Additional information
on installing and troubleshooting the License Server can be found in the following document:

e  Communication Server 1000 IP Phones Fundamentals [NN43001-368]

This document can be found on the Nortel Technical Support Portal at:
http://support.nortel.com/go/main.jsp?cscat=DOCUMENTATION&poid=10601

License Server

The License Server Manager and the vendor daemon make up the License Server system. The License Server Manager is the main
point of contact for 2050 IP Clients, which require license certificates.

Because the License Server components are lightweight, you can install the components on any machine running other applications,
which runs one of the following operating systems

¢  Microsoft Windows 2000

e  Microsoft Windows 2000 Server

e  Microsoft Windows XP

e  Microsoft Windows 2003 Server

e  Microsoft Windows Vista

The Licensing Server requires ports 27000 and 27001 to be accessible. You can modify the TCP/IP port number of the License Server
Manager (Imgrd) in the Server line. For information about modifying the Server line, refer to information late in this Appendix.

License Server components

The License Server includes the following components:
¢ vendor daemon-service which provides license rights to 2050 IP Softphone clients (nortellP.exe)
e License Server Manager (Imgrd.exe)
e FLEXnet Licensing Administration Tools
— command line tools available with the installer
— Imtools.exe—graphical user interface (GUI) for license server management

For FLEXnet Licensing and license management provided by Macrovision, go to www.macrovision.com.

Installing the License Server
Use the following procedure to install the License Server components.

1 Obtain the 2050 IP Softphone License Server Installer software:
e Access the www.nortel.com/support web site.

e Select “Phones, Clients & Accessories”.

e Select “2050 IP Softphone” on the Phones, Clients & Accessories page.

e Select “Software Downloads” on the 2050 IP Softphone page. Select “Major Release”
e Select the “2050 IP Softphone Release 4.0” link.

e Finally, select the “Setup_Server.exe” link.

2 On your license server PC, execute the file setup_server.exe.
3 Click Next on the Welcome window.

4 If you agree with the terms of the License Agreement, select the appropriate button and click Next.
The Welcome to the InstallShield Wizard opens.

5 Click Next.
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6 Choose the Installation Path of the target directory for the License Server component files.
A Confirmation window appears.

7 Click Next.
A progress bar appears to show the progress of the installation.

8 To install the License Server as a Windows Service, select the "Install as a service" checkbox.

9 Click Finish.

Obtaining a valid license
1 To view your FQDN, select Start > All Programs > Avaya > 2050 IP Softphone Licensing Server > GetHostID.
2 Go to www.nortel.com/support/tools/krs.
3 Login to Keycode Retrieval System (KRS).
For information about creating key codes, see the KRS User Guide at www.nortel.com/support/tools/krs. Select Product family,

Documentation, Forms and User Guides.

4 On the Retrieve Keycode page, enter your FQDN (for example, yourlicenseserverl.yourcompany.com) in the System ID (site ID)
field.

5 Select the product keycode from the list, then save file, for example, yourlicenseserverl.yourcompany.com.lic to a
directory on your PC .

Before you continue with the following steps, Avaya recommends that you shut down your license server.

6 To shut down your license server, go to Start > All Programs > Avaya > 2050 IP Softphone Licensing Server > Manual Server
> Shut Down License Server.

7 Go to the directory on your PC where the License server software is located, for example, C:\Program
Files\Avaya\lPSoftphone2050. Rename the file counted.lic to counted_old.lic.

8 Go to the directory where yourlicenseserverl.yourcompany.com.lic is located. Move yourlicenseserverl.yourcompany.com.
lic to the directory where the License Server software is located, for example, C:\Program Files\Avaya\IPSoftphone2050.

9 Rename yourlicenseserverl.yourcompany.com.lic to counted.lic.

10 Restart the License Server. Go to Start > All Programs > Avaya > 2050 IP Softphone Licensing Server > Manual Server
> Restart License Server.

Verifying user licenses

1 Go to Start > All Programs > Accessories > Command Prompt to open the Command Prompt window.

2 From the Command Prompt window, go to the directory on your PC where the License server software is located, for example,
C:\Program Files\Avaya\2050 IP Softphone Licensing Server.

3 At the prompt, enter Imstat -A.
The number of user licenses and the number of licenses in use are displayed.

Starting the License Server Manager

Use one of the following options to start the License Server Manager:
e Manual Server
e Configure as a service

Manual server

If the server is run as "manual server” a console window appears on the desktop, which displays the output of both the Imgrd.exe
and nortelip.exe processes.
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You can select one of the following options from Start > All Programs > Avaya > 2050 IP Softphone Licensing Server >
Manual Server.

e Restart Licensing Server

e  Shut Down Licensing Server

e  Start Up Licensing Server

Configure as a service

If the server is run as “server service” the server can supply licenses even when you are not logged on to the computer. You can
observe the status of the service in the Windows Services administrative tool. The output of the Imgrd.exe and nortelip.exe
processes, writes to a log file called “ServiceLog.log” in the installation path of the licensing server.

You can select one of the following options from Start > All Programs > Avaya > 2050 IP Softphone Licensing Server >
Server Service.

e Install Licensing Server as a Service

e Uninstall Licensing Server Service

e Restart Licensing Server Service

License file
You can modify the following elements in the license file

e Host name on the SERVER line
e TCP/IP port number on the SERVER line

The SERVER line specifies the host name and hostid of the license server system and the TCP/IP port number of the license server
manager (Imgrd).

The format of the SERVER line is:
SERVER host hostid [port]

Field Description

host The system host name or IP address.
On NT/2000/XP, ipconfig / all; on Windows 95/98/ME, winipcfg/all
return the host name.

hostid The hostid generated by the Get Host ID command.
KRS requires the host ID in order to provision the server system

with valid licenses.

port TCP/IP port number to use.

A valid number is any used port number between 0 and 64000.
If you do not specify a TCP/IP port number, one of the default

ports in the range of 27000 to 27009 is used.
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