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Abstract

This Technical Brief provides a brief summary for authenticating non-EAPOL MAC clients for all
supported releases of the Nortel Ethernet Switch (ES) 470, Ethernet Routing Switch (ERS) 2500,
4500, 5500 and 8300. This document replaces the previously released document titled
“Technical Brief for RADIUS Authentication for non-EAPOL MAC Clients”.

Conventions

This section describes the text, image, and command conventions used in this document.

Symbols

é Tip — Highlights a configuration or technical tip.

@ Note — Highlights important information to the reader.

@ Warning — Highlights important information about an action that may result in equipment
> damage, configuration or data loss.

Text
Bold text indicates emphasis.
Italic text in a Courier New font indicates text the user must enter or select in a menu item, button

or command:

ERS5520-48T# show running-config

Output examples from Nortel devices are displayed in a Lucida Console font:
ERS5520-48T# show running-config

I Embedded ASCI11 Configuration Generator Script
I Model = Ethernet Routing Switch 5520-24T-PWR
I Software version = v5.0.0.011

enable

configure terminal
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1. Overview: Non-EAP-MAC (NEAP)
1.1 MAC Authentication

If a port is configured for Multiple Host Multiple Authentication (MHMA), by default only multiple
EAP Supplicants are allowed on this port. All traffic from non-EAP MAC addresses will be
discarded. To allow non-EAP MAC (NEAP) addresses on a port, the Switch non-eap-mac (NEAP)
feature must be enabled. The NEAP MAC address or addresses can be statically configured on
the switch. If a NEAP MAC connects to the switch, its MAC address will be checked against the
NEAP table and if present, the port will forward traffic for this particular MAC address.

As an alternative to configuring the NEAP MAC statically on the switch, the NEAP MAC can be
authenticated via RADIUS. Upon detecting a NEAP MAC, the switch will first check to see if the
NEAP MAC is located in the NEAP table. If not, and if the Radius authentication of non-eap
clients is enabled, the switch will forward an Access-Request to the Radius server. The Access-
Request will contain the non-EAP MAC address as the user name and one or any combination of
IP address, MAC address, and/or port number for the password.

The number of EAP and non-EAP addresses is configurable.

@ EAP Guest VLAN cannot be enabled with NEAP.

1.2 Enhanced MHMA Feature: Non-EAP Nortel IP Phone
Client

This feature allows a Nortel IP Phone and an EAP Supplicant to co-exist on an EAP enabled port.
The IP Phone is not required to use EAP and instead is authenticated by the switch using a
DHCP Signature from the Nortel IP Phone while the PC, if connected on the same interface, is
authenticated by EAP. At this time, only Nortel IP Phones sets are supported with this feature.

authentication is required on the phone, do not enable this feature. Do not enable any

@ Do not enable EAP Guest VLAN. Do no enable EAP on the IP Phone. If EAP
other non-eap feature on the same port.
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1.3 EAP Support on Nortel Switches

Table 1 shown below displays the various EAP features supported on the Nortel switches used

for this technical brief.

Table 1: EAP Support on Nortel Switches

Authentication Feature Switch
Ethernet Ethernet Ethernet Ethernet Ethernet
Switch 470 Routing Routing Routing Routing
Switch 2500 | Switch 4500 | Switch 5500 | Switch 8300
Local MAC Security Yes Yes Yes Yes Yes
Non EAP (Centralized MAC) Yes Yes Yes Yes Yes
Security
*Guest VLAN Yes Yes Yes Yes Yes
Single Host Single Yes Yes Yes Yes Yes
Authentication (SHSA) —
802.1x
Multiple Host Single Yes Yes Yes Yes Yes
Authentication (MHSA) —
802.1x
Multiple Host Multiple Yes (3.7) Yes Yes Yes Yes
Authentication (MHMA) —
802.1x
SHSA with Guest VLAN Yes Yes Yes Yes Yes
*MHSA with Guest VLAN Yes Yes Yes Yes Future
*MHMA with Guest VLAN Yes Yes Yes Yes Yes
EAP with Dynamic RADIUS Yes, with Yes, with Yes, with Yes, with Yes, with
VLAN Assignment SHSA SHSA and SHSA and SHSA and SHSA
MHMA MHMA MHMA!

Non-EAP Phone No No Yes Yes No
Policy Support No No No Yes No
Tagged/Untagged
Per VLAN Egress Tagging Yes Yes Yes Yes Yes
Tagged and untagged per port Yes Yes Yes Yes Yes
Tagging with EAP Yes Yes Yes Yes **Yes

* Please note that a device is only put into the Guest VLAN providing another user has
not already passed EAP authentication. For example, on a switch port configured for

®

MHMA with Guest VLAN, once an EAP supplicant has passed EAP authentication, any
existing client or any new client that either fails EAP or does not support EAP will be

removed from the Guest VLAN. You cannot enable Guest VLAN and non-EAP on the

same port.

'Requires software release 5.1. Not supported for NEAP (centralized MAC authentication)
**The Ethernet Routing Switch 8300 supports tagging with 802.1x in software release 2.2.2.0. Please see
software release notes. Tagging with EAP is not supported in release 2.3, but is reintroduced in release

2.3.1.
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2. Base Scenario

This configuration covers configuration examples only pertaining to authentication via a RADIUS
server for non-EAPOL MAC and non-EAP IP Phone clients only.

2.1 Assumptions

It is assumed that general knowledge of EAPOL and basic VLAN configuration on Nortel switches
is understood.

2.2 Non-EAP Configuration

The following command is used to define what the MAC user’s password string will consist of:

e 5530g(config)#eapol multihost non-eap-pwd-fmt ?
ip-addr
mac-addr
port-number

The non-EAPOL password attribute on the RADIUS server can be a combination of the MAC
address, Switch IP, Unit and Port number. You can select one of the single items shown above or
a combination. For example, if you wish to configure non-EAP authentication with MAC address
and unit/port-number, enter the following command:

e 5530g(config)#eapol multihost non-eap-pwd-fmt mac-addr port-number

The default setting for the non-EAP password string is IpAddr.MACAddr.PortNumber. If

@ you do not wish to use this format, remove the default setting using the command ‘no
eapol multihost non-eap-pwd-fmt’. Thereafter, enter the non-EAP password format of
your liking.

2.2.1 RADIUS Server User Account Setup

When setting up a non-EAPOL user account on the RADIUS server, the user name is always the
clients MAC address while the user’s password string can include up to three parts (IP Address of
switch, MAC address, Unit/Port).

e Username: Non-EAPOL MAC Address in a string format, i.e. 0002a5e90028

e Password: A combination of the MAC address, Switch IP, Unit and Port to generate a
string

The password string can be configured to include any of the three parts or none. For example,
assuming the ERS55xx switch has a management IP address of 10.1.1.10, the non-EAPOL client
has a MAC address of 00:02:a5:€9:00:28 and the client is connected on a switch stack via unit 3
port 25, the non-EAPOL RADIUS password can consist of the following:

RADIUS Password String Type

. No IP, MAC or unit/port included
.0002a5e90028. Just MAC included
010001001010.. Just IP included

010001001010. 0002a5€90028 IP and MAC included
010001001010. 0002a5€90028.0325 IP, MAC, and unit/port included

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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e If only MAC address is used, a period must be inserted before and after the
MAC address

¢ If only the switch IP address is used, 2 periods must be inserted after the IP
@ address.

e If you plan to use unit/port number, on a standalone switch the unit number is
always expressed at ‘00’. For example, if the non-EAPOL client is connected to
port 25 on a standalone switch, this will be expressed as ‘0025'.
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3. Non-EAP Configuration

3.1 Non-EAP Configuration Example: MAC Only Using
ERS4500

ERZ4550T-1-PWR
Mgmt IP = 10.1.1.10

Iﬂ* Fni@i Core Metwark

FC .
0002 A5 ES00:28 s
|~ DHCP & RADIUS
| Server

10.55.58.10

Assuming we wish to provide RADIUS authentication using the non-EAP clients MAC addresses
password via port 9 of ERS4550T-1-PWR, please follow the following configuration steps.

Via the RADIUIS server, the user name is entered as ‘0002a5e90028’ while the

@ password is entered as ‘.0002a5e90028.’. Please note that the user name is simply the
clients MAC address while the password is the clients MAC address with a period
added before and after the MAC address.

Via the RADIUS server profile for the non-EAP clients, the authentication method must
be configured as ‘PAP’.

3.1.1 ERS4550T-1-PWR Configuration
3.1.1.1 Configure RADIUS Server

ERS4550T-1-PWR Step 1 — 1. Enable RADIUS Sever assuming the shared key is “nortel”

4550T-1-PWR (config) #radius-server host 10.55.58.10 key

Enter key: nortel
Confirm key: nortel

3.1.1.2 Enable EAP at Interface Level

ERS4550T-1-PWR Step 1 — Enable EAP on port 9

4550T-1-PWR (config) #interface fastEthernet 9

4550T-1-PWR (config-if) #eapol status auto

4550T-1-PWR (config-if)#eapol multihost allow-non-eap-enable
4550T-1-PWR (config-if)# eap multihost non-eap-mac-max 1
4550T-1-PWR (config-if) #eapol multihost radius-non-eap-enable
4550T-1-PWR (config-if) #eapol multihost enable

4550T-1-PWR (config-if) #exit
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3.1.1.3 Enable EAP Globally

ERS4550T-1-PWR Step 1 — Enable EAP globally

4550T-1-PWR (config) #eapol multihost allow-non-eap-enable
4550T-1-PWR (config) #eapol multihost radius-non-eap-enable
4550T-1-PWR (config)#no eapol multihost non-eap-pwd-fmt
4550T-1-PWR (config) #eapol multihost non-eap-pwd-fmt mac-addr

4550T-1-PWR (config) #eapol enable

Please note that by default the non-EAP password format is
@ IpAddr.MACAddr.PortNumber. Hence, the reason we enter the command ‘no eapol
multihost non-eap-pwd-fmt’ to remove the default setting.

3.2 Verify Operations

3.2.1 ERS4550T-1-PWR
3.2.1.1 Verify the non-EAP Global Configuration

Step 1 — Verify the non-EAP configuration using the following command:

4550T-1-PWR#show eapol multihost

Result:

Allow Non-EAPOL Clients: Enabled

Use RADIUS To Authenticate Non-EAPOL Clients: Enabled

Allow Non-EAPOL Clients After Single Auth (MHSA): Disabled
Allow Non-EAPOL VoIP Phone Clients: Disabled

EAPOL Request Packet Generation Mode: Multicast

Allow Use of RADIUS Assigned VLANs: Enabled

EAPOL Reauthentication Security Mode: Fail on RADIUS Timeout
Non-EAPOL RADIUS Password Attribute Format: .MACAddr.

Via ERS4550T-1-PWR, verify the following information:

Option Verify

Allow Non-EAPOL Verify that non-EAPOL clients are Enabled globally.

Clients:

Use RADIUS To Verify that non-EAPOL RADIUS authentication is Enabled globally.

Authenticate Non-
EAPOL Clients:

Non-EAPOL RADIUS Verify the non-EAP RADIUS password attribute format is configured as
Password Attribute .MACAddr.
Format:
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3.2.1.2 Verify the non-EAP Interface Configuration

Step 1 — Verify the non-EAP configuration for port 9 used in this configuration example:

4550T-1-PWR#show eapol multihost interface 9

Result:

Port: 9
MultiHost Status: Enabled
Max Eap Clients: 1
Allow Non-EAP Clients: Enabled
Max Non-EAP Client MACs: 1
Use RADIUS To Auth Non-EAP MACs: Enabled
Allow Auto Non-EAP MHSA: Disabled
Allow Non-EAP Phones: Disabled
RADIUS Reqg Pkt Send Mode: Multicast
Allow RADIUS VLANs: Disabled
RADIUS Timeout Mode: Fail

Via ERS4550T-1-PWR, verify the following information for port 9:

Option Verify

MultiHost Status: Verify that MultiHost status is Enabled on port 9

Max Non-EAP Client Verify that non-EAPOL maximum client setting is 1 as this is the setting
MACs: used for this configuration example

Use RADIUS To Auth | Verify that non-EAP use RADIUS to authenticate MAC's is Enabled on
Non-EAP MACs: port 9

3.2.1.3 Verify Non-EAPOL Client

Assuming the non-EAP client has successfully authenticated via RADIUS, use the following
command for verification.

Step 1 — Verify the non-EAP client status using the following command:

4550T-1-PWR#show eapol multihost non-eap-mac status 9

Result:

Port Client MAC Address State

9 00:02:A5:E9:00:28 Authenticated By RADIUS

Via ERS4550T-1-PWR, verify the following information:

Option Verify

Client MAC: If the non-EAP client has successfully been authenticated using
RADIUS, its MAC address will be displayed.

State: If the non-EAP client has successfully been authenticated using
RADIUS, the state Authenticated By RADIUS will be displayed.
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3.3 Non-EAP Configuration Example: MAC, IP, and Port
Using ERS2500

ERSZ526T-1-PWR
hgmt IF = 10.83.2.5

| Forts 119 i—;ﬁ.\ Core Metwark
~,

Printar . .
00:00: 74:0a: 1e:01 |~ DHCP & RADIUS
] Server
172.30.30.50

Assuming we wish to provide RADIUS authentication using the non-EAP clients MAC addresses
via port 1/9 of the ERS2526T-1-PWR stack. In this example, we will assume the NEAP client will
not be mobile, i.e. a printer, such that it has a static IP address and is permanently connected to
port 1/9. This will allow us to use a NEAP password consisting of the client MAC address, IP
address, and switch port number.

Via the RADIUIS server, for this example, the user name is entered as ‘0000740alc01’
while the password is entered as ‘010083002005.0000740a1c01.0109'. Please note

@ that the user name is simply the clients MAC address while the password is the clients
IP address, MAC address, and switch port number with a period added after the IP
address, the MAC address, and port number.

Via the RADIUS server profile for the non-EAP clients, the authentication method must
be configured as ‘PAP’.

3.3.1 ERS2526T-1-PWR Configuration
3.3.1.1 Configure RADIUS Server

ERS2526T-1-PWR Step 1 — 1. Enable RADIUS Sever assuming the shared key is “nortel”

2526T-1-PWR (config) #radius-server host 172.30.30.50 key

Enter key: nortel
Confirm key: nortel

3.3.1.2 Enable EAP at Interface Level

ERS2526T-1-PWR Step 1 — Enable EAP on port 1/9

2526T-1-PWR (config) #interface fastEthernet 1/9

2526T-1-PWR (config-if) #eapol status auto

2526T-1-PWR (config-if) #eapol multihost allow-non-eap-enable
2526T-1-PWR (config-if) # eap multihost non-eap-mac-max 1
2526T-1-PWR (config-if) #eapol multihost radius-non-eap-enable
2526T-1-PWR(config-if) #eapol multihost enable

2526T-1-PWR (config-if) #exit
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3.3.1.3 Enable EAP Globally

ERS2526T-1-PWR Step 1 — Enable EAP globally

2526T-1-PWR (config) #eapol multihost allow-non-eap-enable
2526T-1-PWR (config) #eapol multihost radius-non-eap-enable

2526T-1-PWR (config) #eapol enable

Please note that by default the non-EAP password format is

@ IpAddr.MACAddr.PortNumber. Hence, we did not have to enter the CLI command ‘eap
multihost non-eap-pwd-fmt ip-addr mac-addr port-number’. You can check the setting by
using the CLI command ‘show eapol multihost’.

3.4 Verify Operations

3.4.1 ERS2526T-1-PWR
3.4.1.1 Verify the non-EAP Global Configuration

Step 1 — Verify the non-EAP configuration using the following command:

2526T-1-PWR#show eapol multihost

Result:

Allow Non-EAPOL Clients: Enabled

Use RADIUS To Authenticate Non-EAPOL Clients: Enabled

Allow Non-EAPOL Clients After Single Auth (MHSA): Disabled

Allow Use of RADIUS Assigned VLANs: Disabled

Non-EAPOL RADIUS Password Attribute Format: IpAddr.MACAddr.PortNumber

Via ERS2526T-1-PWR, verify the following information:

Option Verify

Allow Non-EAPOL Verify that non-EAPOL clients are Enabled globally.

Clients:

Use RADIUS To Verify that non-EAPOL RADIUS authentication is Enabled globally.

Authenticate Non-
EAPOL Clients:

Non-EAPOL RADIUS | Verify the non-EAP RADIUS password attribute format is configured as
Password Attribute IpAddr.MACAddr.PortNumber.
Format:

3.4.1.2 Verify the non-EAP Interface Configuration

Step 1 — Verify the non-EAP configuration for port 1/9 used in this configuration example:

2526T-1-PWR#show eapol multihost interface 1/9
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Result:

Unit/Port: 1/9
MultiHost Status: Enabled
Max Eap Clients: 1
Allow Non-EAP Clients: Enabled
Max Non-EAP Client MACs: 1
Use RADIUS To Auth Non-EAP MACs: Enabled
Allow Auto Non-EAP MHSA: Disabled
Allow RADIUS VLANg: Disabled

Via ERS2526T-1-PWR, verify the following information for port 9:

Option Verify

MultiHost Status: Verify that MultiHost status is Enabled on port 1/9

Max Non-EAP Client Verify that non-EAPOL maximum client setting is 1 as this is the setting
MACs: used for this configuration example

Use RADIUS To Auth | Verify that non-EAP use RADIUS to authenticate MAC's is Enabled on
Non-EAP MACs: port 1/9

3.4.1.3 Verify non-EAPOL Client

Assuming the non-EAP client has successfully authenticated via RADIUS, use the following
command for verification.

Step 1 — Verify the non-EAP client status using the following command:

2526T-1-PWR#show eapol multihost non-eap-mac status 1/9

Result:

Port Client MAC Address State

1/9 00:00:74:0A:1C:01 Authenticated By RADIUS

Via ERS2526T-1-PWR, verify the following information:

Option Verify

Client MAC: If the non-EAP client has successfully been authenticated using
RADIUS, its MAC address will be displayed.

State: If the non-EAP client has successfully been authenticated using
RADIUS, the state Authenticated By RADIUS will be displayed.
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3.5 Non-EAP Configuration Example with User Based
Policy: MAC Only with Policy Using ERS5500

CSE1000 (S1)
Mortel IP Phones
= S ERS5520
Supplicants ' b ;
\;'ﬂ i Mgmt IP = 10.1.25.5 /1 0.30.30.20 CSE1000 (S2)
/
Tagged 'l.-'!..l'l..'ﬂ
35,220
Parls 4 11 '\ _ 10.30.31.20

o

b5
tk Drata VLAN = 25 (10,1 25.0/24)
;! Voice VLAN = 220 (10.1.81.0/24) 1?2 030,20
17.2.30.30.50
DHCP Server

RADIUS Sarver

For this example, we will demonstrate how to configure the Ethernet Routing Switch 5500 to allow
for non-EAP (NEAP) authentication via RADIUS for the IP Phones. We will also demonstrate
using user based policies to apply QoS for the IP Phones. Hence, instead of configuring filters on
the switch to apply QoS for the voice traffic, we can use a policy triggered by EAP to apply QoS
to the voice VLAN.

The Ethernet Routing Switch 5500 can be configured to accept both EAP and non-EAP (NEAP)
on the same port. In regards to non-EAP, the switch can be configured to accept a password
format using any combination of IP address and MAC address with or without port number. By
default, the password format is set for IP address, MAC address, and port number.

To apply QoS for the IP Phone sets, you can configure the QoS filters on the switch, use ADAC,
or use user based policies (UBP) and trigger the policy via RADIUS authentication. As stated
above, we will use UBP for this configuration example. Once the user based policies has been
configured on a switch, the RADIUS server can reference the policy by using the name given to
the UBP policy. User based policies (UBP) can be used with EAP and/or NEAP.

Overall, we will configured the following

e Enable Centralized MAC for IP Phone set on port 3 of ERS5520 using the non-EAP
password format of MAC address only — the will allow the IP Phone to be connected
anywhere in the network

e Configure a user based policy (UBP) for non-EAP IP Phones named voice that will
remark both the DSCP and p-bit values to a CoS value of Premium only for tagged Voice
VLAN 220

o Configure the Ethernet Routing Switch 5520 and RADIUS server with shared key set to
nortel

e Configure the RADIUS server NEAP policy using Nortel specific option 562 with vendor-
assigned attribute number 110 and set the string value to UROLvoice. Please see note
below.

Please note that when setting up the RADIUS server policy for the NEAP group, the

@ string always starts with UROL. In our example, we configured the ERS5520 with a user
based policy named voice. Hence the string value configured on the RADIUS server
must be set to UROLvoice.
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feature and use ADAC to configure the QoS portion for the IP Phone. Please see the
next configuration example.

@ If you do not wish to use EAP to authenticate the phone, enable the non-eap phone

@ You cannot use the EAP radius-assigned VLAN option with NEAP.

3.5.1 Configuration
3.5.1.1 Goto Configuration Mode

ERS5520-1 Step 1 - Enter configuration mode

5520-24T-1>enable

5520-24T-1#tconfigure terminal

3.5.1.2 Create VLAN’s

ERS5520-1 Step 1 — Remove port members from the default VLAN, create VLAN 25 and 220

5520-24T-1(config) #vlan members remove 1 ALL
5520-24T-1(config) #vlan create 25 name data type port

5520-24T-1(config) #vlan create 220 name voice type port

3.5.1.3 Enable VLAN Tagging

ERS5520-1 Step 1 — Enable VLAN tagging on all appropriate ports

5520-24T-1(config) #vlan port 24 tagging tagall
5520-24T-1(config)#vlan port 3-11 tagging untagpvidOnly

3.5.1.4 Add VLAN Port Members and Default VLAN ID

ERS5520-1 Step 1 — Enable VLAN tagging on all appropriate ports

5520-24T-1(config) #vlan members add 25 3-11,24
5520-24T-1(config) #vlan members add 220 3-11,24
5520-24T-1(config) #vlan port 3-11 pvid 25
5520-24T-1(config) #vlan mgmt 25

3.5.1.5 Configure Management IP Address on Switch

ERS5520-1 Step 1 — Set the IP address of the switch

5520-24T-1(config) #ip address 10.1.25.5 netmask 255.255.255.0
5520-24T-1(config) #ip default-gateway 10.1.25.1
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3.5.1.6 Configure RADIUS Server

ERS5520-1 Step 1 — Add RADIUS server using key ‘nortel’

5520-24T-1(config) #radius-server host 172.30.30.50 key

Enter key: #*****%
Confirm key: **#***%*

3.5.1.7 Enable EAP Globally

ERS5520-1 Step 1 — Enable non-EAP (NEAP)

5520-24T-1(config) #eapol multihost allow-non-eap-enable

ERS5520-1 Step 2 — Enable multihost RADIUS authentication for NEAP

5520-24T-1 (config) #eapol multihost radius-non-eap-enable

ERS5520-1 Step 3 — Remove the default NEAP password format of
IpAddr.MACAddr.PortNumber

5520-24T-1(config) #no eapol multihost non-eap-pwd-fmt

ERS5520-1 Step 4 — Enable NEAP password format of MAC address only

5520-24T-1 (config) #eapol multihost non-eap-pwd-fmt mac-addr

ERS5520-1 Step 5 — Enable EAP user-based Policies

5520-24T-1 (config) #eapol user-based-policies enable

ERS5520-1 Step 6 — Enable EAP multihost NEAP policies

5520-24T-1(config)# eapol multihost non-eap-user-based-policies enable

ERS5520-1 Step 6 — Enable EAP globally

5520-24T-1(config) #eapol enable

3.5.1.8 Enable EAP at Interface Level

ERS5520-1 Step 1 — Enable EAP on port 3 with NEAP, set the maximum allowable EAP and
NEAP client to 1, enable EAP multihost and enable RADIUS NEAP

5520-24T-1(config) #interface fastEthernet 3
5520-24T-1(config-if) #eapol status auto
5520-24T-1(config-if) #eapol multihost allow-non-eap-enable
5520-24T-1(config-if) #eapol multihost eap-mac-max 1
5520-24T-1(config-if) #eapol multihost non-eap-mac-max 1
5520-24T-1(config-if) #eapol multihost radius-non-eap-enable

5520-24T-1(config-if) #eapol multihost enable
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5520-24T-1(config-if) #exit

3.5.1.9 Configure Policy

ERS5520-1 Step 1 — Configure a policy using the name ‘voice’ to filter on tagged VLAN 220
and remark DSCP and p-bit to Premium CoS. We will set the eval-order to 5 in case you
wish to add additional filters in the future with a higher preference

5520-24T-1(config) #gos ubp classifier name voice vlan-min 220 vlan-max 220
vlan-tag tagged ethertype 0x0800 update-dscp 46 update-lp 6 eval-order 5

ERS5520-1 Step 2 — Set the default action to pass all other traffic

5520-24T-1(config) #gos ubp set name voice drop-nm-action enable

ERS5520-1 Step 3 — Enable ubp

5520-24T-1(config) #fgos agent ubp high-security-local

3.5.2 Verify Operations
3.5.2.1 Verify EAP Global and Port Configuration

Step 1 — Verify that EAP has been enabled globally and the correct port members:

5520-24T-1# show eapol port 3

Result:

EAPOL Administrative State: Enabled
EAPOL User Based Policies: Enabled
EAPOL User Based Policies Filter On MAC Addresses: Disabled
Admin Admin Oper ReAuth ReAuth Quiet Xmit Supplic Server Max
Port Status Auth Dir Dir Enable Period Period Period Timeout Timeout Req

3 Auto No Both Both No 3600 60 30 30 30 2

On the ERS5520 verify the following information:

Option Verify

EAPOL Administrative | Verify that the EAPOL is Enabled globally.
State

EAPOL User Based Verify that EAPOL policies are Enabled globally.
Policies

Admin Status Verify that the EAP is enabled on port 3 by verifying that the Admin
Status is set to Auto.

Auth The value will be No even if the IP Phone has successfully
authenticated. Only if there a Supplicant attached to the IP Phone and it
has successfully authenticated will this value change to Yes.
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3.5.2.2 Verify EAP Multihost Configuration

Step 1 — Verify that EAP multihost has been globally configured correctly:

5520-24T-1#show eapol multihost

Result:

Allow Non-EAPOL Clients: Enabled

Use RADIUS To Authenticate Non-EAPOL Clients: Enabled

Allow Non-EAPOL Clients After Single Auth (MHSA): Disabled
Allow Non-EAPOL VoIP Phone Clients: Disabled

EAPOL Request Packet Generation Mode: Multicast

Allow Use of RADIUS Assigned VLANs: Disabled

Non-EAPOL RADIUS Password Attribute Format: .MACAddr.

Non-EAPOL User Based Policies: Enabled

Non-EAPOL User Based Policies Filter On MAC Addresses: Disabled

On the ERS5520 verify the following information:

Option Verify

Allow Non-EAPOL
Clients:

Verify that the non-EAPOL (NEAP) is Enabled globally.

Use RADIUS To
Authenticate Non-
EAPOL Clients:

Verify the use RADUIS to authenticate non-EAPOL option is Enabled
globally.

Non-EAPOL RADIUS

Verify that the non-EAP password format is set for .MACAddr..

Password Attribute
Format:

Non-EAPOL User
Based Policies:

Verify that the non-EAPOL user based policies is Enabled

3.5.2.3 Verify EAP Multihost Status

Step 1 — Assuming the IP Phone via port 3 has successfully authenticated via EAP, use the
following command to view the EAP status:

5520-24T-1# show eapol multihost non-eap-mac status

Result:

Port Client MAC Address State

3 00:0A:E4:09:72:E7 Authenticated By RADIUS

On the ERS5520 verify the following information:

Option Verify

Port Verify the port number is correct, should be 3 for this example.

Client MAC Address If the IP phone has successfully authenticated via NEAP, its MAC

address should be shown. For this example, the MAC
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00:0A:E4:09:72:E7 will be displayed.

State Verify that Authenticated By RADIUS is displayed

3.5.2.4 Verify EAP Policy

Step 1 — Assuming the IP Phone via port 3 has successfully authenticated via EAP, use the
following command to view the UBP Policy:

5520-24T-1# show gos ubp classifier

Result:

Id: 1

Name: voice

Block:

Eval Order: 5

Address Type: IPv4

Destination Addr/Mask: Ignore

Source Addr/Mask: Ignore

DSCP: Ignore

IPv4 Protocol / IPv6 Next Header: Ignore
Destination L4 Port Min: Ignore
Destination L4 Port Max: Ignore
Source L4 Port Min: Ignore

Source L4 Port Max: Ignore

IPv6e Flow Id: Ignore

Destination MAC Addr: Ignore
Destination MAC Mask: Ignore

Source MAC Addr: Ignore

Source MAC Mask: Ignore

VLAN: 220

VLAN Tag: Tagged

EtherType: 0x0800

802.1p Priority: All

Action Drop: No

Action Update DSCP: 0x2E

Action Update 802.1lp Priority: Priority 6
Action Set Drop Precedence: Low Drop
Storage Type: NonVolatile

On the ERS5520 verify the following information:

Option Verify

Name: Verify the port number is correct, should be voice for this example.

Eval Order: Verify the port number is correct, should be 5 for this example.

Address Type: Verify the Address Type is correct, should be IPv4 for this example.

VLAN: Verify VLAN is correct, should be 220 for this example.

EtherType: Verify the EtherType is correct, should be 0x0800 representing IP for
this example.

Action Update DSCP: | Verify tlhe DSCP value is correct, should be 0x2e (decimal 46) for this
example.
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Action Update 802.1p | Verify the p-bit value is correct, should be 6 for this example.
Priority:

3.5.2.5 Verify EAP Policy upon the NEAP Client Successfully Authenticating

Step 1 — Assuming the IP Phone via port 3 has successfully authenticated via EAP, use the
following command to view the UBP Policy:

5520-24T-1# show gos ubp interface

Result:

Id Unit Port Filter Set Name

55001 1 3 voice

On the ERS5520 verify the following information:

Option Verify

Port Verify the port number is correct, should be 3 for this example.

Filter Set Name If the IP phone has successfully authenticated via NEAP, and if the
RADIUS server has been configured correctly, the policy named voice
will be displayed.

3.5.2.6 View EAP Policy Statistics

Step 1 — You can view the statistics by using the UBP reference and port number using the
following command. Please note that the reference number for each port will be different.

5520-24T-1# show gos statistics 55001 port 3

Result:

Id: 55001
Policy Name: UntrustedClfrs2

Classifier Unit/Port In-Profile
Name Packets
1/3 22547378

3.5.3 RADIUS Server — Policy Setup

Step 1 — Assuming the RADIUS server is a Windows 2003 server, via the IAS Remote Access
Policies go to your NEAP policy Advanced settings. The Vendor-Specific attribute should be
setup as follows.

e Vendor Code : Nortel ; Nortel Specific Option 562
e Vendor-assigned attribute

o Attribute number : 110

o Attribute formate : String

o Attribute value : UROLvoice

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.

External Distribution 20



Authentication for non-EAPOL MAC Clients

for ES & ERS Technical Brief v2.0 NN48500-552
Result:
Edit Dial-in Profile el B
Digkin Constraints | IP | Multlink |
futhentication | Encivption &dvanced
Specify addiional connection attributes to be retuined ta the Remate
Access server
Attributes:
MName | Wendar | Walue
Yendor-5pecific RalDIUs Standard - UROLvoice
4] | 2
agd. | Edi.
Ok Caricel Apply
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3.6 Non-EAP for IP Phone Configuration Example:
Using ADAC LLDP Detection for QOS and NEAP
using ERS4500

CSE1000 (S51)
Mastel IP Phones
EAP Disablad
HE ERS4526GTX

supplicants 1 e 1 :

% Mgmt IP = 10.1,255 /10303020 £sE1000 (S2)

S /
F
p Port 24 =B
Tagoad VLAN
25, 20

m‘% Poets 3t 11 — 10.30.31.20
A . '
, ) - Data VLAM = 25 [10.1.25.0/24)
i Wolca VLAN = 220 (10.1.81.0/24) 172.90.90.90
172.30.30.50
OHCP Server

RADIUS Server

In the 5.1 software release for the ERS4500 and ERS5500, non-EAP support for Nortel IP
phones was introduced. This feature allows a Nortel IP Phone and an EAP Supplicant to co-exist
on an EAP enabled port. The IP Phone will not require authentication while the device attached to
the IP phone will have to be authenticated via EAP.

For this configuration example, we wish to accomplish the following:

e Configure ERS4526GTX with a data VLAN 25 and voice VLAN 220

e Configure the Ethernet Routing Switch with EAP multihost using options non-EAP phone
on port 3to 11
o This will in fact allow NEAP support for the Nortel IP Phone sets
o Please note that DHCP must be enabled on the Nortel IP Phones for non-EAP-phone

to work

e Configure ERS4526GTX and RADIUS server with shared key set to ‘nortel’

e Limit the number of EAP Supplicant to only 1

e Configure ports 3to 11 on the ERS4526GTX to untag the data VLAN 25 and use ADAC
with LLDP detection for the Nortel IP Phone set

e The Nortel IP Phones will need to be setup with LLDP-MED and for DHCP

Please note the non-EAP support for IP phones is only supported on Nortel IP Phones
@ and requires that DHCP be enabled. The IP phone is authenticated based on the DHCP
signature. Do not enable EAP on the phone. Also, do not enable Guest-VLAN.

3.6.1.1 Go to Configuration Mode

ERS4526GTX-1 Step 1 - Enter configuration mode

4526GTX-1>enable

4526GTX-1#configure terminal

3.6.1.2 Create Data VLAN

ERS4526GTX-1 Step 1 — Remove port members from the default VLAN, create VLAN 25
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and 220

4526GTX-1 (config)#vlian members remove 1 ALL

4526GTX-1 (config) #vlan create 25 name data type port

3.6.1.3 Enable ADAC Globally

ERS4526GTX-1 Step 1 — Enable ADAC globally with port 24 as the uplink port and set the
mode to tagged frames

4526GTX-1 (config) #adac voice-vlan 220
4526GTX-1 (config) #adac op-mode tagged-frames
4526GTX-1 (config) #adac uplink-port 24

4526GTX-1 (config) #adac enable

3.6.1.4 Add VLAN Port Members to Data VLAN and Enable as the Management VLAN

ERS4526GTX-1 Step 1 — Enable VLAN tagging on all appropriate ports

4526GTX-1 (config) #vlan members add 25 3-11,24
4526GTX-1 (config) #vlan mgmt 25

3.6.1.5 Enable ADAC at Interface Level

ERS4526GTX-1 Step 1 — Enable ADAC on ports 3to 11

4526GTX-1 (config)#interface fastEthernet 3-11

4526GTX-1 (config-if) #no adac detection mac

4526GTX-1 (config-if) #adac tagged-frames-tagging untag-pvid-only
4526GTX-1 (config-if) #adac enable

4526GTX-1 (config-if) #exit

3.6.1.6 Configure RADIUS Server

ERS4526GTX-1 Step 1 — Add RADIUS server using key ‘nortel’

4526GTX-1 (config) #radius-server host 172.30.30.20 key

Enter key: #*****%
Confirm key: **#***%*

3.6.1.7 Enable EAP Globally

ERS4526GTX-1 Step 1 — Enable EAP non-EAP phone

4526GTX-1 (config) #eapol multihost non-eap-phone-enable

ERS4526GTX-1 Step 2 — Enable EAP

4526GTX-1 (config) #eapol enable
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3.6.1.8 Enable EAP at Interface Level

ERS4526GTX-1 Step 1 — Enable EAP on ports 3to 11 with non-eap-phone and use-radius-
assigned-vian enabled

4526GTX-1 (config)#interface fastEthernet 3-11

4526GTX-1 (config-if) #eapol multihost non-eap-phone-enable
4526GTX-1 (config-if) #eapol multihost eap-mac-max 1
4526GTX-1 (config-if) #eapol multihost enable

4526GTX-1 (config-if) #eapol status auto

4526GTX-1(config-if)#exit

3.6.1.9 Configure Management IP Address on Switch

ERS4526GTX-1 Step 1 — Set the IP address of the switch

4526GTX-1 (config) #ip address 10.1.25.5 netmask 255.255.255.0
4526GTX-1 (config) #ip default-gateway 10.1.25.1

3.6.2 Verify Operations

Assuming we have a Nortel IP phone with a Supplicant connected to port 8 and a Nortel IP
Phone connected to port 6 with the following characteristics:

e Port 6: 2004 with MAC address 00-0a-e4-09-72-e7
e Port8:
o 1120E with MAC address 00-13-65-fe-f1-cb
o Supplicant with MAC address 00:02:A5:E9:00:28
3.6.2.1 Verify EAP Global and Port Configuration

Step 1 — Verify that EAP has been enabled globally and the correct port members:

4526GTX-1# show eapol port 3-11

Result:

EAPOL Administrative State: Enabled
Admin Admin Oper ReAuth ReAuth Quiet Xmit Supplic Server Max
Port Status Auth Dir Dir Enable Period Period Period Timeout Timeout Req

3 Auto Yes Both Both No 3600 60 30 30 30 2
4 Auto No Both Both No 3600 60 30 30 30 2
5 Auto Yes Both Both No 3600 60 30 30 30 2
6 Auto No Both Both No 3600 60 30 30 30 2
7 Auto Yes Both Both No 3600 60 30 30 30 2
8 Auto Yes Both Both No 3600 60 30 30 30 2
9 Auto Yes Both Both No 3600 60 30 30 30 2
10 Auto No Both Both No 3600 60 30 30 30 2
11 Auto Yes Both Both No 3600 60 30 30 30 2

On the ERS4526GTX verify the following information:

Option Verify
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EAPOL Administrative | Verify that the EAPOL is Enabled globally.
State

Auth For any port that has a Supplicant which has successfully been
authenticated, the Auth state should be Yes

3.6.2.2 Verify EAP Multihost Configuration

Step 1 — Verify that EAP multihost has been globally configured correctly:

4526GTX-1#show eapol multihost

Result:

Allow Non-EAPOL Clients: Disabled

Use RADIUS To Authenticate Non-EAPOL Clients: Disabled

Allow Non-EAPOL Clients After Single Auth (MHSA): Disabled

Allow Non-EAPOL VoIP Phone Clients: Enabled

EAPOL Request Packet Generation Mode: Multicast

Allow Use of RADIUS Assigned VLANs: Disabled

EAPOL Reauthentication Security Mode: Fail on RADIUS Timeout
Non-EAPOL RADIUS Password Attribute Format: IpAddr.MACAddr.PortNumber

On the ERS4526GTX verify the following information:

Option Verify
Allow Non-EAPOL Verify the allow non-EAPOL VolP Phone Clients option is Enabled
VolIP Phone Clients globally.

3.6.2.3 Verify EAP Multihost Port Configuration

Step 1 — Verify that EAP mulltihost configuration:

4526GTX-1#show eapol multihost interface 3-11

Result, i.e. for port 3:

Port: 3
MultiHost Status: Enabled
Max Eap Clients: 1
Allow Non-EAP Clients: Disabled
Max Non-EAP Client MACs: 1
Use RADIUS To Auth Non-EAP MACs: Disabled
Allow Auto Non-EAP MHSA: Disabled
Allow Non-EAP Phones: Enabled
RADIUS Req Pkt Send Mode: Multicast
Allow RADIUS VLANs: Disabled
RADIUS Timeout Mode: Fail

On the ERS4526GTX verify the following information:

Option Verify
MultiHost Status Verify that the MultiHost status is Enabled on port 3 to 11.
Max Eap Client Verify that the maximum EAP client is set to 1. If not, check your
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configuration

Max Non-EAP Client
MACs

Verify that the maximum non-EAP client is set to 1. If not, check your
configuration

Allow Non-EAP
Phones

Verify that Allow Non-EAP Phone is set to Enabled. If not, check your
configuration

3.6.2.4 Verify EAP Multihost Status

Step 1 — Assuming the Supplicant via port 8 has successfully authenticated via EAP, use the
following command to view the EAP status:

4526GTX-1#show eapol multihost status

Result:

Port Client MAC Address Pae State Backend Auth State

8 00:02:A5:E9:00:28 Authenticated Idle

unit 0 port 6 mac 00-0a-e4-09-72-e7
unit 0 port 8 mac 00-13-65-fe-fl-cb

On the ERS4526GTX verify the following information:

Option

Verify

Client MAC Address

Verify the actual Supplicant MAC. For this example, this should be
00:02:A5:E9:00:28 on port 8.

Pae State

Verify the actual Supplicant Pae State. If the Supplicant has
successfully authenticated, the Pae State should be displayed as
Authenticated

Neap Phones

Verify the actual MAC for the Nortel IP Phone sets. For this example,
this should be 00-0a-e4-09-72-e7 on port 6 and 00-13-65-fe-f1-cb on
port 8
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4. Software Baseline

The configuration examples in this technical brief are based on software release 5.1 for the ERS
5500and ERS4500, release 3.7 for the ES470, and release 4.1.1 for the ERS2500.
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Contact us

If you purchased a service contract for your Nortel product from a distributor or authorized
reseller, contact the technical support staff for that distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact Nortel Technical Support. To obtain
contact information online, go to www.nortel.com/contactus.

From the Technical Support page, you can open a Customer Service Request online or find the
telephone number for the nearest Technical Solutions Center. If you are not connected to the
Internet, call 1-800-4NORTEL (1-800-466-7835) to learn the telephone number for the nearest
Technical Solutions Center.

An Express Routing Code (ERC) is available for many Nortel products and services. When you
use an ERC, your call is routed to a technical support person who specializes in supporting that
product or service. To locate an ERC for your product or service, go to www.nortel.com/erc.
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