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Abstract:

This document provides an overview on how to configure Wired EAP-TLS computer and user
authentication on Nortel Ethernet Switches in a Microsoft environment. This document
demonstrates configuring the Microsoft Internet Authentication Service on a Windows 2003
server, the Microsoft Windows XP 802.1X supplicant and the Nortel Ethernet Switch. This
document does not address installing Certificate Services or managing Active Directory as this is
out of the scope of this document.
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Document Updates:

None.

Conventions:

This section describes the text, image, and command conventions used in this document.

Symbols:

é Tip — Highlights a configuration or technical tip.

@ Note — Highlights important information to the reader.

Caution — Highlights important information about an action that may result in equipment
damage, configuration or data loss.

Text:
Bold text indicates emphasis.
Italic text in a Courier New font indicates text the user must enter or select in a menu item, button

or command:

ERS5520-48T# show running-config

Output examples from Nortel devices are displayed in a Lucida Console font:
ERS5520-48T# show running-config

I Embedded ASCI1 Configuration Generator Script
I Model = Ethernet Routing Switch 5520-24T-PWR
I Software version = v5.0.0.011

enable

configure terminal

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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1. Overview:

This document provides an overview on how to configure Wired EAP-TLS computer and user
authentication on Nortel Ethernet Switches in a Microsoft environment. This document
demonstrates configuring the Microsoft Internet Authentication Service on a Windows 2003
server, the Microsoft Windows XP 802.1X supplicant and the Nortel Ethernet Switch. This
document does not address installing Certificate Services or managing Active Directory as this is
out of the scope of this document.

1.1 What is Computer Authentication:

User authentication is a natural choice when considering identification to Wired or Wireless
infrastructure. However, in most cases Enterprises will also want to also implement computer (or
machine) authentication to ensure a complete solution.

There are a number of features in Windows that will only work correctly with an active network
connection. Leveraging 802.1X computer authentication ensures that this network connection is
established during the Windows boot sequence and prior to end users seeing the initial Windows
logon screen. The following table provides a list of some of the common Windows features that
require such a connection:

Feature Scenario Requiring Computer Authentication

Active Directory computer Group Policies Computer—based Group Policy is applied during
computer start up and at timed intervals — even
when no one is logged in to Windows.

Network logon scripts Network logon scripts are run during initial user
logon.
Systems management agents Systems management application agents such as

those that come with Microsoft Systems Management
Server (SMS) frequently need network access
without user intervention.

Remote Desktop Connection Computers are accessible from Windows Remote
Desktop Connection when no one is logged on to
Windows.

Shared folders Files and folders shared from a computer are still
available, even when no user is logged on to
Windows.

Table 1.1 — Scenarios Requiring Machine Authentication
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1.2 Windows XP Boot Process:

Unlike 802.1X user authentication which occurs after the end user has logged into Windows,
computer authentication occurs during the boot process before the end user is presented with the
Windows Logon screen:

1. When machine authentication is enabled, the computer will authenticate to the switch port
using its machine credentials as soon as an Ethernet link becomes active. If computer
authentication is successful the EAPOL Ethernet port status will change to Authorized and
the user placed in the appropriate VLAN which may be statically assigned or provided
dynamically from the authentication server.

2. When a user logs onto the computer, the user authentication will supersede the computer
authentication. The Ethernet switch will assign the user to the appropriate VLAN which may
be statically assigned or provided dynamically from the authentication server.

3. When a user logs off the computer, computer authentication will re-occur and the Ethernet
Switch will assign the computer to the appropriate VLAN which may be statically assigned or
provided dynamically from the authentication server.

Windows
Logon Prompt

Usger-ld: hosti@domain.com Authorized

User Logs On

Usger-ld: usen@domain.com Authorized

User Logs Off

. N
\5‘ \;—#“‘J

Usger-ld: hosti@domain.com Authorized

Figure 1.2.1 — Wired Machine Authentication Process
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1.3 Pre-Requisites:
This document makes the following assumptions in regards to the Windows 2003 server,
Windows XP workstation and Nortel Ethernet Switch:
1. A Windows 2003 Advanced or Enterprise Server is installed with the following:
a. Latest service pack and updates installed
b. Configured as an Active Directory Domain Controller.
i. One or more Active Directory User accounts have been created.

ii. A unique Group such as EAPOL Users has been created with User and
Computer accounts that will be performing EAP authentication and has
been added as members to the Group (see Appendix 6.1)

iii. The Remote Access Permission for each of the User and Computer
accounts performing EAP authentication are set to Allowed Access

(see Appendix 6.2).
c. Certificate Services is installed as an Enterprise Root CA.

d. Internet Authentication Service is installed.

e. |IP communication with the Nortel Ethernet Switch.
2. Windows XP Workstation with the following:

a. Latest service pack and updates installed.

b. s a member of the Windows Domain.

c. The Microsoft Wireless Zero Configuration service is running (see Appendix
6.4).

3. Nortel Ethernet Switch with the following:

a. One VLAN with a management IP address assigned.

11 v 148

Nortel Ethernet Switch Windows 2003 Advanced

: Server
IP: 192 168.1.10 P 192 166,15

1.4 Topology:

Windows XP Workstation

Figure 1.4.1 — Topology
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2. Internet Authentication Service:

For the Microsoft Internet Authentication Service (IAS) to be able to authenticate EAP-TLS
computers and users connected to a Nortel Ethernet switch the following configuration steps
need to be performed:
1. The Nortel Ethernet Switch that will be forwarding RADIUS authentication requests to IAS
will need to be defined as a RADIUS client.
2. A Remote Access Policy needs to be defined so that IAS knows how to authenticate the
users as well as which authentication protocols to support.

2.1 Add Radius Clients:

To add a Nortel Ethernet Switch as a RADIUS client to IAS:

1. Open the IAS snap-in by clicking Start, Programs, Administrative Tools then Internet
Authentication Service.

2. Inthe IAS snap-in, right click RADIUS Clients and then click New RADIUS Client.

*;# Internet Authentication Service i 101 x|

File  Ackion Miew Help

s om e 0B @

Internet Authentication Service {Local) Friendly Marme | Address | Protocol

=

R e e RADIUS Client There are noitems to show in this view,

E? Remaote A 2
-] Connectia iz

Wiew 3

Refresh
Expart Lisk. ..

Help

< | |

Mew Client
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3. Inthe Friendly name field specify the hostname of the Ethernet switch. In the Client
address (IP or DNS) field specify the management IP address of the Ethernet switch.
Click Next.

New RADIUS Client

tame and Address

Type a friendly name and either an IP Address or DMNS name for the client.

Eriendly name: ersh520-45t

Client addresz (IP or DMS):

192.162.1.10 Yerify... |

¢ Back I Mext » I Cancel |

4. Select the default Client-Vendor option RADIUS Standard. Specify and confirm a
Shared secret which will match the shared secret defined on the Ethernet switch (for
example Nortel). Click Next.

New RADIUS Client ] x|

Additional Information

If you are uzing remote access policies baged on the client vendor attribute. specify the
vendar of the RaDIUS client,

LClientVendor:

R&DIJS Standard j
Shared zecret: I
Canfirm shared secret; Imxﬁ

[ Request must contain the Message Authenticator attibute

¢ Back I Finish I Cancel
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5. The Nortel Ethernet switch has now been added to IAS as a RADIUS client.

:'_.==.F' Internet Authentication Service
File  Action  View  Help

5 | amXFE @

QB Internet Authentication Service {Local)
[#1-53 RADILIS Clients
EI{:l Remote Access Logaing
El% Remaote Access Policies
EI{:l Conneckion Request Processing

y il
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2.2 Create a Remote Access Policy:

To create a Remote Access Policy in IAS to authenticate computers and users using EAP-TLS:

1. Open the IAS snap-in by clicking Start, Programs, Administrative Tools then Internet
Authentication Service.

2. Inthe IAS snap-in right click Remote Access Policies and then click New Remote
Access Policy.

;'_.;P Internet Authentication Service

Eile  Action View Help
© = | &)[m| |2

§3 Internet duthentication Service (Local) Name | Order |
{7 RADILS Clients

EI{:l Remote Access Logaging

e - ericte Access Policipes

@’Cmnections to Microsoft Routing and Remote ... 1
kg’Connections to other access servers z

e 3
Wiew 3
Refresh

Expork List...

Help

!New Remote Access Policy

3. Click Next.

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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MNew Remote Access Policy Wizard

Welcome to the New Remote
Access Policy Wizard

Thig wizard helps vou et up a remate access policy,
which is a set of conditions that determine which
cohhection requests are granted access by this server.

To continue, click Mest.

Cancel I

4. Select the option Use the wizard to set up atypical policy for acommon scenario. In
the Policy name field enter in the name for the policy (for example EAPOL Users). Click

Next.

MNew Remote Access Policy Wizard

Policy Configuration Method 2
The wizard can create a typical policy, or you can create a custom policy. J

How do you want to zet up this policy?

&% Use the wizard to zet up a twpical policy for a comman scenario

" Setup a custom policy

Type a name that describes this policy.

Policy name: EAPOL Users

Example: Authenticate all VYPMH connections.

< Back I Mest > I Cancel I

5. Select the Access Method option Ethernet then click Next. This sets the match criteria

in the policy to only authenticate requests from Ethernet devices.
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MNew Remote Access Policy Wizard

Access Method 2
Policy conditions are baged on the method uzed to gain access to the network. J

Select the method of access for which you want to create a policy.

WP

Uze for all ¥PM connections. Ta create a palicy for a specific WPN tupe, go back ta the
previous page, and select Set up a custom policy.

™ Dialup

Uze for dialup connections that uze a traditional phone line or an Integrated Services
Digital Metwork, [ISDM] line.

i Wireless
Uze for wireless LAN conhections anly.

Usze for Ethemnet connections, such as connections that use a switch.

< Back I et > I Cancel

6. Specify the domain users or groups which the policy will apply to. For this example the
domain group named EAPOL Users has been added. This sets the match criteria in the
policy to only authenticate Users and Computers that are a member of this Domain

Group. Click Next.

Mew Remote Access Policy Wizard

User or Group Access J
You can grant access to individual uzers, or you can grant access to selected J
groups.

Grant access based on the following:
T User
Uszer access permissions are zpecified in the uger account,

% Group
Individual user permizsion: overide group permizsions.
Group name:
JCLABMEAPOL Users

Hemove

L =
(=%
o

< Back Cancel
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7. Select the EAP type Smart Card or other certificate. Click Configure to specify a
server certificate to be used by the policy.

New Remote Access Policy Wizard

Authentication Methods 2
EAP uzes different types of security devices to authenhicate users, J

Select the EAP type for this policy.

Type:

Smart Card or other certificate Configure ... I

< Back I Mest » I Cancel

8. Inthe Certificate issued to pull down menu, select the server certificate you wish to use
for the policy. For this example the default server certificate installed on the Windows
2003 Advanced server named w3kserver.jclab.com is used. Click OK and then Next.

Smart Card or other Certificate Properties

Thiz zerver identifies itzelf to callers before the connection is completed. Select
the certificate that you want it to use as proof of identity.

Certificate izsued to: rerl.jclab.com
Friendly name:
|ssuer JCLAR

Expiration date: 14842008 171:44:36 AM

Ok | Cancel

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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9. Verify the information is correct and then click Finish.

MNew Remote Access Policy Wizard

Completing the New Remote
Access Policy Wizard

Y'ou have successfully completed the Mew Remote Access
Falicy Wizard. Yv'ou created the fallawing policy:

EAPOL Users

Conditions:
MAS-Port-Type matches "Ethemet’ AND
Windows-Groups matches "JCLABMEAPOL Users”
Authentication: EAP[Smart Card or other certificate)

Erncrwption: Basic. Strong, Strongest, Mo encrvption

To close this wizard, click Finish.

CFinish Cancel

< Back

10. The Remote Access Policy EAPOL Users has now been created.

Eile  Action  Wiew Help

& - | BmE|X

B2+ *

Connection Request Processing

@3 Internet duthentication Service (Local) Name I Q..
-2 RADIUS Clients EYEAPOL Users L
Remote Access Logging E¥ Connections ko Microsoft Routing and Remate ... 2
Remote Ac = EF Connections to other access servers 3
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3. Nortel Ethernet Switch:

For a Nortel Ethernet Switch to be able to support Windows XP workstations authenticating using
EAP-TLS the following configuration steps need to be performed:

1. A RADIUS server IP addresses, port and shared key needs to be defined.

2. The EAPOL admin state for user ports needs to be set.

3. EAPOL needs to be globally enabled.

3.1 Define a RADIUS Server:

To add Microsoft IAS as a RADIUS authentication server to a Nortel Ethernet switch using
NNCLI:

1 Enter the User EXEC mode by issuing the following command:

ersb5510-48t> enable

ersb5510-48t#

2 Enter the Privilege EXEC command mode by issuing the following command:

ers5510-48t# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

ers5510-48t(config)#
Define a primary RADIUS server IP address, port and shared key. For this example the

3 IP address of the IAS server is 192.168.1.5, the port is 1812 and the shared key is
Nortel (Note: the shared key must match what was defined on IAS in section 2.1):

ers5510-48t(config}# radius-server host 192.168.1.5 port 1812 key Nortel

4 You can verify the RADIUS server configuration by issuing the following command:

ers5510-48t(config}# show radius-server

Password Fallback: Disabled
Primary Host: 192.168.1.5
Secondary Host: 0.0.0.0

Port: 1812

Time-out: 2

Key: Nortel

Radius Accounting is Disabled
AcctPort: 1813

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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3.2 Setthe EAPOL Admin State:

By default all Ethernet ports on a Nortel Ethernet switch are configured with the EAPOL admin
state set to Forced Authorized which grants access to clients without EAP authentication. To
enable EAP authentication the EAPOL admin state for user ports needs to be changed to Auto.

Please note that the Windows 2003 Advanced Server in this example is connected to port 48. To
maintain connectivity with the server the EAPOL admin state on port 48 will remain set to Forced
Authorized.

1 To change the EAPOL admin state for user ports 1-47 issue the following commands:

ersb5510-48t(config-if)# interface fastEthernet 1-47
ersb5510-48t(config-if)# eapol status auto

2 To verify the EAPOL admin state for all ports issue the following command:

ers5510-48t(config-if}# show eapol port 1-48

Admin Admin Oper ReAuth ReAuth Quiet Xmit Supplic Server Max
Port Status Auth Dir Dir Enable Period Period Period Timeout Timeout Req

Auto Yes Both Both No 3600 60 30 30 30
2 Auto Yes Both Both No 3600 60 30 30 30 2
45  Auto Yes Both Both No 3600 60 30 30 30 2
46  Auto Yes Both Both No 3600 60 30 30 30 2
47  Auto Yes Both Both No 3600 60 30 30 30 2
48 F Auth Yes Both Both No 3600 60 30 30 30 2

3.3 Globally Enable EAPOL.:

To globally enable EAPOL on a Nortel Ethernet switch using NNCLI:

1 Globally enable EAPOL mode issue the following command:

ersb5510-48t(config)# eapol enable

2 You can verify the EAPOL global state by issuing the following command:

ers5510-48t(config)# show eapol

EAPOL Administrative State: Enabled

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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4. Windows XP Workstation:

For Windows XP to be able to support computer and user authentication the following
configuration steps need to be performed:

1. Install CA, computer and user certificates.
2. |EEE 802.1X needs to be enabled on the Local Area Network Connection.

3. The Windows XP 802.1X supplicant default behavior needs to be modified by adding two
registry entries.

4.1 Certificates:

For EAP-TLS computer and user authentication there are three types of certificates that must be
installed on the Windows XP workstation:

e CA Certificate — Allows all parties in the certificate chain to validate the identity of the
certificates issued from the enterprise CA. A CA certificates for the CA is typically
installed automatically for the Computer account when the workstation is added to the
domain but not for the user account (unless Auto-Enrollment is enabled). CA certificates
will need to be present for both the Local Computer) and Users Personal Trusted Root
Certification Authority certificate stores.

e Computer Certificate — Must be issued to all Windows XP domain workstations that
require EAP-TLS machine authentication. Computer certificates will be installed into the
Certificates (Local Computer) Personal certificate store.

e User Certificate — Must be issued for all domain users that will be using the Windows XP
workstation for EAP-TLS user authentication to occur. User certificates will be installed
into the Certificates - Current User Personal certificate store.

4.1.1 Issuing CA certificates using Web Enrollment:

CA certificates are required for each device in the certificate chain. A CA certificate is also
required on the Windows XP workstations for both computer and user accounts before any
computer or user certificates can be obtained using the MMC certificate snap-in tool.

@ If CA certificates are already present for both the computer and user accounts this
step may be skipped.

To issue a CA certificate using Web Enrollment:
1. Onthe Windows XP workstation open the web browser.

2. Inthe Address field type in the IP address or hostname of the Windows 2003 server that
is running Certificate Services using the following format: http://server-ip-
address/CertSrv or http://servername.domain.com/CertSrv.

2 about:blank - Microsoft Internet Explorer

File Edit “ew Favarites Tools  Help

- - -, i) -
@Back LA = | \ﬂ IELI il p !Search = Favorites <) =

fddress | httpifiwakserverl.jclab. com/CertSry b G0

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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3. Enter in the domain User name and Password for the user that will be requiring the
certificate.

It is important that you login to the web enrollment tool using the username and

password of the user that will be using the user certificate. This ensures that the user
certificate is issued to the correct username.

Connect to w3kserver. jclab.com E|[g|

(X}
)

Connecting to w3kserver jclab, com

User narne: |ﬂ jclabi narshalz V| i

Passward: | ITTTITTITTITLY |

[ Jremembet my password

[ [9]9 H Cancel ]

1. Click Download a CA certificate, certificate chain or CRL.

<2 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help '5!
= 1 (4] [ A Y o e i o5 A

e Back. -.\J Iﬂ Igl 0l | - Search \i/\\) Favorites Q} E'.--—‘ T g %

Address |@ http:ffwakserver . jclab.com/certsrv) v| Go | Links ™

Microsoft C

Welcome

Lse this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can werify your identity to people you communicate with aver the Web, sign and encrypt
messages, and, depending upon the type of certificate vou reguest, perform other security tasks

You can also use this Web site to download a cerificate authority [CA) certificate, certificate chain, or
certificate ravocation list {CRL), or to view the status of a pending request.

Faor more information about Certificate Services, see Certificate Senvices Documentation.

Select atask:
Request a cedificate
View the status of a pending cedificate request
Download a CA certificate, certificate chain, or CEL

@ Done 0 Internet

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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2. Click Download CA certificate.

A Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Faworites Tools  Help zl'
: T T . = A a5
@ Back * () |ﬂ @ _lj P ) Search 57 Favorites {‘} B- 2

]

- e
Address i@ hitp: fjwkserverl jelab, comjcertsre certeare. asp ¥|[gd 6o Links * | Morton Antivins B -

~

Download a CA Certificate, Certificate Chain, or CRL

To trust cerificates issued from this certification authority, install this CA certificate chain

To download a CA certificate, certificate chain, or CRL, select the cerificate and encoding method.
CA certificate:

. |

Encoding method:

®DER

O Base 64
Download CA certificate
Download CA certificate chain
Download latest base CRL
Niownload latest delta CRI

@Dnne
3. Click Save.

¢

0 Inkernet

File Download - Security Warning IE]
Do you want to open or zave this file?

i Mame: certmew cer

Type: Security Certificate, 1.08 KE
From: w3kserverl.jclab.com

Open ] [ Save ] [ Cancel

w'hile files from the Internet can be uzeful. thiz file twpe can
g potentially harm vour computer. IF vou do not trust the zource, do not

open of save this software. What's the rizk?
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4. Select a location on the Windows XP workstation to save the CA certificate file too and
click Save. Note the default filename is certnew.cer.

5.

Save As

Save i | (& Desktop v | O3 i
— aMy Documents
i~ & My Computer
My Recent
Diocuments
Dezktop
£
My Documents
by Computer
-
File: name: |certnew Bt | L Save i
My MNetwaork, | Save as type: | Security Certificate b | [ Cancel ]

In Windows XP double click on the CA certificate file certnew.cer to import the CA

certificate into Windows.
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6. Click Open.

X]

Open File - Security Warning
Do you want to open this file?
MName: certnew.cer
S Publisher: Unknown Publisher

Type: Security Certificate
From: C:\Documents and Settingsimarshal2iDesktop

[ Open ] l Cancel

Alwayz azk before opening thiz file

whhile files from the Internet can be useful, this file lppe can
g potentially harm pour computer. [F pou do not trust the source, do not

open thiz software. 'What's the rigk?

7. Click Install Certificate.

Certificate

General | Details | Certification Path

®,
Certificate Information

This certificate is intended for the Following purpose(s):

+All issuance policies
+ Al application policies

Issued to: JCLAE

Issued by: JCLAE

¥alid from 1/5/2007 to 1/8/2012

Install Certificate. .. | Issuer
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8. Inthe Welcome to the Certificate Request Wizard screen click Next.

9. Select Place all certificates in the following store and then click Browse.

Certificate Import Wizard

Certificate Store
Certificate stores are svstem areas where certificates are kept,

windows can aukomatically select a certificate skore, or wou can specify a location for
(" Aukomatically seleck the certificate store based on the kvpe of certificate
(%) Place all certificates in the following store

Certificate store:

| i [ Browse, .,

[ < Back. ” Mext = ][ Cancel J

10. Select Show physical stores and expand the Trusted Root Certification Authorities
tree.

a) Toinstall a CA certificate into the Local Computers Trusted Root Certification
Authorities certificate store select Local Computer and then OK.

b) To install a CA certificate into the Current Users Trusted Root Certification
Authorities certificate store select Registry and then OK.

Select Certificate S5tore Select Certificate Store
Select the certificate store wou want to use, Select the certificate store you wank to use,
-] Personal | -] Personal A~
=1 = |
=1 Trusted Root Certification Authoritiss [ =1 Trusked Rook Certification Authorities [
[:l Feqistry - ' [:l Feqistry |
[ Local Computer 8l Local Computer
[+ [:l Enterprise Trusk i [+ [:l Enterprise Trusk :
1771 Trkermediabe rarkificabinn ||'hnri|'i|=_n: ot | #1771 Trkermediabe rarbificatinn M ||'|'|nri|'i|=_--: it |
< | B | < | B |
Shiow phyysical skores Show physical skores
o, ] [ Cancel ] (o4 ] [ Cancel J

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.

<EXTERNAL DISTRIBUTION> 23



Wired EAP-TLS Machine Authentication for ERS and ES TCG v1.0 NN48500-546

11. Verify the information and click Next.

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For
(" Automatically select the certificate store based on the bype of certificate
(%) Place all certificates in the Following store

Certificate store;

| Trusted Root Certification Sutharities! Registry i [ Browse. ..

[ < Back ][ Mext = J[ Cancel

12. When presented with a Security Warning screen click Yes.

13. If successful you will see a The import was successful dialog window. Click OK.

Certificate Import Wizard E|

}) The impork was successful,

14. Repeat until a CA certificate is installed into both the Local Computer and Users Trusted
Root Certification Authorities certificate store.
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15. A CA certificate for the Enterprise CA will now be displayed in the Certificates (Local
Computer) Trusted Root Certification Authorities Certificates store.

‘il Certificates - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates]

S=1E

<.

Bﬁ] File  Action Miew Favorites  ‘Window  Help e =]
. m % B X 2
1l consale Raat Issued To | Issued By | Expiration Date  #
Fel-E Certificates - Current User EGTE CyberTrust Root TE CyberTrust Root 4/3j2004
= ) Certficates {Local Computer) [E1aTE CyberTrust Roat TE CyberTrust Root 2(23/2006
# [ Personal T . Bt fvwvewe, valicert.comy htbpf s, walicert,comy 62512019
= ([0 Trusted F',.oot Certification Autherities Edhttp:} fvovaws, valicert. com htbpf e, walicert.comy 62512019
. Dg;;:;?::j; Edhttp: fvovows, v alicert. camy htbpe g s, walicert.comy 62512019
e D Intermediate Certification Authorities IF‘S SERNVIDORES IPS SERVIDORES 12/29/2009 =
+-(_7] Trusted Publishers A
(1] Untrusted Certificates Elmicroscrt Authenticade(trm) Roak ... Microsoft Authenticode(tm) Root Au...  12/31/1999
+-(2] Third-Party Root Certification Authorities Emicrosoft Raot Authority Microsoft Rook Suthority 12/31/2020
+-(_] Trusted People EdMicrosoft Root: Certificate Authority — Microsoft Root Certificate Authority 5M9j2021
+-(_7] Certificate Envollment Requests E=NetLock Expressz (Class ©) Tanusi...  Metlock Expressz (Class C) Tanusity,,. 2202019 B
+'DSPC W 8 R, fi b s P = S

Trusted Root Certification Authorities store contains 110 certificates.

16. A CA certificate for the Enterprise CA will now be displayed in the Certificates - Current
User Trusted Root Certification Authorities Certificates store.

‘it Certificates - [Console Root\Certificates - Current User\Trusted Root Certification Authorities\Certificates]

BE=1ES

&

“F File

Ackion Yiew

3] fzq]

Favorites  Window  Help
@

T

5]
5
+
+
+
+
+

T

=3 console Root
= @ Certificates - Current User

|-[C1 Persanal

[ Trusted Rook Certification Autharities

] [:l Enkerprise Trust

|-[_] Intermediate Certification Authorities

] [:l Active Directory User Object

-[_1 Trusted Publishers
|-[C3 Untrusted Certificates
|-[Z7] Third-Party Root Certification Authorities

|-[Z1 Trusted Peaple

[#-[21] Certificate Enrolment Requests
[+ @ Certificates {Local Computer)

Issued To

| Izsued By

| Expiration Date A

[Ehttp: f fwovan valicert, com
http:,l',l'www.vali-:ert.cc-m,l’
http:,l',l'www.valicert.com,l'

IF‘S SERNIDORES

ElcLae

[EMicrosaft Authenticode(tm) Roaot ...
EMicrosoft Root Autharity
Microsoft Rook Certificate Authority

[ElnetLack Expressz (Class C) Tanusi...
[ENetLock Kozjegyzai (Class &1 Tanu...
[Ednetiock Uzleti (Class B) Tanusitva. ..
| o & e ey

‘.

hittp: e, walicert, comyf
hkep: fwy, walicert,com/
http: ] fwany, walicert,.comf
IPS SERVYIDORES

JCLAE

Microsaoft Authenticodeltm) Root Au...

Microsoft Root Autharity
Microsoft Root Certificate Authority

MetLock Expressz (Class C) Tanusity, ..
MetLock Kozjegyzoi (Class A) Tanusit, ..
MetLock Uzleti (Class B) Tanusitvany. ..

6252019
6/25/2019
6252019
12}29(2009
1jgfz012
12}31/1999
124312020
5/9/2021
2}20{2019
2/192019
2j20{2019

N

Trusted Root Certification Authorities store contains 110 certificates.
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4.1.2 Issuing Computer Certificates using MMC Certificate Snap-In:

Computer certificates may manually requested from Certificate Services and installed for domain
computers using the MMC certificate snap-in tool. Alternatively computer certificates maybe
automatically installed using Auto-Enrollment (see Reference Documentation).

Please note that the domain user will require administrative privileges on the

@ workstation before a computer certificate can be issued to the Windows workstation.
Additionally a CA certificate for the CA must be installed or MMC will not be able to
request the computer certificate.

To manually request and issue a computer certificate for domain computer using the MMC
certificate snap-in tool:
1. Click the Start button and then click Run.
In the Run dialog box type mmc.exe, and then click OK.
On the File menu, click Add/Remove Snap-In.
In the Add/Remove Snap-In window, click Add.
In the Available Standalone Snap-ins window, click Certificates and then Add.

In the Certificates snap-in window click Computer account and then click Finish.

N o o bk~ e

Select Certificates (Local Computer) and Personal. Right click and select All Tasks
then Request New Certificate.

iii| Console1 - [Eonsole Root\Certificates (Local Computer)\Personal]

2 Tru Mew Taskpad Yiew. ..

ﬁ] File  Action Yiew Favorites  Window  Help _-_iil_’ﬂ
€ = EmE 2
(L1 Console Root Object Type
—-E Certificates {Local Comput: ; Lo
W There are no items ko show in this view,
(] Trud Find Certificates. ..
* Q Ents Find Certificates. ..
+-[_1 Intg
+ C] Truy Wiew
#-CUnt  New Window from Here
+-[Z Thir
¥
£

[spq Refresh
Expork List...

Help

< >

Request a new certificate From a certification authority (CAY in your domain
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8. Inthe Welcome to the Certificate Request Wizard screen click Next.

9. Select Computer and then click Next.

Certificate Request Wizard

Certificate Types

Certificate bvpes;

A certificate bype contains preset properties For certificates,

Select a certificate type For wour request, You can access only certificate bypes that
wou have permissions For and that are available From a krusted CA.

Computer

[Jadvanced

To select a cryptographic service provider and a €A, select Advanced,

[ < Back, “ Mext = ][ Cancel

]

10. In the Friendly name field type in a name of the computer certificate.

11. In the Description field type in a description of the computer certificate. Click Next.

Certificate Request Wizard

certificate,

Friendly name;

QBSAT

Descripkion:

x|

Certificate Friendly Mame and Description
¥ou can provide a name and description that help vou quickly identify a specific

Type a friendly name and descripkion For the new certificate.

kewin Marshall's Computer Certificate|

[ < Back. ” Mext = ][ Cancel J
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12. Verify the certificate information and if correct click Finish.

Certificate Request Wizard

Completing the Certificate

izard
Request Wizar

‘ou hawe successfully completed the Certificate
Request wizard.

‘You have specified the Following settings:
W Friendly Mame OBSAT
Camputer Marne OBSAT
Certificate Template Computer

[ < Back. ” Finish I[ Cancel l

13. If successful you will see a The certificate request was successful dialog window.

Certificate Request Wizard g|

\11) The certificate request was successful,

14. A computer certificate for the Windows XP domain workstation should now be installed in
the Certificates (Local Computer) / Personal / Certificates store.

‘i Certificates - [Console Root\Certificates (Local Computer)\Personal\Certificates] ; &]
nﬁ] File  Action Yiew Faworites  Window  Help == il
= __ @
I[D Console Roat | Issued To Issued By | Ezxpiration Date Intended Purposes Friendly Mame
11 Certificates - Current User Elobsat jolab.com  ICLAE 1{10fz008 Client Authentication... obsat
= @ Certificates {Local Computer)
=11 Personal
b | Certificates
+-[] Trusted Root Certification Autharities
+ ij Enterprise Trust
+ -] Intermediate Certification Authorities
+-[] Trusted Publishers
+-[_1 Untrusted Certificates
+-[2 Third-Party Root Certificakion Authorities
+-Z7 Trusted Peaple
+ -] Certificate Enrollment Requests

+-] 5PC

Personal store contains 1 certificate.
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4.1.3

Issuing User Certificates using MMC Certificate Snap-In:

User certificates may manually requested from Certificate Services and installed for domain users
using the MMC certificate snap-in tool. Alternatively user certificates maybe automatically
installed using Auto-Enrollment (see Reference Documentation).

®

Please note that the MMC certificate snap-in tool will issue a user certificate for the
domain user that is currently logged into the Windows workstation. Additionally a CA
certificate for the CA must be installed or MMC will not be able to request the
computer certificate.

To manually request and issue a user certificate for domain user using the MMC certificate snap-

in tool:

1.

N o o b~ wDd

Click the Start button and then click Run.

In the Run dialog box type mmc.exe, and then click OK.

On the File menu, click Add/Remove Snap-In.

In the Add/Remove Snap-In window, click Add.

In the Available Standalone Snap-ins window, click Certificates and then Add.
In the Certificates snap-in window click My user account and then click Finish.

Select Certificates — Current User and Personal. Right click and select All Tasks then
Request New Certificate.

‘i Certificates - [Console Root\Certificates - Current User\Personal]

¢

ﬁ] File  Action ‘“iew Favorites Window Help ;iii.’i]
& & |m| e X
N3 console Ract Object Type

= @ Certificates - Current User

+ g7l FindCertificates...

Comefaa view 4 rt
CoE-COT Mew Window From Here Import... |
ComgTm Mew Taskpad View...

oA i:IT' Refresh
[+ [ Certif Export List...

There are no items ko show in this view,

All Tasks Find Certificates...

Help

>

lRequest a new certificate From a certification autharity (CA3 in your domain
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8. Inthe Welcome to the Certificate Request Wizard screen click Next.

9. Select User and then click Next.

Certificate Request Wizard

Certificate Types
& certificate bype contains preset properties for certificates,

Select a certificate bvpe Ffor wour request, You can access only certificate bvpes that
vou have permissions For and that are available From a trusted CA,

Certificate bypes:
Basic EFS

Liser

To select a cryphographic service provider and a Ca, select Advanced.

[ Advanced

[ < Back, ” Tlext = ][ Cancel l

10. In the Friendly name field type in a name of the user certificate.

11. In the Description field type in a description of the user certificate. Click Next.

Certificate Request Wizard

Certificate Friendly Name and Description

‘o can provide a name and description that help vou quickly identify a specific
certificate,

Twpe a friendly name and description For the new certificate,

Eriendly name:

Fmarshalz |

Description:

Kevin Marshalls User Certificate]

< Back “ Mext = ][ Zancel
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12. Verify the certificate information and if correct click Finish.

Certificate Request Wizard

Completing the Certificate

izard
Request Wizar

¥ou have successfully completed the Certificate
Request wizard,

¥ou have specified the Following settings:
lEriendly Mame matshalz
Account Marne matshalz
Cornputer Mame WIRELESS
Certificate Template  User

[ < Back, ][ Finish J[ Cancel ]

13. If successful you will see a The certificate request was successful dialog.

Certificate Request Wizard E|

\I{) The certificate request was successul,

14. A user certificate for the domain user will now be installed in the Certificates (Current
User) / Personal / Certificates store.

‘i Certificates - [Console RootCertificates - Current User\PersonallCertificates] E[E|E]
'.‘En File  Action Yiew Fawvorites  Window  Help _ =] x|
& ] X
I[D Console Root | Issued To | Issued By | Expiration Date | Intended Purposes | Frigndly Mame
- Certificates - Current Uiser Elkevin L. Marshal  0LAE 1/10{2005 Encrypting File Syste.., marshal?
=[] Persanal
e | erificate:

+-[Z7] Trusted Root Certification Authorities
+ ij Enterprise Trust
+-Z7 Intermediate Certification Authorities
+ ij Active Directory User Object
+-[] Trusted Publishers
+-_1 Untrusted Certificates
+-[2 Third-Party Root Certificakion Authorities
+ -1 Trusted Peaple
+-[] Certificate Enrollment Requests
I+ @ Cettificates {Local Computer)

Personal store contains 1 certificate.
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4.2 Modify Local Area Connection Properties:

To enable 802.1X EAP-TLS computer and user authentication on a Windows XP Workstation:

1.

Within Windows XP open the Network Connections Window Properties by clicking
Start, Control Panel, Network and Internet Connections then Network Connections.
Right click on the Local Area Network Connection and click Properties.

Click on the Authentication tab. In the EAP type pull-down menu select Smart Card or
other Certificate.

Select the option Authenticate as computer when computer information is available
which enables computer authentication.

Click Properties.

- Local Area Connection Properties EE|

| General | Authentication | Advanced)

Select this option to provide authenticated network. access for
Ethernet networks.

Enable [EEE 802 1% authentication far this network

{5 mart Card or ather Certificate

EAP tppe: |
Authenticate as computer when computer infarmation iz available

[ Authenticate as guest when user ar computer infarmation iz
unavailable

[ QK l[ Cancel ]

If the Authentication tab is not displayed in the Local Area Connection Properties
window the Microsoft Wireless Zero Configuration service is not running. The
Authentication tab will only display if the Microsoft Wireless Zero Configuration
service is running (see appendix 6.4).

Select the default setting Use simple certificate selection.

Select the Validate server certificate checkbox. This allows Windows to verify the
validity of the server certificate on the IAS RADIUS server.

Select the Connect to these servers checkbox and in the field ether type in the domain
name upon which the RADIUS server must reside (example jclab.com) or the host and

domain name of the IAS server (example w3kserver.jclab.com). This tells Windows XP
to only authenticate against the servers in a domain that you specify.

Click OK and then OK again.
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Smart Card or, other Certificate Properties

When connecting:
() Use my smart card
(%) Usze a certificate on thiz computer
Usze simple certificate selection [Recommended)

W alidate server cerificate

Connect to these servers:
[ 5
| wilkserver.jclab. com

Trusted Root Certification Autharities:

[ ABAECOM Ract CA A
[ &wtonidad Certificadora de la &sociacion M acional del Motaria— |
[] Autonidad Certificadora del Colegio Macional de Coneduria Pu

[ Baltimaore EZ by DST

[ Belgacom E-Trust Primary Cé,

] Cow HET SecureMet Co Clags &

[] G HET Securebet Cb Class B

[] Ciw HET Securebet Cb Root v i
< |

iew Certificate

[]Usze a different uzer name far the connection

[ 0K H Cancel ]
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4.3 Modify Registry Settings:

By default the Windows XP 802.1X supplicant may not behave as expected when computer
authentication is enabled. The Windows XP 802.1X supplicant behavior can be modified by
adding the AuthMode and SupplicantMode registry entries:

4.3.1 AuthMode Registry Setting:

Controls the computer and user authentication behavior on Windows XP

Purpose .
Workstations.

. HKEY_LOCAL_MACHINE\Software\Microsoft\ EAPOL\Parameters\General\Global

Registry Path
\AuthMode

Values e 0 - Computer authentication mode. If computer authentication is successful,

no user authentication is attempted. If the user logon is successful before

computer authentication, user authentication is performed. This is the default

setting for Windows XP (prior to Service Pack 1).

e 1 - Computer authentication with re-authentication. If computer authentication
is successful, a subsequent user logon results in a re-authentication with user
credentials. The user logon has to complete in 60 seconds or the existing
network connectivity is terminated. The user credentials are used for
subsequent authentication or re-authentication. Computer authentication is not
attempted again until the user logs off the computer. This is the default setting
for Windows XP Service Pack 1 (SP1) and Windows Server 2003.

e 2 - Computer authentication only. When a user logs on, it has no effect on the
connection. Only computer authentication is performed. The exception to this
behavior is when a user successfully logs on, and then roams between
wireless APs. In that case, user authentication is performed. For changes to
this setting to take effect, restart the Wireless Zero Configuration service for
Windows XP or Windows Server 2003.

4.3.2 SupplicantMode Registry Setting:
Purpose Controls the EAPOL-Start message behavior on Windows XP Workstations.

HKEY_LOCAL_ MACHINE\Software\Microsoft\ EAPOL\Parameters\General\Global

Registry Path —\q, o piicantMode

Values e 1 - Do not transmit. Specifies that EAPOL-Start messages are not sent.

e 2 - Transmit. Determines when to send EAPOL-Start messages and, if
needed, sends an EAPOL-Start message.

e 3 - Transmit per 802.1X. Sends an EAPOL-Start message upon association to
initiate the 802.1X authentication process.
4.3.3 Nortel Recommendations:

Nortel recommends that the AuthMode registry entry be set to 1 and the SupplicantMode registry
entry be set to 3 (see Appendix 6.3).
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5. Verification:
5.1 Windows System Event Logs:

When a Windows XP workstation boots or the user logs out of Windows, EAP-TLS computer
authentication will occur and the following log entry will be created in the Windows System Event
Log:

Event Type: Information
Event Source: [IAS

Event Category: None
Event ID: 1

Date: 1/10/2007
Time: 11:34:05 AM
User: N/A
Computer: W3KSERVER1
Description:

User host/obsat.jclab_com was granted access.
Fully-Qualified-User-Name = jclab.com/Computers/OBSAT
NAS-1P-Address = 192.168.1.10
NAS-ldentifier = <not present>
Client-Friendly-Name = ers5510-48t
Client-1P-Address = 192.168.1.10
Calling-Station-ldentifier = 00-A0O-D1-3D-A0-5E
NAS-Port-Type = Ethernet
NAS-Port = 1
Proxy-Policy-Name = Use Windows authentication for all users
Authentication-Provider = Windows
Authentication-Server = <undetermined>
Policy-Name = EAPOL Users
Authentication-Type = EAP
EAP-Type = Smart Card or other certificate

When a User logs into Windows XP EAP-TLS user authentication will occur and the following log
entry will be created in the Windows System Event Log:

Event Type: Information
Event Source: IAS

Event Category: None
Event ID: 1

Date: 1/10/2007
Time: 11:33:48 AM
User: N/A
Computer: W3KSERVER1
Description:

User marshal2@jclab.com was granted access.
Fully-Qualified-User-Name = jclab.com/Users/Kevin L. Marshall
NAS-1P-Address = 192.168.1.10
NAS-ldentifier = <not present>
Client-Friendly-Name = ers5510-48t
Client-1P-Address = 192.168.1.10
Calling-Station-ldentifier = 00-A0O-D1-3D-A0-5E
NAS-Port-Type = Ethernet
NAS-Port = 1
Proxy-Policy-Name = Use Windows authentication for all users
Authentication-Provider = Windows
Authentication-Server = <undetermined>
Policy-Name = EAPOL Users
Authentication-Type = EAP
EAP-Type = Smart Card or other certificate
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5.2 Ethernet Switch EAPOL Port Status:

When a computer or user is authenticated the EAPOL port status for the port will be displayed
with the Auth status set to Yes. All unauthenticated ports will be displayed with the Auth status
set to No.

ers5510-48t# show eapol port 1

Admin Admin Oper ReAuth ReAuth Quiet Xmit Supplic Server Max
Port Status Auth Dir Dir Enable Period Period Period Timeout Timeout Req
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6. Appendix:
6.1 EAPOL Users Active Directory Group:

The example Remote Access Policy used in this document tells IAS to authenticate users that are
a member of the Windows Domain Group called EAPOL Users.

For EAP-TLS computer and user authentication to occur, the Kevin L. Marshall user account
and OBSAT computer account were added as members to the EAPOL Users group as shown in

Figure 6.1.1.
EAPOL Users Properties ﬂ E
General Members | Member Dfl Managed ByI

Members:

Add... Bemove |

Ok I Cancel I Lpply |

Figure 6.1.1 — EAPOL Users Active Directory Group
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6.2 Active Directory Remote Access Permissions:

For EAP-TLS user and computer authentication to be successful, the remote access Dial-In

Access Permissions for the user and computer accounts need to be set to Allow access. IAS
cannot authenticate any user or computers unless the Dial-In permissions are set.

Figure 6.1.1 & 6.1.2 show the Remote Access Permission settings for the user account Kevin L.
Marshall and computer account OBSAT used in this document.

Kevin L. Marshall Properties EE3
OBSAT Properties EHE
Femote control | Terminal Services Prafile | COM+
General | Address | Account | Profile | Telephones | Organization General | Dperating System | Member OF | Location | Managed By Diakin |
Member Of Bl Enviranment l Sessions — Remote Access Pemizsion [Diak-in or WP
— Remote Access Permission [Dialin or YPN]
« Aoy acoess " Deny access
" Deny access € Cortrol access thouch Bemote &ccess Palicy
' Control aceess through Bemate decsss Folicy
™ ety CallerD:
= Werify Caller| D | ~ Callback Optior:
—Calback Optian: & Mo Calback
% Mo Lallback (" Set by Caller [Fouting and Femote Access Service only]
" Set by Caller (Routing and Remate Access Service only] " Aiways Calback to: |
 Always Callback to; I
I | Assigr a Static |P Address |
= Aizsign a Static [P Address I— = Apply Gtatic Boutes
Apply Static Boutes
[T Appy Statc Bovte Define rautes ta enable far thiz Diakin e |
Define routes to enable for this Dialin Stafic Boutes | Eoneshion
connection =
Ok I Cancel | Lpply |
Ok I Cancel | Apoly |
: . , Figure 6.2.2 — Example Active Director
Figure 6.2.1 - Example Active Directory C%mputer Accou ntpDiaI In Permissiony
User Account Dial-In Permission Settings :
Settings
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6.3 Windows XP Registry Settings:

To ensure the correct Windows XP 802.1X supplicant behavior when performing computer and
user authentication, the AuthMode and SupplicantMode registry keys were added. Figure 6.3.1
shows the recommended registry keys and DWORD values:

% Registry Editor r;ﬂﬁ]g'

File Edit Wiew Favorites Help
|| Mame Type Data
(] Interfaces [ab](Default REG_SZ {value not set)
3 8 E;tEerJTD”SECE“'F'C‘"tES a8 authMode REG_DWORD 0x00000001 (1)
= .
iz SupplicantMode REG_DWIORD 000000003 (3
[ EventSystem e = @
-2 HTMLHelp
- IE Setup
w0 E4
- MAFT
[+ [:I Internet Account Manager
D Internet Connection Wizard
-] Internet Domains
- Inkernet Explorer
(23 1Psec
- et
- MediaPlayer
e D MessengerService
-2 MMzo
T hanar v'
< ¥ || b4
My ComputeriHKEY _LOCAL_MACHINE\SOFTWARE Microsoft\EAPOL\Parameter st Generall Global

Figure 6.3.1 — Registry Entries

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\EAPOL\Parameters\General\Global]

""AuthMode"'=dword 00000001
"SupplicantMode=dword:00000003

Figure 6.3.2 — Example Registry Entry File
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6.4 Wireless Zero Configuration service:

The Microsoft Wireless Zero Configuration service provides native Windows support for 802.11
Wireless networking as well as 802.1X support for both Wired & Wireless networks.

Before you can enable or configure 802.1X wired computer and user authentication within
Windows XP, the Microsoft Wireless Zero Configuration service has to be running. If the service
is not in a Started state you will not be able to enable or configure or enable native 802.1X
authentication for the Local Area Network connection.

% Services |E |E”g|

File  Action Miew  Help

E S m
% Services (Local) "% Services (Local) I

Wireless Zero Configuration Marne | Description | Status | Startup Tvpe | Log On As | L

%Terminal Services Allows mulk..,  Started Marual Local System

Stop the service: %Themes Provides u...  Started Aukomatic Local System

Bstarkthe seryice %Uninterruptible Pow... Manages a... Manual Local Service

%Universal Plugand... Providess... Manual Lacal Service

Description: i ) . %Volume Shadow Copy  Manages a... Manual Local System

gru‘jz\flffijgégg‘:uc configlratior for the %Webclient Enables 'Wi... Starked Autamatic Local Service

%Windows Audio Manages a... Starked Autamatic Lacal Swstem

%Windows FirewallfIn... Providesn... Started Aukomatic Lacal Syskem

%Windows Image Ac... Provides im... Manual Lacal Syskem

%Windows Installer Adds, madi... Manual Lacal Svstem

%Windows Managem... Providesa... Started Autamatic Lacal Swstem

%Windows Managem... Provides s... Manual Lacal Swstem

windows Time Maintains d...  Starked Aukomatic Lacal Syskem

el y Confi... .. Skarted Aukarmatic Low &m
%WMI Performance A... Provides p... Manual Lacal Svstem
%Workstation Creates an... Starked Autamatic Lacal Svstem v

\ Extended A Standard /

Figure 6.5.1 — Windows XP Services

By default the Microsoft Wireless Zero Configuration service is configured to automatically start
and will have the service Startup type set to Automatic. If the service is disabled or stopped this
may be due to a third-party 802.1X supplicant installed with a Wireless LAN NIC. Some third
party 802.1X supplicants will disable or stop the Microsoft Wireless Zero Configuration service to
eliminate conflict.
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Wireless Zero Configuration Properties (Local Computer) E”Sl

General | Log On | Recovery | Dependencies

Service name:  WZLCSVC |

Display name:

Description: Pravides autormatic configuratio'n' for the 202,11
\adapters ‘

Path to executabls:
CAWINDOWS S petem32hevchost exe -k netsves |

Startup type: | Automatic w I |

Service status: Started

“t'ou can specify the start parameters that apply when pou start the service
from here.

[ QK. H Cancel ] Apply

Figure 6.5.2 — Wireless Zero Configuration Service Properties

If you have a third-party 802.1X supplicant installed you can disable the third-party 802.1X
supplicant on the NIC by disabling it in the Local Area Connection properties for the NIC. This will
allow the Microsoft Wireless Zero Configuration service to start and also allow Windows to control
the 802.1X authentication.

i L ocal Area Connection Properties

General | Authentication | Advanced |

Cornect using:

% B@ Realtek RTLE133 Famiy PO Fast Et |

This connection uses the following items:

‘ .@ File and Frinter Sharing for Microzoft Network 3 ~
i
|

1
|
(05 Packet Scheduler 1|
] % AEGIS Protocol (IEEE 802.1x) v3.4.1.0] !

|

| [ %= Ekahaw ND1S Usermode /0 Protocol e

= | & |

’ Install... ] ’ Uninstall ] ’ Froperties
Drezcription

Allows your computer to access resources oh a Microzoft
network.

Show icon in notification area when connected
Matify me when this connection haz limited or no connectivity

’ ak ][ Cancel ]

Figure 6.5.3 — Disabling a Third-Party 802.1X Driver
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7. Reference Documentation:

Document Title

Publication
Number

Description

Deployment of IEEE 802.1X
for Wired Networks Using
Microsoft Windows

Certificate Autoenrollment in

Windows Server 2003

Deployment of IEEE 802.1X
for Wired Networks Using
Microsoft Windows

802.11 Wireless Tools and
Settings

N/A

N/A

N/A

N/A

This Microsoft article describes the
deployment of IEEE 802.1X for Wired
Networks Using Microsoft Windows
and includes details on how to enable
Auto-Enrollment for Computer
certificates.

This Microsoft article describes User /
Smartcard certificate Autoenrollment
Auto-Enrollment in Windows Server
2003 server environment.

This article describes how to deploy
IEEE 802.1X authentication for wired
networks using authenticating
switches, wired client computers
running Microsoft® Windows® XP,
Windows Server™ 2003, or Windows
2000, and a wired authentication
infrastructure consisting of Windows
Server 2003 or Windows 2000 Active
Directory® directory service domain
controllers, certification authorities, and
Internet Authentication Service servers.
Microsoft TechNet article that includes
details for modifying the 802.1X
registry settings.
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Contact us

If you purchased a service contract for your Nortel product from a distributor or authorized
reseller, contact the technical support staff for that distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact Nortel Technical Support. To obtain
contact information online, go to www.nortel.com/contactus.

From the Technical Support page, you can open a Customer Service Request online or find the
telephone number for the nearest Technical Solutions Center. If you are not connected to the
Internet, call 1-800-4NORTEL (1-800-466-7835) to learn the telephone number for the nearest
Technical Solutions Center.

An Express Routing Code (ERC) is available for many Nortel products and services. When you
use an ERC, your call is routed to a technical support person who specializes in supporting that
product or service. To locate an ERC for your product or service, go to www.nortel.com/erc.
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