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Notice
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Documentation disclaimer

Avaya shall not be responsible for any modifications, additions, or
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such modifications, additions, or deletions were performed by Avaya.
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judgments arising out of, or in connection with, subsequent
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Link disclaimer

Avaya is not responsible for the contents or reliability of any linked Web
sites referenced within this site or documentation(s) provided by Avaya.
Avaya is not responsible for the accuracy of any information, statement
or content provided on these sites and does not necessarily endorse
the products, services, or information described or offered within them.
Avaya does not guarantee that these links will work all the time and has
no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on this product. Refer to your sales
agreement to establish the terms of the limited warranty. In addition,
Avaya’s standard warranty language, as well as information regarding
support for this product, while under warranty, is available to Avaya
customers and other parties through the Avaya Support Web site:
http://www.avaya.com/support. Please note that if you acquired the
product from an authorized Avaya reseller outside of the United States
and Canada, the warranty is provided to you by said Avaya reseller and
not by Avaya.

Licenses
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DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation(s) and Product(s) provided
by Avaya. All content on this site, the documentation(s) and the
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protected by copyright and other intellectual property laws including the
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modify, copy, reproduce, republish, upload, post, transmit or distribute
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Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the documentation(s) and product(s) provided by Avaya are the
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Nothing contained in this site, the documentation(s) and product(s)
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any license or right in and to the Marks without the express written
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Avaya is a registered trademark of Avaya Inc.
All other trademarks are the property of their respective owners.

Downloading documents

For the most current versions of documentation, see the Avaya Support
Web site: http://www.avaya.com/support

Contact Avaya Support
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Chapter 1: New in this release

The following sections detail what is new in Avaya Communication Server 1000 with Microsoft Exchange
Server 2007 Unified Messaging Fundamentals, NN43001-122 for Avaya Communication Server 1000
(Avaya CS 1000) Release 7.5.

Features

There are no updates to the feature descriptions in this document.

Other changes

This release contains no other changes.

Revision History

November 2010  Standard 05.01. This document is up-issued to support Communication
Server 1000 Release 7.5.

June 2010 Standard 04.01. This document is up-issued to support Avaya
Communication Server 1000 Release 7.0.

December 2009  Standard 03.03. This document is up-issued to add a note in the section
TLS Configuration on UMS2007SP1.

June 2009 Standard 03.02. This document contains added section: "TLS
Configuration on UMS2007SP1."

May 2009 Standard 03.01. This document is up-issued to support Communication
Server 1000 Release 6.0.

May 2008 Standard 02.03. This document is issued to reflect changes in technical
content.

March 2008 Standard 02.02. This document is issued to reflect changes due to
CR#Q01808992.

December 2007  Standard 02.01. This document is issued to support Communication
Server 1000 Release 5.5.
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New in this release

August 2007 Standard 01.01. This document is issued to support Communication
Server 1000 Release 5.0 and Microsoft Exchange 2007 Unified
Messaging.
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Chapter 2: Customer service

Visit the Avaya Web site to access the complete range of services and support that Avaya provides. Go
to www.avaya.com or go to one of the pages listed in the following sections.

Navigation

* Getting technical documentation on page 9

* Getting product training on page 9

* Getting help from a distributor or reseller on page 9

* Getting technical support from the Avaya Web site on page 10

Getting technical documentation

To download and print selected technical publications and release notes directly from the
Internet, go to www.avaya.com/support.

Getting product training

Ongoing product training is available. For more information or to register, go to
www.avaya.com/support. From this Web site, locate the Training link on the left-hand
navigation pane.

Getting help from a distributor or reseller

If you purchased a service contract for your Avaya product from a distributor or authorized
reseller, contact the technical support staff for that distributor or reseller for assistance.

Microsoft Exchange Server 2007 Unified Messaging Fundamentals November 2010 9
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Customer service

Getting technical support from the Avaya Web site

The easiest and most effective way to get technical support for Avaya products is from the
Avaya Technical Support Web site at www.avaya.com/support.
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Chapter 3: Avaya Communication Server
1000 with Microsoft Exchange
Server 2007 Unified Messaging

Overview

Avaya Communication Server 1000 (Avaya CS 1000) support for Microsoft Exchange Server
2007 Unified Messaging enables interoperability between the voice service capabilities of
Avaya CS 1000 and the Unified Messaging solution provided as a component of Microsoft
Exchange Server 2007. This interoperability provides the following capabilities:

* Call Answering: With call answering, Avaya Communication Server 1000 with Microsoft
Exchange Server 2007 Unified Messaging is configured to answer incoming calls on
behalf of a user by playing their personal greeting, recording a voice message from the
caller, and submitting it for delivery to the user inbox as an e-mail message.

* Subscriber Access: enables dial-in access for users. A subscriber dialing into the
Microsoft Exchange Unified Messaging system accesses their mailbox using Outlook
2007 Voice Access, enabling access using either a telephone keypad or voice inputs.
When dialed into the Unified Messaging system using a telephone, a subscriber or user
can perform the following functions:

- Listen to, forward, or reply to voice mail messages, and call the sender of the voice
mail.

- Listen to calendar information.

- Access or dial contacts stored in the global address list or in a personal contact list.
- Accept or cancel meeting requests.

- Set a voice mail Out-of-Office message.

- Set security preferences and personal options.

 Auto Attendant: Provides a set of voice prompts that provides access to the Microsoft
Exchange Unified Messaging system by external users. Using the Auto Attendant, the
external user navigates the menu structure, using either the telephone keypad or speech
inputs, to place a call to a user or to locate a user for the purpose of placing a call to that
user. In addition, the Auto Attendant gives system administrators the ability to perform the
following functions:

- Create a customizable set of menus for use by external users.

Microsoft Exchange Server 2007 Unified Messaging Fundamentals November 2010 11



Avaya Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

- Define informational greetings, business hours greetings, and non-business hours
greetings, and greetings for holiday schedules.

- Add instructions for callers describing how to search the organizational directory,
and how to connect to a specific user by means of their extension number.

- Enable access for external callers to the operator. For more information, see
Configure the Operator Assistance feature on page 39.

* Play on Phone: Allows a Microsoft Exchange Unified Messaging-enabled user to access a
voice mail message through Outlook 2007 or Outlook Web Access and listen to the
message over a telephone.

* Message Waiting Indication (MWI): Designed by Geomant, the MWI application is an
add-on to the Microsoft Exchange Unified Messaging Server 2007 which provides support
for MWI notifications to users connected to the Microsoft Exchange Unified Messaging
Server. For more information on the installation and configuration of the Geomant MWI
application, see Geomant Message Waiting Indicator (MW]1) application installation on
page 41 and Configure Geomant Message Waiting Indicator (MWI) application on
page 42.

Note:

The MWI 2007 software is a third-party software developed by Geomant. Information
on Geomant and MWI 2007 is provided in this documentation for ease of reference
only. Avaya does not sell, warrant or provide operational support for Geomant's MWI
2007 software product, nor warrant the accuracy of MWI 2007 descriptions contained in
this document. Customers using this document are strongly recommended to obtain
the most recent MWI 2007 documentation from Geomant.

SPS
CS1000 (‘/1
SIP/TLS ' g
@ & LAN ; ‘ Exchange Server 2007
_F._“-._F“_.___...—-“"
RTP/SRTP - RTP/SRTP
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Multiple Microsoft Exchange Unified Messaging servers on a single network

Multiple Microsoft Exchange Unified Messaging servers on
a single network

Multiple Servers can be configured for a single network to ensure the effective handling of
potential issues caused by challenges of:

« Capacity: Each Microsoft Exchange Unified Messaging Server is capable of supporting
a maximum of 200 total concurrent (combination of inbound and outbound) calls. In larger
customer networks that need to support a higher volume of concurrent calls, additional
Microsoft Exchange Unified Messaging Servers can be configured in the same network
so that users can be load-balanced.

* Redundancy: An additional Microsoft Exchange Unified Messaging Server can be
configured as a redundant server in a network by utilizing the Least Cost Routing
Mechanism on the Network Routing Service (NRS) - configuring an additional Microsoft
Exchange Unified Messaging Server provides a greater measure of fault tolerance for the
services provided, allowing a continuation of those services in the event of system failure

» Geographical location: If network systems are located across multiple geographic
locations, Microsoft Exchange Unified Messaging Servers can be implemented in such a
way that they are both local and specific to each location. Configuring multiple servers in
this way would automatically result in load sharing of access to Microsoft Exchange
Unified Messaging services by users in the network.

Operational Considerations

Considerations specific to Microsoft Exchange Server 2007 are as follows:

* The only supported codecs are G711 and G723.
* RFC2833 is required for DTMF digit transmission to the Exchange Server.

* Exchange Server 2007 must always be configured as a static endpoint on the NRS as
Registration is not supported.

* The Fax on UM capability is supported.

» Geomant Message Waiting Indicator (MWI) 2007 is a required add-on for MWI
functionality.

* Microsoft Outlook 2007 is required.

* Exchange Server 2007 requires the use of x64 processors.
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Avaya Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

* For the Play on Phone option to function, the default Outlook data file used must be of
type .ost. If the default Outlook data file is of type .pst, the Play on Phone option will not
be available.

« Calling a non-Exchange user using the Auto Attendant functionality is not supported by
Microsoft Exchange Unified Messaging.

* Due to known issue concerning support of Payload 101 for RFC2833, intermittent DTMF
issues will be experienced with PC-based clients.

* Interoperability with Avaya BCM/SRG and Avaya CS 2100 over H.323 causes speech
path issues due to non-handling of RE-INVITE requests by Microsoft Exchange Unified
Messaging Server.

* SRTP is not supported on Exchange for Avaya CS 1000 Release 5.5 and below.

Considerations specific to the Geomant MWI Application are as follows:

* In a Main Office-Branch Office (MO-BO) environment, MWI functionality is provided in
either Normal or Local mode, as MWI is not supported as multiple instances in the same
domain.

* In a Geographic Redundant System environment, MWI functionality is provided in either a
Primary Call Server (PCS) or a Secondary Call Server (SCS) system, as MWI is not
supported as multiple instances in the same domain

Considerations specific to the Avaya Communication Server 1000 are as follows:

* Only CDP dialing is supported between the home Avaya CS 1000 and the UM Server -
users dial in to the home Avaya CS 1000 using any configured dialing plan to access
services provided by Avaya Communications Server 1000 with Microsoft Exchange
Server 2007 Unified Messaging.

+ Configuration of the voice mail soft key cannot be changed if there is a combination of
Avaya CallPilot™ and Microsoft Exchange Unified Messaging voice mail users on a single
node. A recommended deployment solution would be to have Avaya CallPilot™ users and
Microsoft Exchange Unified Messaging users associated with separate Line TPS nodes.

The voice mail soft key feature on the phone set assigns a unique key to each of the voice
messaging functions.

» While operating with an MCS PC Client, Microsoft Exchange Unified Messaging calls can
not be placed on hold.

* The existing limitation on the NRS of multiple endpoints with the same static IP address
is not supported. This affects network environments where two CDP domains are
configured to use the same Microsoft Exchange Server 2007.

* The Avaya 2050 IP Softphone does not support RFC2833; therefore, it can not be used
with the Subscriber Access and Auto Attendant features of the Exchange Server 2007.

« If a call originates from an H.323 endpoint (Avaya CS 1000/Avaya BCM/SRG) and is
tandem transferred by the Avaya CS 1000 to the Microsoft Exchange Unified Messaging
Server using SIP, the Subscriber Access and Auto Attendant feature can only be
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Microsoft Exchange Unified Messaging operational characteristics

accessed by voice command and not by keypad (DTMF), as there is no support for
RFC2833 over an H.323 network.

* If the far end does not support RFC2833 (with a payload value of 101), the Play on Phone
functionality is not supported.

« Calls forwarded by Integrated Call Director (ICD) to Microsoft Exchange Unified
Messaging are not supported.

« If a call originates from CS 1000 Node A to Node B (TRO is enabled on both the nodes)
which has call forward set to UM, same SA/AA DNs must be configured on both the nodes
since the call is originated from Node A (and not Node B) in this case.

Microsoft Exchange Unified Messaging operational
characteristics

* When a Microsoft Exchange Unified Messaging-enabled user plays back stored voice
mail messages, the order of playback begins with the last message recorded. That is,
when voice mail has been received (in order) from User 1, User 2, and User 3, the
messages are replayed in the order of User 3, User 2, User 1.

* For a voice mail message that is a reply to an earlier voice mail message, the reply
message is played before the playback of the original message.

* If there is only one voice mail message waiting for the user, it is not possible to undelete
that voice mail message once it has been deleted.

* Voice mail messages that have been listened to will continue to register as a new message
until the next option is used.

* When a user dials the Auto Attendant number (with speech enabled) and does not provide
a name, Auto Attendant repeats the prompt for a name three times. After the third prompt,
the call is forwarded to the operator automatically.

« Call answering does not work if the call is being redirected across CS 1000 nodes (or any
SIP Gateways) with different dial plans.The Unified Messaging fails to answer calls from
User A.

For example, there are two users—User A on node_A, with DP_A and User B on node_B,
with DP_B, User A's phone is set to forward all calls to B's DN.

The UM is not able to resolve mailbox for User A between cross-dial plans.
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Avaya Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

Secure Real-Time Protocol support for Microsoft Exchange
Server 2007 Unified Messaging

Avaya CS 1000 Microsoft Exchange Server 2007 Unified Messaging for supports Secure Real-
Time Protocol (SRTP) in the following scenarios:

* Scenario 1—CS 1000 with SRTP using Exchange Server 2007 for voice mail.

* Scenario 2—CS 1000 interoperating through Multimedia Convergence Manager with
Office Communication Server 2007 and Exchange Server 2007.

* Scenario 3—CS 1000 interoperating through Multimedia Convergence Manager with
Integrated Office Communication Server 2007 and Exchange 2007.

0 Important:

TLS must be enabled between CS 1000, Exchange Server 2007, and Office Communication
Server 2007 for SRTP to function. For more information about TLS, see Avaya Security
Management Fundamentals (NN43001-604). For more information about Multimedia
Convergence Manager with Integrated Office Communication Server 2007, see Avaya
Converged Office Fundamentals — Microsoft Office Communications Server 2007
(NN43001-121).

If CS 1000 and Unified Messaging are in different domains served by different DNS servers,
each DNS server should have forwarders configured, which contain the domain name and
IP of the other DNS server. So, if the first DNS server cannot resolve the FQDN, the DNS
server itself would forward the request to the other DNS servers.

Scenario 1

This scenario describes the CS 1000 with SRTP using Microsoft Exchange Server 2007 for
voicemail.
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Scenario 2

SPS
CS1000 cn

w.-‘n.,s |
SIP/TLS
g an

RTP/SRTP

RTE/SRTP

Figure 1: CS 1000 with SRTP using Microsoft Exchange Server 2007 for voicemail

Scenario 2

This scenario describes how the CS 1000 interoperates through Multimedia Convergence
Manager with Office Communication Server 2007 and Exchange Server 2007
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0OCS/Exchange for Voicemail with SRTP/RTP

SRTP/RTP
BthFfm
1K |, ,| sPs . o MCM/OCSProxy |, .| OCSMS
L 1 “5
ocsFE | | SRTP/RTP
SRIp/RTE: = o T .o
OC Client |/

Figure 2: OCS/Exchange for Voicemail with SRTP/RTP

Scenario 3

This scenario describes how the CS 1000 interoperates through MCM with Integrated OCS
2007 and Exchange 2007
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Feature Interactions

OCS/Exchange Integrated for Voicemail with SRTP/RTP

Best Effort

Tep

C51K

[TCPor TLS)

5PS

SRTP/RTP

TLS

Exchange/UM

SRTP/RTP

MOMSOCS Proxy

OCs MS

Figure 3: OCS/Exchange Integrated for Voicemail with SRTP/RTP

L

OC Client

SRTE/RTP

Feature Interactions

The following table provides feature interactions.

Table 1:

SRTP

Wave 13

RTP/SAVP, 200 OK, using
RTP/AVP

best-effort SRTP

Microsoft Exchange 2007
Service Pack 1. VOIP
Security: Secured

200 OK, using RTP/SAVP

best-effort SRTP

Microsoft Exchange 2007
Service Pack 1. VOIP
Security: SIP Secured

503 Services Not Available

best-effort SRTP

Microsoft Exchange 2007
Service Pack 1. VOIP
Security: Unsecured

503 Services Not Available

Microsoft Exchange Server 2007 Unified Messaging Fundamentals

November 2010

19



Avaya Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

CS 1000 Interaction with Exchange 2007 Service Pack 1 and
Exchange 2007 Wave 14

In order for CS 1000 and Exchange to communicate through SRTP, Element Manager must

be configured to indicate if VOIP Security is configured as “Secured”. The following scenario
is common between a Best Effort CS 1000 SIP INVITE to Exchange 2007 Service Pack 1 and
Exchange 2007 Wave 14.

(1) A Best Effort offer to Exchange with VOIP Security: Secured

v=0 0=- 122 3 IN IP4 192.168.117.230 0=- 122 3 IN IP4 192.168.117.230 s=- t=0 0 c=IN IP4
0.0.0.0 m=audio 5200 RTP/AVP 0 8 101 111 a=tcap:1 RTP/SAVP a=crypto:1

AES _CM_128 HMAC_SHA1_80 inline:Natl39V92Sgt0WOOhzMIqBZJIb0lkZD7vykD OuLJ|
2/31|2776763240:4 a=crypto:2 AES_CM_128_HMAC_SHA1_80
inline:Natl39Vv92Sgt0WOOhzMIgBZJIb0lkZD7vykD OuLJ|2431 a=rtpmap:101 telephone-
event/8000 a=fmtp:101 0-15 a= sendrecv a=pcfg:1 t=1

Below is a sample answer to Offer 1:v=0 0=- 128 2 IN IP4 192.168.116.230 s=- t=0 0 c=IN IP4
0.0.0.0 m=audio 5200 RTP/SAVP 0 8 101 111 a=crypto:1 AES_CM_128 HMAC_SHA1_80
inline:KY202u8S0tKrnai4dY O0OSTMDvnquDOEPLWbczkHJZ|2731|2776763240:4 a=rtpmap:
101 telephone-event/8000 a=fmtp:101 0-15 a= sendrecv

From the sample above, the initial Best Effort offer: it supports the following Media Profiles:
RTP/SAVP and defaults to RTP/AVP if RTP/SAVP cannot be used. Exchange responds with
RTP/SAVP to indicate its usage of SRTP and does not include the media level attribute acfg.

Limitations

20

Secure Real-Time Protocol support for Microsoft Exchange Server 2007 Unified Messaging
limitations

* CS 1000 has the capability to understand and process the acap attribute in an incoming
offer but does not make use of it in the response or in a new offer as defined in Avaya’s
SRD Section 16.6.2.[1]

* When CS 1000 is used with Exchange 2007 that has VolP Security set as Secured, all
mailboxes associated with that secured Dialling Plan are treated with a Media Security
Class of Service of Always Secured. When VOIP Security is configured as Secured, it
requires the use of TLS for SIP Signalling between Exchange and CS 1000. Any IP or
digital phones that do not support SRTP are not compatible with Exchange if VoIP Security
is configured as Secured. The Exchange Unified Messaging 2007 Wave 14 limitations
are unknown at this time.

» Exchange 2007 SRTP does not support MKI or <“from”, “t0”> rekeying, however since
the typical lifetime of RTP and RTCP packets is 2"31 this means supporting key update
is unnecessary.
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Exchange 2007 does not renegotiate a new security context and uses the current security
context for it to receive and send stream during a SIP REINVITE.

Table 2: Features not supported with Exchange 2007 SP 1 when SRTP and TLS are

enabled
Action Supported
Call on Hold Not Supported
Call Transfer (blind) Not Supported
Call Transfer (consultative) Not Supported
Call Conference Not Supported

Exchange 2007 Unified Messaging SP1 and Wave 14:

The patch to negotiate best effort SRTP does not impact previous limitations between CS 1000
5.x and Exchange 2007 Unified Messaging SP1 and Wave 14.

CS 1000 phone configuration

This section details phone configuration to provide operation for Avaya Communication Server
1000 with Microsoft Exchange Server 2007 Unified Messaging.

Required class of service configurations are as follows:

» CFXA (Call Forward External): Allowed

* FNA (Call Forward No Answer): Allowed

* HTA (Hunting): Allowed

* CLS (Trunk: Call Access Restriction): Unresricted
* MWA (Message Waiting Indicator): Allowed

Both FDN (Call Forward No Answer DN) and Hunt (Hunt DN) must be configured to the value
for the configured Subscriber Access DN.

SIP provisioning guidelines

This section details the SIP provisioning requirements for operations on Avaya Communication
Server 1000 with Microsoft Exchange Server 2007 Unified Messaging and/or via overlay.
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For CS 1000 configuration information, see the following documents:

* Avaya CS 1000 Input/Output: Administration (NN43001-611)
» Avaya CS 1000 Element Manager System Reference - Administration (NN43001-632)

Configuring SIP/Virtual Trunks, Route, Dialplan, Route entries and Endpoints for
CS 1000 to interoperate with Exchange/UM using Element Manager and/or
through overlay

1. Create a new virtual D-Channel to the Node that registered in the Exchange Server -
LD 17.

2. Create Virtual Route (RDB) using the D-Channel (LD 16) with following parameters:
"PCID=SIP, INAC=Yes, CTYP-ukwn."

Create Virtual Trunks for the Route previously created - LD 14.

Create DMI(DGT), with no deletion or insertion - LD 86.

Create RLB using Route and DMI previously created in steps #2 and #4 - LD 86
Create CDP Distant Steering Code to route the call to the Exchange Server - LD 87.

Create ACD DNs with NCFW configured for both Subscriber Access and Auto
Attendant numbers - LD 23.

8. For all subscriber phones, configure FDN/HUNT to Subscriber Access number and
add the following features in CLS (LD 11): FNA, HTA, HFA, WTA, FBA, MWA, SFXA.

Configuring SIP/Virtual Trunks, Route, Dialplan, Route entries and Endpoints for
CS 1000 to interoperate with Exchange/UM using NRS

N o gk~ w

1. Add the Exchange Server and its IP address as a Static endpoint on NRS; and fill
in the field "Static endpoint address" with the Exchange Server IP.

2. Add Routing Entries for Exchange Server gateway endpoint: DN type: Private Level
0 regional (CDP Steering Code) DN prefix: the Distant Steering Code

Assumptions

« Call model and traffic rate calculations are based on the assumptions provided by
Microsoft for a typical heavy user, as described at the following URL: http://
msexchangeteam.com/archive/2006/08/14/428677 .aspx

* A single Microsoft Unified Messaging server can have up to 3000 heavy users associated
with it.

+ All Microsoft Unified Messaging messages are received by telephone using an SIP Trunk,
and not using Microsoft Exchange Client (which does not use an SIP Trunk).
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Assumptions

* The use of Auto Attendant for Thru-Dial and other custom voice menu services makes
the following assumptions:

- Menu selection and call transfer time is 30 seconds, with a completed call duration
of 180 seconds.

- Busy Hour (BH) Auto Attendant usage is 0.35 calls per hour for each Microsoft
Unified Messaging user.

* Auto Attendant operation requires the usage of two SIP trunks, which remain in use for
the duration of the call.

« If Microsoft Unified Messaging system usage differs from the call model described for the
purpose of SIP trunk table calculations, it is the responsibility of the customer to monitor
the actual usage of the system and ensure that there are sufficient SIP trunks available

for use.

Number of | Typical BH | Typical BH| Erlangs | Number of | Number of | Number of

UM Users Call CCSs (ccs/36) | SIP Trunks| SIP Trunks| SIP Trunks
Duration (Erlang B | (Erlang B | (Erlang B,
(seconds) P05 Grade | P01 Grade Non-

of Service) | of Service)| blocking)

50 15000 150 417 8 10 24

100 30000 300 8.33 13 16 33

200 60000 600 16.67 22 26 49

500 150000 1500 42 48 55 89

1000 300000 3000 83 88 99 147

2000 600000 6000 167 170 187 254

3000 900000 9000 250 250 273 355
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Chapter 4: Configuration of Avaya
Communication Server 1000 with
Microsoft Exchange Server 2007
Unified Messaging

For the tasks and procedures associated with configuring Avaya Communication Server 1000 with
Microsoft Exchange Server 2007 Unified Messaging, see the following:

» Configure a new user mailbox for Microsoft Exchange Unified Messaging on page 25

» Enable a new user mailbox for use with Microsoft Exchange Unified Messaging on page 31

» Configure a new Dial Plan for Microsoft Exchange Unified Messaging on page 34

* Configure the Operator Assistance feature on page 39

» Geomant Message Waiting Indicator (MWI) application installation on page 41

+ Configure Geomant Message Waiting Indicator (MWI) application on page 42

+ Configure Microsoft Exchange Unified Messaging in CS 1000 Element Manager on page 45

+ Allowing calling party numbers to update while leaving message on page 51

* Disable a user mailbox on page 52

* End user experience scenarios on page 60

Note:

Throughout this document, screen captures of third-party software are included for the purposes of
illustration only. While the screen captures in this document are believed to be accurate and reliable in
their depiction of third-party software used in conjunction with this feature, the information is subject to
change without notice. Therefore, Avaya presents all third-party screen captures in this document
without express or implied warranty with regard to their complete accuracy.

Configure a new user mailbox for Microsoft Exchange
Unified Messaging

The following section details the required steps for the configuration of a Microsoft Exchange
Unified Messaging mailbox.
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Configuring a user mailbox for Microsoft Exchange Unified Messaging

1. From the Exchange Management Console, select Recipient Configuration and
right click on Mailbox. Select New Mailbox... to start the New Mailbox Wizard.

E:(r.lmuul: Management Console

Ble  Action  iew Help
&~ | Bm| 2w
£3 Meroscét Exchange £2 Mailbox - um2007r.corp-avaya.com “SC | | Actions
= & Organization Configuration [ Mailk 2
14y Madbox
.‘:‘: ::bﬂ;rmt ] Pins I Reci ; TrabDel & ?t Modify the Maximum Number of Re...
-‘l Unified M 3 a : 2002 Uszer Mailbox bl New Mailbox...
- § Server Configuration :3'5 4001 rasheni rashmi_1 User Mailbos ik ’
=@, Reciplent Configuration ‘z:’ 400 rashani rashmi 2 ser Matbos
2, [prenens A5 Arministratng Arkministraton User Mailbox [3] mefresh
§2, £ Madfy the Maxinum Humber of Recpients to Display.. Uzar Mailbox @ e
Miadbune Uszer Madbox
User Mailbos 2002 User. &
User Mailbox £ Disable
Uszer Mailbox =
Uszer Malbos # Restove
User Malbox &a Move Maibox...
B lerlbvw1001 Torels ek 1001 Uszer Mailbos - = A
13; ferio_2002 Toelo  fero2002 Wser Mailbok [ Enable Unified Messaging...
a o001 Totelo  ferto2001 User Mabes Properties
i john mark, jehn User Mailbox
- (2 Help
daks 7003 kes7003 User Mailbox
24 LCS 4500 les4500 User Mailbax j
25105 4503 les4503 User Malbos
i ks 5005 LCS5005 User Mailbox
ks 5009 lesS009 User Mailbax
@ales 5012 LCS5012 User Mailbox
&alCs 7005 k57005 User Mailbox
A ksudp Lesudp User Mailbex
i Node 51015 nodeal 015 User Mailbox
A Node ATDE nodeal 016 User Mailbox
i Node A1DI7 nodeal 7 User Malbox
hnods 41100 nodeal 100 User Mailbos
danode a1101 nodeal 1 User Mailbox
DA hade DWTD R T Fhass bl by =
4 i K1 | j‘l
e = — =

2. The opening screen for New Mailbox Wizard appears. Select User Mailbox and
click Next, as shown in the following figure:

26  Microsoft Exchange Server 2007 Unified Messaging Fundamentals November 2010



Configure a new user mailbox for Microsoft Exchange Unified Messaging

il New Mailbox

O Introduction | Introduction
I User Type Thiz wizard will guide you through the steps for creating a new mailbox, resource mailbox,

linked mailbox and mail-enabling an existing user.
- New Mailbox
Choose mailbox type.

. Completion G

This mailbox is owned by a user to send and receive messages. This mailbox cannot be
used for resource scheduling.

" Room Mailbox

The room mailbox is for room scheduling and is not owned by a user. The user account
associated with resource mailbox will be disabled.

 Equipment Mailbox

The equipment mailbox iz for equipment echeduling and is not owned by a user. The
user account associated with the resource mailbox will be disabled.
" Linked Maibox

Linked mailbos is the name far a mailbox that is accessed by a secunty principal [user] in
a geparate, trusted forest,

Help | s Back I Mest » I Cancel I

3. Select New user and click Next, as shown in the following figure:

New Mailbox

B Introduction User Type
T You can create a new user of select an existing user for whom you want o create a new
3 User Type s
[ New Mailbox
c : New
A & [Hew yser |
(" Existing user.

[

Heb | <Bock |[ Mew> | came |
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1 Introduction
M User Type
[ User Information
1 Maibox Settings
- New Matbox
_I Completion

ﬂebl

4. Enter account information for the mailbox user, as appropriate, as shown in the

following figure:

\,& New Mailbox

User Information
Erites the user name and account infarmation.

Organizational unit;

IumZ‘.I}[I?pr avaya.com/sers Browse. .. l

First namme: I nitizls: Last name:
|Geerge | |Dariiel

Mamme:

[Gecige Dariel

Uzer logon name [User Principal Name):
Igd-aniei !@ um2007T corp.avayacom ;I

User logon name [pre-Windows 2000):
|gdeniei

Password: Confiem password:

[~ User must change password at next logon

Bk |[ New> | camca |

28 Microsoft Exchange Server 2007 Unified Messaging Fundamentals

5. Click Next to continue

6. Enter the alias for the mailbox user, and select the mailbox location and policy

settings, as shown in the following figure.
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New Mailbox

B Introduction Mailbox Settings

I User Type Enter the alias for the mailbox user, and then select the mailbox location and policy settings.
I Uses Information Aliag:
[ Maibox Setings

1 New Maibox Semver

1 Completion [kavzras i

Storage group:
| First Storage Group j

Mailbox database:
Fdailbou Database =l

| [T Managed folder malbos policy:

| ]

[ Exchange ActiveSync mailbox policy:
|

£3 Messaging records management is & premium feature and requies an Exchange
Enterprise Chent Access Licensa (CAL)

Help | < Back | Hext » I Cancel [

7. Click Next to continue.

8. The Configuration Summary for the current user mailbox is displayed, as shown in
the following figure. Review for accuracy, and click New to create the user mailbox.
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1 Intraduction
M User Type
I User Information
1 Mailbox Settings
[ New Maibox
| Completion

Help I

New Mailbox

New Mailbox
When you click New, the following mailbox will be created.

Configuration Summary;

) George Daniel

Mailbox type: User Mailbox

Organizational unit; um2007rcorp.avayacomllsers
First name: George

Last name; Daniel

User name: George Daniel

User logon name (User Principal Name): gdariel@um2007rcorp.avayacom
User logon name (prewindows 2000} gdaniel

User doesn't need to change password at next logon
Alias: gdaniel

Server. KOVZP46

Storage Group: First Storage Group

Mailbox Database: Maibox Database

Select Cr+C to copy the contents of this page.

< Back | Mew I

|

Cancel I

30

shown in the following figure:
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9. The completion screen of the New Mailbox Wizard appears. Click Finish to exit, as
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[ al
!l New Mailbox
Rt
B Introduction Completion
P User Type The wizard completed successhully. Click Finish to close this wizard.
i . Elapsed time: 00:00:01
B User Information Summary: 1 temis]. 1 succeeded, 0 faied.
n i =
£ Maibox Settings L3 George Daniel a al
3 New Maibox )

i Exchange Management Shell command completed

[ Completion Meve-Maibox -Mame Gearge Daniel -Alias ‘gdaniel -Organizationallnit
'um2007r.corp avaya.com/L sers’ -UseiPrincipalN ame
‘gdaniel@um2 0071, corp, avaya,com’ -SamiccouniName ‘gdanisl -Firsth ame Gemge’
Aritials * -LastMame D aniel -Fassword ‘Syztem Securily, SecureSting'
ReselPassworddnMNextLogon Halse -Database TN=Maibox D atabase CN=Fust
Storage Group, CM=InformationStare CN=KOVZP46 CN=Servers CH=Exchange
Admirestrative Group [FYDIBOHFZ35PDLT | CMN=Administrative Groups, CN=Fust
Organizabion CN =Microsoft
Exchange CH=Services CM=Configuration, DC=um2007 O C=corp,DC=avaya DC=com'

Elapsed Time: 00:00:01

. Select Clil+C to copy the contents of this page.

Help I < Back | Firizh I Carvcel

Enable a new user mailbox for use with Microsoft Exchange
Unified Messaging

The following section details the required steps for the enabling an existing user mailbox for
use with Microsoft Exchange Unified Messaging.

Enabling a user mailbox for use with Microsoft Exchange Unified Messaging
1. From the Exchange Management Console, select Recipient Configuration >

Mailbox. Right click the specific user mailbox to be enabled and select Enable
Unified Messaging, as shown in the following figure:
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IS[=1E3

£F Mailbox - um2007r.corp.avayacom 47 objects

Uzer Maibox
Uzes Maibox
Uzer Maibox
Uses Maibox
Uzes Maibox
Uses Maibox
Uzes Maibox
Uzes Maibox
Uszer Maibox
Uzer Maibox
Uzer Maibax
Uzes Maibox
Uzes Maibox
Uzer Maibox
Uzer Maibax
Uzer Maibox
Uzes Maibox
Uzes Maibox
Uzar Maibaox
Uzes Maibox

Ve Rt

o

Actions

Mailbox

R, modfy the Maxinum Number of Re...

Views
[B Refresh
2 Hep
George Daniel
O Disable
75 Remaove
Bl Move Mailba...
\iig Enable Unified Messaging. ..
Properties
2 Hep

@ Enchange Management Console
Eile Action View Heb
&= |GE 2@
£3 Microsoft Exchange
S1-is Organization Configuration [
ek Mailbox tieas Rt
W& Cient Access o
'y Hub Transpart
7 Urified Messagin .
&8 Sler\aer Config;s:t‘i;bng elajohn mark john
21 &, Recipint Configuration dales 7003 le27003
A2 Malbok L’ﬂLCS 4500 lzz4500
#3, Distribution Group JALCS 4503 lesdB503
) Mail Contact dalcs 5005 LCSS005
ﬁ} Discornected Malbox | &2 lcs 5009 le25003
3 Toolbox Hhlcs 5012 LESSm 2
HALES 7005 les 7005
Halcsudp Lesudp
HAHNode A1015 rodeal il
AaMNode A1016 rodeal 016
daNode A1017 nodealll?
A node a1100 nadeal100
Aanode al10 fodeal 101
2AHNods B2018 rodeb2018
A Node B2019 rodeb2019
i Nods B2020 rodeb2020
A Pahick Les pabick,
i Rashmi Jag razhmi
HAReniy fer 1
A sini 2012 22
28 sini po SpC
A Srini Uzer 1000 usar] 000
A Sini User, 1002 weerl 002
A stind user 2005 sori2005
A itk 46703 aujith_46703
B user 1007 userl 001
I — T
« i | K18 i
|

2. The Enable Unified Messaging Wizard appears, as shown in the following figure.
Configure the Unified Messaging Mailbox Policy and PIN options, as appropriate
for use on your network, and click Enable.
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S~y " .

g 2= Enable Unified Messaging

|

o Enable Unified Enable Unified Messaging

Messaging The selected maibos wil be enabled fior Unified Messaging. Upon completion, an e-mail

[ Completion meszage will be sent to the maibox notifying the user that they have been enabled for
Urified Messaging. The message will inchude the PIN and the number to dial to gain access
to their maibox. By default, an extension number andP1N aea.iamhcdygemded‘(w
can also manually specify an extension number and
Unified Meszaging Maidbosx Policy:
|C51000_Noded Default Policy Browse. . |
€ Automatically generated malbox extension
& Manually entered mailbox extension: Im—
FiN Settings

| Automatically generate PIN to access Outlook Voice Access
| @& Manually specity PIN: [sonel
™ Redquite user to reset PIN at fiest telephone logon
£2 Unified Messaging is a premium feature and requires an Exchange Enterprse Chent
Access License (CAL) to enable & for the mailbox,
Hep | <gack |[ Enatle |  coe |

3. The completion screen of the Enable Unified Messaging Wizard appears. Click
Finish to exit, as shown in the following figure:

/=y - _
= Enable Unified Messaging

py Enable Urdied Completion
Messaging The wizard completed successhuly. Cick Finish o close this wizard
B Completion Elspeed time: 00.00.04
Summary: 1 ter{s) 1 succeeded, 0 faded.
13 George Daniel G sted &

Management Shel e d completad
'8631de14-3ca3-43ed-a 241202 baeTED' | Enable-UMMadbox -Pin 653455
PinExpired $false -UMMaiboxPobcy TS1000_NodeA Default Pobcy' -Extensions
45000

Elapsed Time: 00:00:01

" Salect CHHC to copyithe content of this page:

Help [ < Back |
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Configure a new Dial Plan for Microsoft Exchange Unified
Messaging

The following section details the required steps for the configuration of the Microsoft Exchange
Unified Messaging Dial Plan.

Configure the Microsoft Exchange Unified Messaging Dial Plan
1. From the Exchange Management Console, select Organization Configuration >

Unified Messaging > New UM Dial Plan. The New UM Dial Plan screen appears,
as shown in the following figure:

o
o /m MNew UM Dial Plan

3 New LIM Dial Plan New UM Dial Plan
Completion This wizard helps you create a UM dial plan for use by Microsolt Exchange Unified |
= Messaging A dial plan is a grouping of unique telephone extension numbers |
|
Name: |
[cs1000_Nodea|

Mumber of digits in extension numbers:

|5

i) After you create a new dial plan, the disl plan must be added to one or more LIM
~ servers before it will be used.

Help < Back | | Hew I Cancel

Figure 4: New UM Dial Plan screen

2. Enter the Dial Plan name and the number of digits used for the user extension
expected. Click New. Right-click the newly-created Dial Plan and select Properties.
The Dial Plan Properties screen appears.

3. Click the General tab. From the VolP security drop-down list, select Unsecured,
as shown in the following figure:
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Ertinange Managensent, Consale

T3 Merosoft Exchange B Unified Messaging
= L& Organization Configuration
kMoo
2 Chert Aroess x|
b Transport
4 Unified Messagng |
5 Server Corfiguration
R, Recipient Corfiguration
& Toober 1=l beclk
Aussocisted UM server: BTSNTEXCHO!
Aszsocisted UM IP gatevsays: BTSNTOCSDRO, BTSNTOCSHMO, C51
LRI type: SIP LRI
Mumber of digis in the estenzion. 4
Modied 24 Judy 20081 4:02: 34
% Sand a pordaliven ioport § mezsage
¥ Al e 1o rmceive [ans
Vol secusty. [Unsecued >

BTSHTOCS | 53 phew LM 1P Gatomay...
Tl Meow LM Malbax: Polcy...
TR M UM Auto Attardane...
G Exportiit,..
Visw v
B Refresh

@ rep

7 Removs
i Properties

@ Hep

Q.fsun“a. 122 Bxchange Manageme... L #

7]
=

bescs ik -

Figure 5: Dial Plan General Tab

wt - ® | W B AR .

4. Click the Subscriber Access tab. Specify the Welcome Greeting, Informational
announcement value, and the Subscriber Access and Call Answer number to be
associated with the new Dial Plan. Click Apply and then OK to accept, as shown
in the following figure:
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Features | Settings | Dialing Rule Groups
General Subscriber Access | Dial Codes
Welcome Greetings
Welcome greeting:
|Use default greeting Maodify...

Informational announcement;
|Informational announcement is disabled Modify...

Associated Subscriber Access Numbers
Enter the telephone number to associate:

[ ok | ocancel | opy Help

Figure 6: Dial Plan Properties screen

5. Select Server Configuration > Unified Messaging, and right-click the server
name for which your newly-created Dial Plan is intended. Select Properties, as
shown in the following figure:
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6. Add the configured Dial Plan under the UM Settings tab, as shown in the following
figure:
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7. Click OK.

8. Specify the SIP Gateway name and IP address (Signaling Server node address)
for the current Dial plan, as shown in the following figure:

Microsoft Exchange Server 2007 Unified Messaging Fundamentals November 2010 37



Configuration of Avaya Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

[Bo a0 wou b
e+ BB 28
- B unified Messaging 51 Actions. 2
P TS kPl UMIP Gty | U i P | UM i Ao | Undied Mestagng -
A, Qo et Hame UM Ousf Plars | Pt lderiber  Adein Al[| 13 mewurcaiptan. .
3 M Transpoet T Dl Hurt Giowe h_pieson P —
- = Unfed Messagng LaT0_ew
Server Configuration Drel ot bourt Grongy
L M = lea_lab_y
_;'ankom !‘:-du.llw&m ?‘:/ P ety
O el Iyt 5 SPLCS_Node_343 s
B S——e = Delsdbrt Gy | O MewUM P Gateway | Now UM IP Gatoway
5 8 Secwert Corfiguraon || ) 09 mein_olfice_ts The v L
‘Malbox Fosaclonth | O Complsion dhkey gateveay b ue by
L, Catrbtion Group q;t:""‘"—“""- /P and Uniind Messagng
~ & al Contact Sy s N r
i'r?au B ’:‘lwe Free
T S - 1 <] & Phston
B e I & n = 20
Soarch: Now Cgw
e Exaple: 1521681010
e = Tata: =
_imArea_Gabsay_DiaPlan []  Eully quakled domn name FODN}
ihres_Pichadson_DialPan 5 I
i Asea_Towerdo_DualPlan 5
i heh 5 [Esargle: smuthuonl Compary Com
T — — s
JRCIEION s ' [eem ]
elEd 4 i - 2 2
oo, dagian_ BV . | D0 okl st bt onp wll b cuuted o il i e 84
i beenando_dudpian_T0 4 created maraly
i b dangland VW ‘
e 4
LTS _Disklan .
SLCS_udp 7 |
Jna_«uau 4 ﬂ-l <ok I Bow | Carcel I
et . |
ok | _cms | s
1 cbjectis) seected. 24 obect(s) fourd. . oo -
ﬂ—lﬁ% L
ol [

Figure 7: Configuration screen for new UM IP Gateway

9. Specify Auto Attendant name and number for the new UM Dial plan. The Auto
Attendant Configuration number is provided for the UM Dial Plan configured, as
shown in the following figure:
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10. Allow users to receive fax under the dialing plan:

* In the Exchange Management Console, expand the Organization
Configuration node, and then click the Unified Messaging node.

» On the UM Dial Plans tab, select the UM dial plan for which you want to allow
users associated with the dial plan to receive fax messages, and then click
Properties in the action pane.

» On the dial plan Properties page, on the General tab, select the check box next
to Allow users to receive faxes.

* Click OK to save your changes.
11. Allow the user to receive fax under user profile:

* In the Exchange Management Console, expand the Recipient Configuration
node, and then click the Mailbox node.

* In the result pane, select the user mailbox that you want to modify.
* In the action pane, click Properties.

» On the Mailbox Features tab, click Unified Messaging, and then click
Properties.

» On the Unified Messaging Properties page, select the check box next to Allow
the user to receive faxes.

* Click OK to save your changes.
12. On the Exchange Server, enable inband fax detection:

* Go to C:\Program Files\Microsoft\Exchange Server\Bin

* Open file globcfg.xml: <EnablelnbandFaxDetection>false</
EnablelnbandFaxDetection>

» Change to: <EnablelnbandFaxDetection>true</EnableInbandFaxDetection>
13. Restart the Exchange UM service.

Configure the Operator Assistance feature

To configure the Operator Assistance feature to be used with a configured UM Dial Plan,
perform the tasks in the following procedure:

Configure the Operator Assistance feature
1. After providing the operator assistance number in Dial Plan and Mailbox users, open
the Exchange Management Shell.

2. Right-click on the dial plan, and select Properties from the list of the available
options. Optionally, you can click on the properties menu in the action pane as
shown in the following figure:
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Select Allow calls to extensions under Dialing Restrictions and click OK.

3. Add an attendant number on the properties window, under the General tab, enter
the DN number for the auto attendant, click Add and then OK to add:
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After dialling the number, the prompts for Auto Attendant service are heard by the
user.

Geomant Message Waiting Indicator (MWI) application
installation

Prerequisites:

* Download the detailed procedures to be used in the installation of the Geomant MWI
application at http://www.geomant.com/index.php?mainpage=true > Downloads >
Product documentation.

» Exchange Auto Discovery Feature must be configured on the domain. See the Setting up
E12 Autodiscover document that can be found in the downloaded documentation
package.

* As part of Exchange Auto Discovery configuration, a Certificate Authority Server must be
configured in the domain. For installation instructions, see http://www.tacteam.net/
isaserverorg/vpnkitbeta2/installenterpriseca.htm

* On the Active Directory used to start the MWI service, the user must be configured with
Administrator permissions.

9 Note:

The MWI 2007 software is a third-party software developed by Geomant. Information on
Geomant and MWI 2007 is provided in this documentation for ease of reference only. Avaya
does not sell, warrant or provide operational support for Geomant's MWI 2007 software
product, nor warrant the accuracy of MWI 2007 descriptions contained in this document.
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Customers using this document are strongly recommended to obtain the most recent MWI
2007 documentation from Geomant.

The Message Waiting Indicator (MWI1) functionality of Microsoft Exchange Unified Messaging is
not provided through Exchange Server 2007. Geomant MWI, a third-party vendor application,
is an add-on application for use with Exchange 2007 Server, and is used to provide all
notifications of new incoming messages to user telephones associated with a voice mail
account on the Exchange Server 2007.

Each implemented instance of Geomant MWI is capable of providing message waiting
indications for 2500 users, and has a 10 minute built-in timer for user notification timeout

purposes.

Installation of Multiple MWI applications

It is possible to install and configure multiple instances of the MWI application on the same
network, to accommodate a larger number of users. Users configured on the Exchange Server
are distributed between the available instances of the MWI application to provide effective MWI
notification.

' Note:

Due to a limitation of the Geomant MWI application, a user cannot be configured to receive
MWI notifications from more than one MWI application. A document describing the steps for
a manual installation of the MWI application software can be found in the documentation
package downloaded at http://mwi2007.com > downloads > documentation package.

Configure Geomant Message Waiting Indicator (MWI)
application

Following the successful installation of the MWI application, you are able to configure the MWI
application by means of the Geomant MWI Service Web page.

The Geomant MWI Service Web page can be opened on the local server using the link https://
localhost/MWISrvAdmin/.

' Note:

The Geomant MWI Service Web page can also be accessed from a different (non-local)
system by replacing localhost with the IP Address of the server on which the MWI
application has been installed.

The Geomant MWI Service Web page appears as shown in the following figure:
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Figure 8: Geomant MWI Service Web page

To configure MWI licenses for each SIP gateway through which MWI notifications will be sent,
click on the SIP Gateway option of the Geomant MW!I Service Web page (as shown in the
preceding figure). Enter the appropriate values for each SIP gateway to be used. The SIP
Gateway configuration screen appears as shown by the following:

AREA_TORONTO_IP_GW/ \ [TcP =l w |SDEU

AREA_RICHARDSON_IP_GW ‘ [TCP

ﬂ |

~| | |5080 | o O |acm

Figure 9: SIP Gateway configuration screen

! AREA_GALWAY_IP_GW ‘ |TCF'

The installed MWI service can be enabled and configured on a per-user basis with the SIP
gateway to which the associated MWI notifications are to be sent. To configure MWI for each
user, click the MWI Users option on the Geomant MWI Service Web page, which causes the
Unified Messaging User Properties screen to display, as shown by the following:
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Additional notes on configuring Avaya CS 1000 for MWI

Additional notes on configuring Avaya CS 1000 for MWI

» The SIP DCH should be configured with MWI for the RCAP value (LD 17).

* User telephones should be configured with MWA (Message Waiting Allowed) Class of
Service to receive MWI Lamp notification.

» The Node configuration page (in Element Manager) needs to be configured with
information for both the MWI Application DN and the MWI Dialing Plan. The configured
MWI DN and MWI Dialing plan should be administered as a valid DN on the Call Server
to ensure routing back to the SIP gateway; this is required if the ISDN Facility Response is
to be sent back to the SIP gateway. For more information on configuring the MWI DN and
MWI Dial Plan, see Configure information for the MWI Application DN on page 50 and
Configure the Microsoft Exchange Unified Messaging Dial Plan on page 34.

SRTP configuration using Element Manager

Use the following procedure to configure SRTP negotiation between CS 1000 and Exchange
2007 in Element Manager

Enabling SRTP/TLS for Exchange 2007

Navigate to Element Manager.

Click Nodes: Server, Media Cards.

Click the node you want to view.

Click the Microsoft Unified Messaging tab.
Select the Enable Secure Media check box.

o gk w N =

Click Save and Transfer.

Configure Microsoft Exchange Unified Messaging in CS
1000 Element Manager

The following sections detail the use of Element Manager in configuring Microsoft Exchange
Unified Messaging services on the CS 1000.

The Edit page of the Element Manager Nodes: Servers, Media Cards configuration page has a
new configuration tab — Microsoft Unified Messaging. The Microsoft Unified Messaging tab is
used to add Microsoft Exchange Unified Messaging numbers that have been defined for use
with Subscriber Access and Auto Attendant and also to configure MWI DNs and Dialing Plans.
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Up to five Subscriber numbers and five Auto Attendant numbers can be configured. These
numbers can be added, modified or deleted using the functions of the Microsoft Unified
Messaging tab.

Configure a Node in Element Manager for use with Microsoft
Exchange Unified Messaging

Access to all parameters for configuration of a node for interaction with Microsoft Exchange
Unified Messaging are found under IP Telephony Node section of Edit page for Nodes: Servers,
Media Cards, as shown in the following figure:
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Figure 11: Configuring a Node for use with Microsoft Exchange Unified Messaging: IP Telephony Node

A Node can be imported and its parameters edited to interact specifically with Microsoft
Exchange Unified Messaging.

Import and edit a Node for Microsoft Exchange Unified Messaging interaction

1. Log on to Element Manager with a valid User Account.
2. Navigate to the Nodes: Servers, Media Cards page.

3. Launch the Import Node Files page and import the node to be configured for use
with Microsoft Exchange Unified Messaging and edit the imported node by
navigating to the Edit page of that node.

4. Configure the Unified Messaging parameters for the node by expanding the
Microsoft Unified Messaging section and saving the changes. For more
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information, see Configure Subscriber Access, Auto Attendant, and MWI DN
information on page 47.

Configure Subscriber Access, Auto Attendant, and MWI DN
information

Opening the Microsoft Unified Messaging tab of the Edit page for Nodes: Servers, Media Cards
allows the Subscriber Access, Auto Attendant, and MWI DN information to be configured.
These configuration parameters, once expanded, appear as shown in the following image:
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Figure 12: Subscriber Access, Auto Attendant, MWI DN and Voice mail softkeys configuration parameters

The acceptable data entries for the Subscriber Access, Auto Attendant, and MWI DN
information fields are as follows:

 Subscriber Access Number: This is a numeric field for up to 32 digits.
* Auto Attendant Number: This is a numeric field for up to 32 digits.
* MWI Application DN: This is a numeric field for up to 32 digits.

Adding, modifying, or deleting Subscriber Access Numbers
for a Microsoft Exchange Unified Messaging Node

The following procedures detail the steps to add, modify, or delete the Subscriber Access
Number information for a Node interacting with Microsoft Exchange Unified Messaging.
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Add new Subscriber Access Number information

oo Dbd =

Log on to Element Manager with a valid User Account.
Navigate to the Edit page of the Nodes: Servers, Media Cards configuration page.
Expand the Microsoft Unified Messaging.

In the space provided, add information for up to five Subscriber Access Numbers
by clicking Add and saving the configuration. The Add button becomes inactive
after the fifth entry.

Modify Subscriber Access Number information

oo bd =

Log on to Element Manager with a valid User Account.
Navigate to the Edit page of the Nodes: Servers, Media Cards configuration page.
Expand the Microsoft Unified Messaging.

In the space provided, modify the configuration information as required for up to five
Subscriber Access Numbers and save the configuration.

Delete Subscriber Access Numbers

B

Log on to Element Manager with a valid User Account.
Navigate to the Edit page of the Nodes: Servers, Media Cards configuration page.
Expand the Microsoft Unified Messaging.

Delete the required Subscriber Access Number(s) by clicking the Remove button
and saving the configuration.

Adding, modifying, or deleting Auto Attendant numbers for
a Microsoft Exchange Unified Messaging Node

The following procedures detail the steps to add, modify, or delete the Auto Attendant Number
information for a Node interacting with Microsoft Exchange Unified Messaging.

Add new Auto Attendant number information

il

Log on to Element Manager with a valid User Account.
Navigate to the Edit page of the Nodes: Servers, Media Cards configuration page.
Expand Microsoft Unified Messaging.

In the space provided, add information for up to five Auto Attendant Numbers by
clicking Add and save the configuration. The Add button becomes inactive after
the fifth entry.
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Modify Auto Attendant Number information

Log on to Element Manager with a valid User Account.
Navigate to the Edit page of the Nodes: Servers, Media Cards configuration page.
Expand Microsoft Unified Messaging.

oo Dbd =

In the space provided, modify the configuration information as required for up to five
Auto Attendant Numbers and save the configuration.

Delete Auto Attendant Numbers

Log on to Element Manager with a valid User Account.
Navigate to the Edit page of the Nodes: Servers, Media Cards configuration page.
Expand Microsoft Unified Messaging.

B

Delete the required Auto Attendant Number(s) by clicking the Remove button and
saving the configuration.

Configure information for the MWI Application DN

The following procedure details the steps to configure the MWI Application DN information
for a Node interacting with Microsoft Exchange Unified Messaging.

Configure MWI Application DN information

1. Log on to Element Manager with a valid User Account.

2. Navigate to the Edit page of the Nodes: Servers, Media Cards configuration page.
3. Expand Microsoft Unified Messaging.

4. Configure the proxy DN for the MWI application and save the configuration.

Select MWI Dial Plan type

The following procedure details the steps for selecting the desired MWI Dial Plan type for a
Node interacting with Microsoft Exchange Unified Messaging.

' Note:
Currently, the available dial plan types are restricted to CDP and UDP only.

Select the desired MWI Dial Plan type

1. Log on to Element Manager with a valid User Account.
2. Navigate to the Edit page of the Nodes: Servers, Media Cards configuration page.
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Voice mail softkeys configuration

3. Expand the Microsoft Unified Messaging.
4. Select either CDP or UDP for the MWI Dial Plan type and save the configuration.

Voice mail softkeys configuration

The use of Exchange UM softkeys on IP phones (11XX, 12XX, 2007, 2004, 2002) is enabled
through Element Manager by selecting the Unified Messaging Softkeys Enabled checkbox
under Microsoft Unified Messaging. In addition, the Inbox key of each of the phones can be
configured to access the Subscriber Access DN and MWK directly.

The key mapping for the softkeys is static and consists of the following options:
* Play
* Delete
* Call
* Stop
* Unread
* Reply
» Compose
* Forward

* Info

Allowing calling party numbers to update while leaving
message

If a call is modified after reaching the Exchange 2007 UM Server, the calling party number is
modified as well. To ensure that voice messages left will have the correct calling party
information, calling party number information must be updated to the Exchange 2007 UM
Server by generating a SIP INFO message with new content type header text/source-party.
This SIP INFO message is then delivered to the Exchange 2007 UM Server, allowing any voice
messages left there to reflect the correct calling party caller information.

To enable this functionality of the SIP INFO message, the following changes must be made on
the Exchange 2007 UM Server:

* In the GlobCfg.XML file, set the SourcePartylnfoEnabled flag to true.

* Both the Microsoft Exchange Speech Engine and the Microsoft Unified Messaging
Services must be restarted.
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9 Note:

The CS 1000 FAX user set must be configured with MPTD class of service in LD 11.

Disable a user mailbox

The following section details the required steps for removing all Exchange mailbox attributes
from a user object in Active Directory without deleting the user object in Active Directory.

Disabling a user mailbox

1. In the Exchange Management Console, select Recipient Configuration >
Mailbox . In the action pane, click Disable to disable the mailbox. Optionally, you
can right-click the selected mailbox, and choose Disable on the pop up menu as
shown in the following figure:

L] 1 3

Bistart] () 8 B |[17 Omange Manageme. 3] Docmens worbnd | 89 Server admeinan. | R T L

2. Click Yes to confirm the disabling of the user mailbox, as shown in the following
figure:
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Enable the user mailbox after disabling

The user mailbox can be enabled after disabling it. The following section details the required
steps to enable a disabled user mailbox.

Enabling the user mailbox after disabling

1. Add a new mailbox using the New Mailbox Wizard, but select Existing users
instead of New users when prompted for User Type.

For more information about using the New Mailbox Wizard, see Configure a new
user mailbox for Microsoft Exchange Unified Messaging on page 25.

2. Click Add. A window appears displaying all existing users in the active directory.

3. Select the disabled user mailbox as appropriate and click OK, as shown by the
following:
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2 47,191,580, 149 - Romets Deskiop

%2 47.91,58,169 - Remote Deskiop

4. Click Next and follow the steps to add a new mailbox, without changing current user
account information.

Remove a user mailbox

This procedure details the required steps for removing a user mailbox.
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Remove a dial plan

Removing a user mailbox

1. In the Exchange Management Console, select Recipient Configuration >
Mailbox .

2. Inthe action pane, click Remove to remove the mailbox, as shown by the following:
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Optionally, you can right-click the selected user mailbox, and choose Remove from
the list of menu options.

9 Note:

When you remove a user mailbox, all associated user Exchange data is marked for deletion
and the associated user account entry in the Active Directory is deleted.

Remove a dial plan

This procedure details the required steps for removing a UM dial plan.

9 Note:

Before you can remove a UM dial plan, you must remove any existing associations with
other UM components such as UM mailbox policies, Unified Messaging servers, or UM IP

gateways.
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Removing a dial plan

1. In the Exchange Management Console, select Organization
Configuration>Unified Messaging

2. Select the appropriate UM dial plan and click Remove on the action pane to remove
the dial plan, as shown by the following:
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Optionally, you can right-click the UM dial plan and select Remove from the list of
available options.

3. Click Yes to confirm the removal of the selected UM dial plan.

Microsoft Exchange
I ! I Are you sure you want ta remove ‘TS1K_DP_TLS"?
p,

Yes

Disable Operator Assistance feature

This module details the required steps for disabling Operator Assistance feature functionality,
provided by the UM Auto Attendant.

The UM Auto Attendant can be disabled: if an auto attendant is disabled, no incoming calls
will be answered.
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Remove Operator Assistance feature

Disabling the UM Auto Attendant

1. In the Exchange Management Console, select Organization Configuration >
Unified Messaging .

2. Select the appropriate UM Auto Attendant and click Disable on the action pane to
remove the dial plan, as shown by the following:
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Optionally, you can right-click the UM Auto Attendant and select Disable from the
list of available options.

Remove Operator Assistance feature
This module details the required steps to follow for removing a configured UM Auto Attendant.
Removing the UM Auto Attendant

1. In the Exchange Management Console, select Organization Configuration >
Unified Messaging .

2. Select the appropriate UM Auto Attendant and click Remove on the action pane to
remove the dial plan, as shown by the following:

Microsoft Exchange Server 2007 Unified Messaging Fundamentals November 2010 57



58

Configuration of Avaya Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

[T7 Focrosadt Exchime T e
=l Ovganization Confeueation

25 Malbs U D Pl | LM 59 sty | L0 Moo Prkies UM At Atterdiarts

Unified Messaging
& Chork Aecoss [ 1004 coad ey | Zotan i Un_Atendant
Huds Trarapert sund_test Enabind i
Undied Messagrg ) Duatie
Sarver Configue stion X Resnen
£, Becomet Configust
,‘)uanIr graten [/
4, Dstrbabon Grp @ meo
Mad Contact
i Dscorrmdted Malb
"

#istont] | (3 8 Wl |[T7 Prchange Monageme_. B totument worPad | 7Me1 Sarvice ackumtran.. | £ e,

Optionally, you can right-click the UM Auto Attendant and select Remove from the
list of available options.

Disable MWI service for a user phone set

This module details the procedure for disabling MWI service access on a user phone set.

Disabling MWI service for a user phone set

1. Access the Geomant MWI Service Web page. For more information about

accessing the Geomant MWI Service Web page, see Configure Geomant Message
Waiting Indicator (MWI) application on page 42

2. Select Administration > MWI Users .
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Disable MWI service for a user phone set
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3. Select a user from the list. The Unified Messaging User Properties page appears.
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4. On the Unified Messaging User Properties screen, uncheck MWI Service Enabled
to disable MWI service for the user.
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End user experience scenarios

This section describes the end user scenarios for Unified Messaging features.

Navigation

» Answering the call on page 60

» Subscriber Access on page 60

* Auto Attendant on page 61

» Message waiting indication on page 61

* Play on phone features on page 62

Answering the call

This is an end user scenario for answering the call on behalf of a user.

1. User A calls User B, who is a subscriber to UM services.
2. The call is redirected to UM, if the User B does not answer or his phone is busy.

0 Important:
The caller hears the default greeting or personal greeting (if recorded).

3. The caller can leave a voicemail for User B after the beep tone.

4. After the message is recorded, the caller has to press the pound (#) key for more
options or wait to send the recorded message to User B mailbox.

Subscriber Access

This sections describes the end user scenario for subscriber dialing into the Microsoft
Exchange Unified Messaging.

1. Call the UM Subscriber Access number.
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Auto Attendant

The caller receives the greeting prompting to enter the pin number.

2. Press the star (*) key, if the mailbox does not belong to the caller. Enter the pin
number to open the mailbox.

3. The caller has various options to select from voicemail, email and so on after
opening the mailbox.

0 Important:
Both voice commands and DTMF options are available

Auto Attendant

The auto attendant service allows call transfer to any number or persion in the corporate
directory. This section describes the end user scenario for auto attendant service into the
Microsoft Exchange Unified Messaging.

1. Call the UM Auto Attendant number.

2. The caller receives the greeting prompting to enter the name of the person or press
the pound key (#) two times.

Enter the email or press the pound key if you know the extension.

0 Important:
If the auto attendant is speech enabled, then the UM will prompt for the name of
the person.

3. After the user name, number, and email is entered the auto attendant prompts the
callers to press the pound key. You can leave a message to the user or wait to
contact the user.

Message waiting indication

This section describes the end user scenario fir the message waiting indication in the Microsoft
Exchange Unified Messaging.

1. User A calls User B.

0 Important:
User B must have the mailbox configured in Exchange UM.

2. If User B does not answer the call, then the call is redirected to UM to record the
voice message.
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3. User A leaves a voice mail for user B.

4. The MWI indicator on User B is illuminated. This indicates that there is a message
waiting for User B in the mailbox.

0 Important:

The message waiting features assumes that there are no voice mail in the
mailbox if the User B indicator is not illuminated.

Play on phone features

This section describes the end user scenario for the play on phone feature in the Microsoft
Exchange Unified Messaging.

Users can invoke play on phone feature to call a phone and hear the voicemail.

1. Select voicemail in the Outlook or use Outlook web access (OWA) default feature
provided by Exchange UM.

%= Wi 030f Ontiok -

I [ Yew Go Joob Adieer  Heln

yilew = g Y X Bl gReirn sy chfopad |5 W (fSendRepee 4 L) c Wi
Mail “ | i Inbox A=z
Farvunite Fedder R Sabjedt Fabbaed Size Caepoaes T & 3
(-]
) Dabe: Westnesday a
Lk T Eathetge Vie M [ Gnds Saran Kansan Wi o
3]0 s s - 3 Adel oty Yo Buchange L Mezxsging FN has bees reset i) g
=] ;_: i - Adel Motyfy ¥y i Temnasin Kimman Excharvge Wiie Ml [ seconds) Srinteaaan Kaneam L0
“of Deleled Bean |2 §  Adel Moty 4 pgms ]
A Dentts a
Ll = Dk Tomarow 3
Wi & Anonymous Culier Exhatvpt Voot Ml [S FOond i) Anammais Citlel WiE 1 §
T oy @ Anomymous Caligr Buchvinregee Wiokge Miall I6: second o Aoy Caller e 2
Ay (e Buchrge Mdstd (i e ¥ 1] !
&0 Search Folden 4 Ancmyreouy Culler Exchanpe Miased coll Arvaeymon: Caller §3 r
| Anomymous Caler Bachianpt Metsed coll Aneoymoe Culer Mon 0T 215 AM 1)
S Duate: Dirdey !
T Anonymout Cafer Eachange Midsed ool Aoy Th LUILAWA GALAM  §1D i
A dnemmous Caler Exchanpe Meayed cali Ansoym: i3 i
N Enunt Vioele Bl (5 retand ij Anrymous Cie il )
| 4 FE:beit L 1  §
& Hitheit S0 WUT00 100 AM 1
-} Caterete i et ARG 68
= y et i
U | toniachr E| Eachungt Mased call dnseymce Ciinn i
'y sty (] 1]
o et 4 del Morkeh bkl inE
= 4 Adl Mot L ]
Sdalidaubul L Fethnns st bl B A0C0E Bl AL 1
1kent Abioidery are up tyoete (] (onmetestn Micas ot Exchange *

2. Play the message on the system or over the phone by using play on phone option.
3. To play using the play on phone, select the option available with the voice mail.
4. Enter the phone number where the message needs to be played.

5. Press dial.
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6. The destination phone number can also be set using the option tab so that it need
not be entered again the next time a message is played.

RE-INVITE issue with Exchange 2007

» Exchange 2007 do not support RE-INVITE with a modified codec list or a reordered codec
list.

* Only G711 and G723 codecs are supported, with preference given to G711 as this will
ensure that any RE-INVITE with a modified codec is handled by the RE-INVITE
workaround solution provided below.

RE-INVITE work-around

There are many applications and features in CS 1000 which trigger RE-INVITE to UM. The
codec offered can be a subset of the initial offered codec or it can be a new set of codecs based
on the feature.

Any modification to the media stream should be offered using RE-INVITE for an established
session and the update method for a future session.
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Exchange has a major limitation with respect to codec re-negotiation using RE-INVITES. UM
does not accept RE-INVITES with a modified or re-ordered codec list.

The work-around is as follows:

« If the initial INVITE to UM features the G711 codec (and RFC 2833 is supported) then
solution Modified the INITIAL SDP to UM with only G711 and RFC 2833 DTMF payload
as the offered codec list to UM, with order of law (A Law / Mu Law for G711) maintained
as offered from the far end (in case of tandem call scenario) /near-end.

* If the offered SDP does not have G711 and/or RFC 2833 Payload then the offered SDP
is sent as is and the RE-INVITE solution does not modify the call scenario, leaving
Exchange to handle the call for all subsequent RE-INVITE.

* If the SDP offered in the initial Invite is modified using the RE-INVITE solution, the solution
will trigger every time there is a RE-INVITE to UM. It will attempt to modify the offered
codec list in the same order, using the same list as long as negotiated voice codes are
available in the RE-INVITE. If the negotiated codec is not present in RE-INVITE then the
SDP is forwarded as is UM must handle the call

* RE-INVITE solution will not trigger if the RE-INVITE has a pTime (SDP attribute) value
greater than the pTime (SDP attribute) value in Initial Invite.

* If a Video SDP is received in the offered coded list, it will not be sent to Exchange as
part of RE-INVITE solution.

Note:

This is only if the RE-INVITE solution is triggered based on the conditions described
above, in which case the offer SDP to UM will not contain the Video codecs. Port O is
then added by CS 1000 to ensure that the video offer is rejected. Only audio is accepted
as part of UM calls.

* For SRTP calls the RE-INVITE solution will trigger based on the criterion suggested
above.

« For audio. if one mline offer stands for RTP, and a second one for SRTP, with CS 1000
in tandem node, then the RE-INVITE solution will ensure that there is only one mline sent
to Exchange with SRTP attributes added in the terminal capability audio attribute “a=tcap”.
The answer generated will still have multiple mline with port 0 for the audio capability,
which is not accepted by Exchange.

Note:

- SRTP is supported with limitations on RE-INVITE work-around.

- The CS 1000 gateway and Exchange UM 2007 should be configured with same Law
(A-Law or Mu-Law).
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Secured Dial Plan Creation

There are 3 types of VOIP security provided by Exchange UM:

* Unsecured (default)
« SIP secured
» Secured
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Raja_5Srtp_Dp Properties X
Settings I Dialing Rule Groups I Dialing Restnctions I
General | Subzcrber Access I Dial Codes I Features

Azzociated UM servers: EXCHANGE
Azzociated UK [P gatewans: E35, E14, 22207, MODE 444
IR type: Telephone Estenzion

Mumber of digitz in the extenzion: 4

Modified: Thurzday, July 30, 2009 9:26:47 Abd

[T Send a non-delivery report if message delivery Fails

v Allow uzers to receive fakes

Yol security: M

k. I Cancel Apply Help

Figure 13: Secured
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[T Send a non-deliverny report if message delivery Fails

v Allow users to receive fakes

WolP zecurity: S|P Secured

k. I Cancel Apply Help

Figure 14: SIP Secured

TLS Configuration on UMS2007SP1

TLS Configuration on UMS2007SP1

This section describes the procedure to configure the TLS on UMS 2007 SP1.

1. Set up the UM Dial Plan to SIPSecured.
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2. Restart the Unified Messaging Service.
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3. Generate a certificate signed by a private local CA on the SPS with the FQDN of
your SS as subject.

Cenificale detsil :
Friendly Name : wallab-r117229.ca.avaya.com
Expiration Date :Jul 3 12:54:50 2037 GMT

lssued To : ML=CAMST=ONL=EVWIO= avaya/DU=Entapnse/iN=nalab
117229 ca avaya.com

Issued By - fC=CAST=onL=tww/O=avaya/OU=verif cation/Ch=ibm-sps-
1.caavaya.com

avaya

4. Copy the Private Certificate Authority Certificate into a text file with .cer extension.
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5. Start->run->mmc.

6. Add (Certificate) snap-in.
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7. Select Computer Account certificate store to import the PCA Certificate to the

UMS2007 server.
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8. Export Microsoft Certificate Authority’s certificate by going to the following website:
https://<UMS FQDN>/certsrv/certcarc.asp.

MmO airtiTic el e 558

Dowrnload a CA Certificate, Certificate Chain, or CRL

To trust cartificates Issuad from this cartification authority, install this O

To dowwniload a OA carificate, cariificats chain, or CRL, saelact the ©art

w

Fﬂﬂlﬂﬂll‘ln arvaribaamallz

o DER
| Blada G | Must zoloct Baze 64 for importing into SP3S.
Dovwniload 8 Certifi ot
Download CA certificate chaln
Dowwnload lalaest Dase CRIL
Ciowwnload latost delta CRIL

oy oo et Tl mies

9. Open the Microsoft CA certificate in a text editor and copy the content into SPS
Certificate Authorities->Add pop-up window.
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Cenificate Managemant
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Add a CA to the Sarvice .
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10. Use following command in UMS command console: Set-UMIPgateway -identity

<IP_GATEWAY>. -Port 5061.

B select Machine: kgbybtl | Scope: umZ007sp ] .corp. avaya.com

[PE] C:vdustin?Get—ExchangeCertif icate

Services

Thunbprint

P18 C31 D87
E7DBERRL  S1PUW

Ci%ustinER?4B61 IRBIFAFADBAFFS 3523

Ci%saduzt in 2CHPMAFCESBBCSGCHY 2 MDY PP DOCE EY DR E]

CH=juztinla

SLSACLZ1BCT1 DR

avaya

Make sure your IP_GATEWAY is identified by its FQDN in the Exchange

Management Console.

72  Microsoft Exchange Server 2007 Unified Messaging Fundamentals

November 2010



TLS Configuration on UMS2007SP1

[y
i
* = | @ P fm
£ Moissolt Exchangs EE urnifimd Mossaging
191 i Ovgararatios Confgus st
(o5l P Ur sl Plans. LM P | | e
ol et Acvess MNeve UM DslPane | Pt Identifier B ——
<l Hub Transget LW W ALILETSZ Frnatile
e Ueified Medaagng T Dnlansdt P G Faedo inia
1§ e Configuraion L TR TRl ooy P Progorties /[
Mo B Dot purk G [
_r‘:"“‘“"' i S HeRaSe) l Pre.  Enatied
o Poch Tentuput T Dl e Gr
£ Lifand Mesnacng & S Hemaseourtt ] Enstie
BB, Recpient Configuestion = Pl ey e _—’
Toolere -
- = S Fienn  Eabled Eradiles
B e _Gre
2 i@ Moo Thiasday, Juiy 05, 2007 24530 PH Enatie)
' Dot b e
P Al
| [0
Ewampls 1921601010
% Fuly cuaafiecd domin name FODHE
[realtiat 117228 cammm com
Enmmpie: imantho cowgang com
B Mliges cuipomng calls heough this UM IF gty
[T R I (i | Hee |

11. Select Control Panel ->Administrative Tools ->Local Security Policy to apply the
configuration on Exchange front end that interacts with SPS.

e Note:

If UM is installed on the AD server itself, then it is under Domain Security Policy.
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12. Rightclick Security Options ->System cryptography: Use FIPS compliant algorithms
for encryption, hashing, and signing. Click Enabled.
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13. Navigate through SPS in the Network Routing Service Manager. Select SIP Proxy
Server, Gatekeeper, and Network Connection Server.

NETWORK ROUTING SERVICE MANAGER

Managing: AT A2

Systew » WS Server
MRS Server
Senvice Status i sase :
= Senice Naimse
1 SIP Praxy Server (SPS)
2[4 Gatekeeper (BK)
3 [#] Matwork Connection Seover (MCS)

14. Click Restart.
15. Select the Element Manager and Set TLS port to 5061.

9 Note:

If you encounter continuous redirection when trying to make a SIP call, use the
port number provided by the UM in the SIP/2.0 302 Moved Temporarily
CONTACT header.05/07/2007 17:26:38 LOG0006 SIPNPM:->SIP/2.0 302
Moved Temporarily05/07/2007 17:26:38 LOG0006 SIPNPM: ->CONTACT: <sip:
5510;phone-context= fittest.swlab@bvw.com:
5068;transport=TLS;user=phone>.
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16. Turn on Client Authentication and X.509 Certificate Authentication.

17. Special case for setup without SPS involvement. You can set the Primary Proxy to
your UMS.

18. The DNS IP address should be updated in EM (config.ini) for UM calls to complete
when using TLS.

TLS Security
Security Policy | Bes1 £ -
ll.ssemmm[ 5068 l;] ]
Client Authentication [+
Re-negatiation 7] | B)
M500 Contificate Athenticatian [-]
PrimacyProsy o Re deoct Server =

Prienary Prowsy of Redirect (TLAH) IP address |47 57 58 165
Port 5068

Supports Regisiration [ ¢}
Primmary CIrS Prosy or Bo-direct serer fag [

Transpori Prodocol | TLE
Secondany Proxy or Ae-dinect Senen
Seconidary Proey of Fedirect (TLAN) IP address |47 97117 224

Port | S0&0
Supports Registraton  [5]
Soconilary TS Mooy o R divoct sede ey [+

Transpodt Profocol | TOF «

19. Verify that SPS is using the correct DNS Server with the correct class A FQDN
entries for SPS, and UM.

20. Restart Exchange UM service in Exchange server, as shown in the following steps.
1. Click the Authentication tab in Client EXCHANGE Properties dialog box.
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Client EXCHANGE Froperties

General I M etwork, | Auihenlicetion | Psmizzon Eruupsl

Conrnzchor stabas:  Enabled
lodifiect honday, Maich 02, 2009 106701 AM

Pratocal logging levvel: |Hnnc 'I

Specily the FODM thiz connechon wil provids in rezponze o HELD or EHLO:
|awd'1anga exchange.cam

[E sarnpies mail. contoza. corm)

Mammum mezzage size (KB} |'|I:[24I]

ok | cenesl | mpepr | Hep |

2. Select the Enable Domain Security (Mutual Auth TLS) check box.
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Client EXCHANGE Properties B |

GEhe-raII Matwor:  duthentication ] Pamrizzion Eu:\upal

Specly which secuity mechanzms ae availdble for incoming connecions
I Tranzpor Layer Secunty [TLS|

¥ Besic Aulh=nticalion
[ Offer Basic authertication only after stating TLS

I~ Excharge Seresr authenlicstion
W Int=grated \Windowes aithentication
[T Ewxemaly Secured (o examol, wik 1P2ec),

[ ok | coeel | dpey | Hep |

3. Click OK.

TLS Configuration on UMS2007SP1

CS 1000 CA certificate is loaded correctly into the trusted list on Exchange Server.

TLS Limitations:

* Only TLS capable Web Browsers will be supported.

* Remote desktop version must use be at least RDP client version 5.2.

For more information, see the following Web site: http://support.microsoft.com/kb/811833.
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Chapter 5: Appendix UM Dialing Plan
configuration examples

This chapter provides configuration examples of various customer deployment scenarios.

Navigation

* Coordinated Dialing Plan network in the same cost area on page 79

* Coordinated Dialing Plan network in different cost areas on page 84

+ UDP/CDP network in different cost area on page 86

* Branch Office in the same long distance cost area on page 87

» Virtual Office on page 91
» Geographic Redundancy on page 92

Coordinated Dialing Plan network in the same cost area

The following diagram depicts multiple Avaya Communication Server 1000 (Avaya CS 1000)
nodes within the same location using the Coordinated Dialing Plan (CDP).
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Brampton

@ NRS (SPS/SRS)
CS 1000 L

Markham

CS 1000

Islington

Exchange Server 2007

CS 1000

Figure 15: CDP Network in the same cost area

UM Gateway dialing plan configuration

The Gateways at each are individually configured on Unified Messaging 2007 using the same
dialing plan.

bl Exchange Management Console
e An Wew Heb

¢ |Bmem

113 orosaft Exchiange & UnifiediMessaging a4lohieans |
B-ii2 Organization Configuration : — |
| Holbor UM Ol s UM IP Gty | 4 M b P | UM At A |
ol et Access Hane | UMD Fizns || Bl ldentiter laddess |||
¢ Hub Transport Eiﬁmea_Blamplnn_lF_Ew 4111323
- i Unfied Messaging 5 Detant Hurd Giowp Corp_didplan
B § Server Configuration 0 Area _lslington_IP_GW 1242
-}, Redgient Configuialion o Dt Hurd G Cop_dalgln
i3 Tookbox 0 Area_Markham_IP_GW 47112525
=l Defauit Hud Gioup Corp_diedplan

Figure 16: Unified Messaging Window—same cost area
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Subscriber Access and Auto Attendant Configuration

The Subscriber Access (SA) or Auto Attendant (AA) numbers are configured using the same
dialing plan. The following examples show two configurations for when these numbers are the
same and when the numbers are different.

Same SA/AA numbers

All nodes in the network are configured with the same SA and AA numbers as shown in the
following example.

» Markham

— Auto Attendant: 5000

— Subscriber Access: 5001
* Islington

— Auto Attendant: 5000

— Subscriber Access: 5001
* Brampton

— Auto Attendant: 5000
— Subscriber Access: 5001

Different SA/AA numbers

All nodes in the network are configured with different SA and AA numbers.

Forexample, a user in Brampton can access voice mail from any location using the site specific
Subscriber Access number of 3001.

* Markham
— Auto Attendant: 5000

— Subscriber Access: 5001
* Islington
— Auto Attendant: 4000
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— Subscriber Access: 4001
* Brampton
— Auto Attendant: 3000

— Subscriber Access: 3001

Outbound calling

Using the example diagram in Figure 15: CDP Network in the same cost area on page 80, the
assumption is that Islington, Brampton, and Markham locations are within a local calling area.
Outbound calls are enabled for all nodes by checking the Allow outgoing calls through this UM
IP gateway check box as depicted in the following figure.

When a user selects the Play on the phone option from Outlook 2007, UM sends a request to
one of the SIP Gateways in the same dialing plan. If one of these IP Gateways is down, UM
selects another IP Gateway in the same dialing plan using a round-robin selection.

Area_Brampton_IP_GW Properties

General I

Status: Enabled
Modified:  Sunday, April 15, 2007 7:47:38 P

¢ |P Address:
| 47 . i . 23 . 23

Example: 192.168.10.10

" Fully qualified domain name (FODN]:

Example: smarthost. company.com

[V Allow outgoing calls through this Ut |P gateway

OK I Cancel Loply Help

Figure 17: IP Gateway Properties window
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Message Waiting Indicator configuration

For each other, the gateway is selected on the same node where the user is located. The
Message Waiting Indicator (MWI) notification is sent to the selected gateway when a new voice
mail message is received by the UM server. In the following figure, the Gateway is selected
for the users at the Brampton node.

MW.\ UNIFIED MESSAGING USER PROPERTIES

[=)-Administration

: _‘ Ch=UISER 2012, Ch=USERS,DC=UNZ007 R DC=COR P DC= sy & DC=C 0h
--Configuraﬁon
--Real-time Report
N USERZ0M 2@UME007 R.CORP. A A C okl
[#-Historical Report
E-Troubleshooting _‘ HTTP 5K @vZPdE UM2OOT R.CORP. Ay A COMEXCHANGEN SER2012

_‘ HTTRS M OVEP4E LLEOO7 R.CORP. Ay A COMBMSEXTHANGE.A Shit

—— -
EEEN
= -
o

‘ [UNKNDWH]

_‘ IArea_Brampton_IF’_GWj
R -

UsER 2012

Figure 18: MWI UM User Properties
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Coordinated Dialing Plan network in different cost areas

The following diagram depicts multiple Avaya CS 1000 nodes in different locations using
Coordinated Dialing Plan (CDP).

Richardson

@ NRS (SPS/SRS)
"N <«

Toronto

CS 1000

Exchange Server 2007

CS 1000

Figure 19: CDP network in different cost areas

UM Gateway dialing plan configuration

Each location must have a unique dialing plan associated with the Gateway as shown in the
following figure.
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[ Exchange Management Console
He fchn View fep

« » &lE|RE

3 Morasoft Exchange BE Unified Messaging 2t pojests
B Crganzation Corfigwaton - —
8 | UM D P UM IPGatswars | 1 o Plicies | UM aucotendants |
18] 2 |
b Cisnt focass Mane UM TistPlars || Poetidentiier | diddess | stshis | Disgorg Calls Hlloved
gz Hb Transport B Area_Gamay IP_GW 47.206.26.26 Enabled True
“lof UfiedMessagng f Default Hurd Gicup irez Gakay DigPien
E- § Server Cerfigraton E [ Area_Richaréson_IF_GW q12122:22 Enabled Tie
5§, Recpent Coniiquaion ! Diefault Hurd Gircup irez Rithardsor_JilPlan
il Twbzx Bl Area_Townts_IF_GY Enabled
_’“JD_efai.lll Huri Gieup Arez Toronto DiaPlan R - o

Figure 20: CDP in different locations

Subscriber Access and Auto Attendant configuration

All nodes in the network are configured with unique SA and AA numbers to access UM.

When a Toronto user accesses the UM service from Richardson, the user dials the local
number 4000, the NRS routes the call to the UM server if a routing entry to UM exists. If no
routing entry exists, the user cannot access the service because Richardson has a different
dialing plan.

* Richardson

— Auto Attendant: 5000

— Subscriber Access: 5001
* Toronto

— Auto Attendant: 4000

— Subscriber Access: 4001
» Galway

— Auto Attendant: 3000

— Subscriber Access: 3001

The administrator must provision the network to allow the UM services to be accessed from
different locations. The following example shows how the Desktop Management Interface
(DMI) can be used. This example allows users from other locations to use the SA/AA number
without incurring long distance charges or restrictions.

* In Richardson, insert prefix 4 for DN 4001, for example 44001.
* Configure 44 as a routing entry for Toronto on the NRS.
* In Toronto, delete prefix 4 and route the call to the NRS to terminate on UM.
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Outbound calling

Each locations maps to a separate dialing plan. When a user from Richardson selects Play on
phone option to dial a number, the call is routed through the Richardson Gateway. Outbound
calls for each location are enabled by checking the Allow outgoing calls through this UM IP

gateway check box as depicted in the following figure. Long distance charges and restrictions

for the user in the Exchange Server console apply.

UDP/CDP network in different cost area

The following diagram depicts the three locations in relation to each other as defined in the

UDP dialing plan.

For one location to reach another location, the user must dial the location code followed by the

user DN.

Richardson
location code 444

@ NRS (SPS/SRS)

=\ L

Toronto joc 383

CS 1000

Galway
- loc 542

Exchange Server 2007

CS 1000

Figure 21: UDP/CDP in different cost areas

UM gateway dialing plan configuration

Each location must have a dialing plan associated with the gateway.
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¥ Exchange Management Console

fle  gcion tew  kep

«» BE BE
i3] Merasoft Exchange B Unified Messaging 2< gyjects
F-lew, Crganzation Configurat on
5 14, Wb UM Dil Plns UM IP Gl | Jhd labon Policies | UM auotendants |
~|all, Cienk Accass Marie || I8 JialPlars || Pict Ideriier | Addiess || Status || Duigora Calls Alloved
=12 Hb Transport B 7 Area_Gaway_IP_GW 47.206.26.26 Enabled True
lf UrifiedMessaing 4 Default Hund Grcup rez G ebray DigPlan
B- § Server Cerfiguaton B {7 Area_Richardson_IP_GW 412122:22 Enabled Tiue
-3, Redpent Con'iqusion 2! Default Hurd Greup Stee Richardsor_JialPlan
i Taokhx 2L Avea_Toronto_IF_GY 47112323 Enabled
'?‘;_[_)a‘flt Hurl Greup Hrse_Taonto DisPlan ) )

Figure 22: UDP/CDP network in different cost areas

Subscriber Access and Auto Attendant configuration

Users can directly access the local SA/AA number. When access is required from a remote
location, the location code must be prefixed to the SA/AA number.

When a Toronto user accesses UM service from Richardson, the location code of Toronto (383)
must be included with the number. For example, 383-5000. The user can then make the call
from the home CS 1000. UM permits the Subscriber Access to use the services.

Each node can have the same or different SA/AA numbers. All sites have the same SA/AA
number as follows:

» Auto Attendant:; 5000
» Subscriber Access: 5001

Outbound calling

Each location maps to a separate dialing plan. When a user from Richardson selects the Play
on phone option to dial a number, the Richardson Gateway is used. The restriction rules apply
for the user as defined on the Exchange console.

Branch Office in the same long distance cost area

The following diagram depicts a Branch office scenario where the Main Office (MO) and two
Branch Offices are in the same long distance cost area. One BO is in local mode (IP connection
to the MO was lost).
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MAIN OFFICE
TORONTO

51000

Branch office in
normal mode

B3
CEEET

t 4 Branch office on
: local mode

55

BRANCH OFFICE IN BRAMPTON BRANCH OFFICE IN MARKHAM

(in normal mode) (in local mode)

Figure 23: Branch Office in the same long distance cost area

UM Gateway dialing plan configuration

The gateways at each Main Office and Branch Office site are configured individually on UM
2007 with the same dialing plan,

Eﬁh hange Manageme nk Console

Fle  &chon  Mise  Heb

¢ » mm|2[m

£3) Microsoft Exchange BE unified Mecsaging 22 objects
[ |se Crganizstion Conbigueatian ; o= g
Pl Meibor LM Didl Planz MM P Gabzerees | 1M Maibos Pdices I LI Ao &itedans |
ol Clert Arcess Namre LIk Dial Flars: Fikct Icenliies | &ddress | Slalus
{55 Hub Trarsport = £%* Branch Office Brampton 4F.11.67.E6 Enabled
¢ s Unfied Mazsagng 4 Defaull Hurd Group Corp_didplan
7 & Sorver Configuration ‘Branch office Markham 4711 6764 Enabled
.~ Meibo = Detzult Hunk Graup Corp_digplen
g, Clernt Access : _
_ : Hui Trarsport = 'F-,"Hran Oifice YW 47.11.67.62 Enabled
: i Unfied Massagng = Detauk Hurt Graus Car_dizlplan
5 ?J. Rzdipient Configurakion
i 8 Mailos
-3 Detrbution Group
2l =il Contace
5 Discanneted Maalbos
4 Toobox

Figure 24: BO in the same long distance cost area
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Subscriber Access and Auto Attendant configuration

The following list describes the Subscriber Access modes available for Branch Office:

* Branch Office in normal mode: In normal mode, telephones are registered to the MO
Signaling Server. When a user dials the SA number, the MO SIP Gateway sends arequest
to UM 2007. When the MO Gateway is configured with the corporate dialing plan, UM
grants access to the user mailbox.

 Branch Office in Local mode: in local mode, telephones are registered to the BO Gateway.
When the user dials the SA number, the BO SIP Gateway sends a request to UM 2007.
When BO Gateway is configured with the same dialing plan as the MO, UM grants access
to the user mailbox.

Outbound calling

When the Branch Office locations are in the same long distance cost area (Toronto, Brampton,
and Markham), all three gateways are enabled for outbound calling by selecting the Allow
outgoing calls through this UM IP gateway check box as shown in the following figure. When
a user selects the Play on phone feature of Outlook 2007, UM sends a request to one of the
SIP Gateways in the same dialing plan. When the selected Gateway is down, UM selects
another IP Gateway in the same dialing plan using a round-robin selection.

MWI configuration

Each user in the MO/BO is configured for either normal or local Mode. MWI support can be
provided to the user either in the normal or local mode, but not both. This is a limitation of the
Geomant MWI application. The application does not support multiple IP Gateway
configurations for an individual user or multiple instances of the MW!I application. The following
figure describes the configuration for MWI support for normal mode.

Microsoft Exchange Server 2007 Unified Messaging Fundamentals November 2010 89



Appendix UM Dialing Plan configuration examples

Main Office
Toronto

il NRS (SPS/SRS)

NG '
e

Branch Office Yl

Brampton

CS 1000

T Exchange and MWI
~— Application for MO

Exchange Server 2007

Branch Office
Markham

Figure 25: MWI support for normal mode

The following describes the required configuration for MWI for Unified Messaging User
Properties for normal and local mode for a user on the Brampton BO.

* MWI support for normal mode: The SIP Gateway parameter points to the MO Gateway

* MWI support for local mode: The SIP Gateway parameter points to the Brampton BO
Gateway

Branch Office in a different long distance cost area

For outbound calling, the configuration for the Gateway is disabled by clearing the box Allow
outgoing calls through this UM IP gateway. This is necessary as one or more BOs are in
different long distance cost areas.
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Virtual Office
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Figure 26: Branch Office in a different long distance cost area

Virtual Office

The following diagram depicts a virtual office scenario
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Figure 27: Virtual Office
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Appendix UM Dialing Plan configuration examples

UM Gateway dialing plan configuration

You can individually configure the gateway on each site using the same or a different dialing

plan.
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|y Mailbace
o) Chent Access
i Hub Transport
s Unified Messaging
S Server Configuration
-Gy Mailbioz:
5 Chent Access
5= Hub Transpart
-5 Unified Messaging
= % Recipient Configuration
~H8 Mailbos
-4 Distribution Group
-] Mail Contact
-3} Discannected Mailbox:
-5 Toolbox

m
L

BE unified Messaging 24 objects
UM Dial Plans UM IF Gateways | UM Mailbos Policies | UM Auto Attendants |

Marme | Ut Dial Plaris || Pilat Identifier | Address || Status

= 77 Area_Richardson_IP_GW 47 212 .22 22 Enabled
'?,{ Default Hurt Group Area_Richardsor_DialPlan

= 7 Area_Toronto_IP_GW 47.11.23.23 Enabled
'f,{ Default Hunt Group Area_Toronto_DialPlan

Figure 28: Unified Messaging Window—YVirtual Office dialing plan

Subscriber Access and Auto Attendant number
configuration

When a user in Toronto travels temporarily to the Richardson location, the user performs a
Virtual Office logon and the telephone registers to the Toronto Gateway. The local Toronto
access number is dialed and the Toronto Gateway sends a request to UM allowing access to
the user mailbox.

Outbound calling

When logged on with the Virtual Office feature, outbound calling is operational.

Geographic Redundancy

The following diagram depicts an example of Geographic Redundancy.
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Subscriber Access and Auto Attendant configuration
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Figure 29: Geographic Redundancy

With Geographic Redundancy, telephones are redirected to the secondary Call Server if the

Primary Call Server goes down. The Gateway for both Call Servers is configured in UM 2007
using the same dialing plan.
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Figure 30: Geographic Redundancy Dialing plan

Subscriber Access and Auto Attendant configuration

The primary and secondary Call Server are both configured as part of the same dialing plan.
The users can connect to UM in primary Call Server or secondary Call Server mode.
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Appendix UM Dialing Plan configuration examples

Outbound calling

Outbound callings works the same as in Main Office and Branch Office configurations.

Message Waiting Indicator

The Message Waiting Indicator setup is similar to the Main Office, Branch Office, and
Geographic Redundancy configurations.

Other scenarios

Many combinations of scenarios identified in this chapter are also possible.
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