WING5 DESIGN GUIDE
By Sriram Venkiteswaran

WINGS CAPTIVE
PORTAL DESIGN
GUIDE

June, 2011



TABLE OF CONTENTS HEADING STYLE

Introduction To Captive Portal ..........ccocouuiiiiiiice e 1
L@ YT V1 PP PPPPPPPPPPPPP 1
(O] 000 o] g N o] o] [[or= 1 T0] o ST PP P PP PP P PPPPPPPPPPPPP 1

AULNENTICATEA VISIEOT ACCESS: ...ttt 1
AULNENTICATE PrIVALE ACCESS: ... ittt s 2
PO INTEINET ACCESS: ... s 3
HOtSPOt AUTNENTICALION PrOCESS: ... .. s 4
(o1 oTo] A @] g gl o] g T=T o] £ PP 5

DeployMENt SCENAIIOS ....ccuuiiiiii e aan s 7

Deployment Model — 1: Centralized Captive Portal Server With Internal Pages.............coeoeeeeeiieeen. 7
YL TSEST= Lo =N [0 SRS 8
(70 a1 iTo U= N iTo] 4 IS (=T 01 9

Deployment Model — 2: Centralized Captive Portal Server with External Pages..............cccoeeeeeeennn. 30
IMESSAGE FIOW ... 31
Configuring EXternal WED Page ........oi it e e s 32
Configuration Steps for EXternal WeED PageS......ccoooeeeiiieeiiiie it 35

Configuration STEPS SUMIMATY ......oiiiiiiiiiiiiiii ettt e et e e e e ettt e e e e s s e eeeeeeaaas 36

Deployment Model — 3: Distributed Captive Portal Server with External Pages And RADIUS. .......... 37
IMESSAGE FIOW ... 38
(%0 gV iTo U=V i o] g IS (=T 01 40

1-i WING5 Captive Portal Design Guide



WING5 Captive Portal

INTRODUCTION TO CAPTIVE PORTAL

OVERVIEW

The Motorola Hotspot authentication feature offers a simple way to provide secure authenticated
access on a WLAN for users and devices using a standard web browser. Hotspot authentication allows
enterprises to offer authenticated access to the network by capturing and re-directing a web browsers
session to a captive portal login page where the user must enter valid credentials to be granted access
to the network.

The Motorola RF Switch supports the following advanced feature set that can be deployed to support
Hotspot authentication for guest user or private user access:

COMMON APPLICATIONS

Hotspot authentication can be utilized for multiple applications including guest and visitor access or
private user access and can be found in telecom, private enterprises, hospitality, healthcare,
transportation and education environments. Hotspot authentication is fast becoming a popular means
for authenticating users and devices as it provides administrators with the means for performing
authentication without deploying 802.1X or distributing shared keys.

Authenticated Visitor Access:

A common application for the Hotspot feature is to provide secure authenticated access for guest users
and visitors at a site. Prior to Hotspot authentication organizations wishing to provide guest access
would establish an open ESSID that was separated from the internal network which any authorized or
unauthorized device could access. While this approach provided the necessary access it also provided
no means of authentication and provided free open access to the Internet for any device in range of the
network.

Hotspot authentication solved this problem by providing an authentication component using a standard
web browser. Visitors and guest users at a site would be provided with a temporary username and
password from front desk personnel during the sign-in process which would permit access to the
network for the duration of their visit. Once the time for the guest account expired, the user would be
denied access to the network.

Employing Hotspot authentication for visitor access provides enterprises with the following benefits:
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1) Authentication ensures that only authorized users are permitted access to the guest network.
Casual users looking for a free Internet access are not permitted.

2) Provides the ability to associate different network access permissions to classes of users. For
example visitors can be provided with one class of access vs. contractors who be provided with
a different class of access.

3) Time limits can be applied and enforced for accounts ensuring that Internet access is only
permitted to a visitor for the duration of the visit.

4) Time of day and day of week policies can be enforced for long term visitors ensuring Internet
access is only permitted during operating business hours.

5) Bandwidth policies can be applied ensuring guest users cannot monopolize or abuse the
network.

6) Firewall policies can be applied to restrict access to only specific protocols and applications.

Authenticated Private Access:

Another common application for the Hotspot feature is to provide authenticated access to private
networks for un-managed devices. In certain vertical markets such as education administrators need to
provide access to un-managed devices that are owned and maintained by end users such as students
and faculty.

In typical enterprise environments 802.1X authentication is commonly employed to provide secured
authenticated access into the private network. This approach is typically very easy to deploy and
maintain as the end user devices are all owned, managed and maintained by the enterprise IT
organization. However in environments such as education the make, model and OS of the end-user
devices varies making 802.1X very challenging to deploy, manage and maintain.

Prior to Hotspot authentication it was very common for education environments to deploy an SSID that
utilized shared keys and/or MAC authentication. This approach eliminated the need for 802.1X
authentication but placed increased burden on IT staff which each semester had manage and rotate
keys as well as maintain MAC lists of all the permitted devices.

Hotspot authentication provides an elegant way to solve these administrative challenges. First Hotspot
authentication provides the means for tying the user authentication into an existing RADIUS or LDAP
user database allowing students to authenticate using their assigned student ID and password.
Secondly as Hotspot authentication only requires a standard web browser for authentication any end-
user device can be supported.
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Employing Hotspot authentication for private network access provides enterprises with the following
benefits:

1) Eliminates the administrative burden for managing and maintaining MAC address lists.

2) Ties authentication into an existing RADIUS or LDAP back end allowing users to utilize their
network credentials for access.

3) Provides secure authentication without having to deploy, manage or maintain 802.1X on the
end user devices.

4)  Provides the ability to associate different network access permissions to classes of users. For
example students can be provided with one class of access vs. faculty who be provided with a
different class of access.

5) Bandwidth policies can be applied ensuring users cannot monopolize or abuse the network.

6) Allows network access to be restricted based on location. For example firewall policies can be
dynamically applied to sessions to restrict outbound Internet access at specific locations.

7)  Allows administrators to eliminate account sharing by limiting the number of simultaneous
times a user-id can be used to access the Hotspot.

Paid Internet Access:

The final common application for Hotspot authentication is to provide paid access to the Internet.
Hotspot authentication allows organizations to offer paid Internet access to subscribers be offering a
block of time that users can use over multiple days or a block of time that can be utilized for one day
only. Additionally Hotspot authentication allows providers to offer tired services to users by providing
bandwidth allocations or different classes of service based on the purchased access package.

Paid Internet access typically employs a specialized back-end that the Hotspot users are re-directed to
during the capture process which provides the account creation and billing integration. Existing users
with account balances can enter their credentials in the portal and authenticate to the network which
provides access for the time remaining on their account. New user’s sign up for new access and can
select a package or amount of time which is charged to a credit card. Once billing has been performed
the user is provided access for the purchased block of time.

Hotspot authentication is attractive for paid access applications as it requires no client or specialized
software to be installed on the end user device. Hotspot authentication leverages the end users web
browser to perform the secure payment transaction and authentication and leverages the features
implemented on the RF Switch which can controls time restrictions and bandwidth allocation
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HOTSPOT AUTHENTICATION PROCESS:

Hotspot authentication requires no client software on the end user device and leverages the end users
web browser to perform authentication. When a user initially associates to a Hotspot enabled WLAN,
the user has limited network access until they open their web browser and authenticate.

Prior to authentication the user is only provided limited access to the network allowing devices to obtain
an IP address from DHCP, resolve hostnames using DNS and communicate with the Hotspot service.
Once authentication has been performed, network access is determined based on any firewall rules
statically applied to the Hotspot enabled WLAN, physical port or the Hotspot virtual IP interface.
Dynamic firewall policies can also be applied to users if an advanced security license is installed on the
RF Switch.

User associates

Uaar browses to an exbemal
wab sito

Browser sesaion is captured

and redirected

User is presented with a
legin page

User eniers and submits
cracantials

Browse? |5 rediractad Autharization falls Authorization Is parfarmed

Authentication fails Authentication succaads

Usear is presented with a
authentication faibad padgs

Autharization succeads

Browsaer Is rediractod

User is pressmed with &
walcoma page

User is abile to access ihe
natwark

Fig 1 — Hotspot Authentication Process
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1) The user associates to the Hotspot WLAN. The WING5 AP / RF Controller only permits access
to DHCP, DNS and Hotspot Login Page

2) The user opens their web browser and attempts to connect to an external website

3) The WING5 AP intercepts the browser session and redirects the web browser to a login page
hosted on the WING5 AP / RF Controller or external web server.

4)  The user enters and submits their credentials

5) The WING5 AP / RF Switch performs the authentication using the internal RADIUS Server,
external RADIUS Server or external LDAP server

a. If authentication fails the web browser is redirected to a failed page hosted on the WiNG5
AP / RF Controller or external web server

b. If authentication succeeds authorization is performed. RADIUS Accounting information is
also forwarded if enabled.

6) The WING5 AP / RF Switch verifies that the user is permitted to access the network based on
user account expiry settings and time-of-day or day-of-week policies applied to the user group

a. If authorization fails the web browser is redirected to a failed page hosted on the WiNG5
AP / RF Controller or external web server

b. If authorization succeeds the web browser is redirected to a welcome page hosted on the
WING5 AP / RF Controller or external web server

7) The WING5 AP / RF Switch evaluates and assigns a role based policy to the session

a.If no advanced security license is present on the RF Switch, a default-role is assigned to
the hotspot user

b.If an advanced security license is present but no roles match the session, a default-role is
assigned to the hotspot user

c. If an advanced security license is present and a role is matched, the role is assigned to
the Hotspot user

HOTSPOT COMPONENTS

1. Hotspot Enforcement Point
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The Hotspot enforcement point is the one which intercepts the traffic from the client and
provides a redirect URL to the client for authentication. In WiNG5 architecture it is always the
AP that intercepts the wireless client traffic and provides redirect URL to the wireless client.
2. Web page Hosting Server
This is the one that hosts the web page for the login, failure and welcome pages. In WiNG5
the web pages can be either hosted on an AP or a Controller or hosted on any external server.
3. Captive Portal Server

The Captive Portal Server is the one to which the web page sends the user credentials for
authentication. The Captive Portal performs the user authentication by sending the credentials
to the RADIUS Server. The Captive Portal then sends authentication status message to the
AP to allow or disallow the user.

4. RADIUS Server

The RADIUS server performs the user authentication.

5. User Data Base

This is the one that stores the user database — it could either be the internal database on the
AP or the RFS Controller or could be an external data source like Microsoft LDAP Active
Directory server.
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DEPLOYMENT SCENARIOS

DEPLOYMENT MODEL — 1: CENTRALIZED CAPTIVE PORTAL

SERVER WITH INTERNAL PAGES

This is typically deployed by small and medium business offices - which want a quick way to setup
hotspot access to visitors. This solution do not require any external devices to setup the hotspot for
guest access. A guest user admin account can log into the system and create user accounts to visitors

as and when required.

WLAM 1000
WLAM 10, 1000
emm—) a8
RF54000
VLAN 10: 172.16.10.2 Rouler APE50
WLAN 200172.16.20.1 WLAN 10: 172.16.10.1 L2 Deployed

WLAM 1000: 157.235.207.200 VLAN 1000: 157 235 207.200

DHCP Server: VLAN 20
Captive Portal Server
The Controller acts as the Captive Portal Server.
Captive Portal Pages
The redirection web pages are stored in the controller.
RADIUS Server
The controller acts as the AAA server.
User Database

The user database is also stored in the controller.
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The figure below depicts the message flow of this deployment model.

Message Flow

Centralized All Internal Solution

Captive Portal Enforcement: AP
Captive Portal Web Page Hosting: Controller

RADIUS Server: Controller
User Database: Controller

User

AP

Controller

Authentication Req

_Authentication Response

P
=

DHCP Request

DHCP Response

4

www.google.com

Http redirection

F 3

URL https:{/<Controller P-Address=/login.htm|

Captive Portal
Enforcement

Login

FPage

F'y

User Mame and Password

Authenticate User
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Configuration Steps

1) Create AAA Policy

a. Under the context: Configuration->Wireless->AAA Policy, click ‘Add’

Enter the AAA Policy Name and click ‘Continue’

RFS4000 M NG . admin e
ol Corfiguration [ 5 & WiNG ;
Devices Wireless  Profies  RF Domains  Security  Services — Management ) Ravert & commit [ Save

ﬂer\essLﬁ\Ns ARAPolicy 4 hct-Hatspot m m a

SEWLAN QoS Paliy
@Ramn Q03 Policy RADIUS Authentication | RADIUS Accounting | Settings

L AR Py
B Assusistin ACL
VSNART RF Policy

Map: | None Ad

b
{
Tpe thsearch
+ =
a
Evert Summary ““l:l“ ] Find Functional Area  Type o search

b. Add RADIUS server by clicking ‘Add’
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Corfiguraton [0

Devices  Wireless  Profiles

awa  MOWING.,,

RF Domains ~ Securty  Services  Management y ) Revett +) Commit | Gave

EWireless LAMs
EWLAN Qo3 Policy

i Radio QoS Poliy
o As4 Paliey

) Assaiation ACL
QVEMART RF Palicy

W | Nong: v
HE
o] Mot Hoteyt

AAA Policy Mat-Hatspot 0

RADIUS Authentication | RADIUS Accounting | Settings

Server Id @ Host Port Server Type Request Proxy Request Attempts  Request Timeout  DSCP HNAIRouting Enable | NAC Enable
o Mode

Type to search

Typeto searchin tables Row Count. 0

v - @ - caa

Evert Summary ““l:l“ L Find Functional Area — Type to search

Enter the ‘Server Id’

Select ‘Server Type’ as ‘onboard-controller’

Click ‘OK’
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Authentication Server

Serverld # 1 EJ (1 to &)

ey
o X

Settings T
Host W
Port 1812 : (1 to B5,535)
server Type # |onboard-controller | ¥
Secret
Feguest Proxy Mode Mone -
Request Attempts 3 i :_JI (1to 100
Request Timeout 3 | Seconds w | C[1toB0)
Fetry Timeout Factor 100 i :_JI (50 to 200)
D=CP 4E i :_JI (0 to 63
Hetwork Access ldentifier Rowting
Ml Routing Enabile L
Realm
Realm Type = Prefix Suffi
=Zhrip Realm .

-
ECE 3 2

2) Create DNS Whitelist
a. Under the context: Configuration->Services->Captive Portals->DNS Whitelist, click ‘Add’

Enter a name for the DNS Whitelist
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Awo MOWING,
Devices  Wireless  Profiles R Domains — Security  Services  Management Q 5] Revet (¥, Comrmit [ Save

(@ Captive Portls DNS Whitelist 0
@Captive Partals

Name
|_JDNS Whielist

EEDHCP Senver Paliyy
[praDiUg

Wap: | Nore: v

7 ons Wzt

Type to sesrch intables Row Court: 0

v - o
vent sunrery [ ERERI I = Find Funclional rea | Ty ta search ‘

Type b seaich

b. Click ‘Add Row’

Enter the list of IP address that you want to grant access even if the client is not
authenticated.

Click ‘OK’
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Mame # | wot-Hotzpot

DHS Entries
DHS Entry Mateh Suffix il
172,16 .10 . 2 P address | w [N v | W
&

Add Row

Note: Since we are using the controller to host the pages, we should allow the client to
access the controller’'s IP Address used to host the pages. In this example we are using
the controller's VLAN 20 interface to host the captive portal pages, so we are allowing

accessto 172.16.10.2.

3) Create Captive Portal Policy

a. Under the context: Configuration->Services->Captive Portals->Captive Portals, click ‘Add’
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gl Corfiouration B8 Operations ~ Stafistcs Y s /“\ WiNG

Devices  Wireless  Profiles  RF Domains — Security  Services  Management ] Revatt (&) Commit [ Save
@ Captie Partals Captive Portal 7]
\@\Captive Partsls
Captive Portal Policy @ Captive Portal Server Captive Portal Server Mode  C il Wel Page Source AAA Policy

_\;fDNS Whitelist
@DHCP Server Policy
Fpranius

M |Mone v

DCapﬂve Portsl

Tyne to search intables Row Court. 0

r— a-
‘Evemsummarv ““D- ] Find Functional Atea  Tyae to search ‘

Type fosearih

Enter the Captive Portal Policy Name

Set ‘Captive Portal Server Mode’ to ‘Centralized’

Set ‘Simultaneous Users’ to 100

Set AAA Policy to ‘Mot-Hotspot’ (created in Step 1)
Set Access Type to ‘Radius Authentication’

Set DNS Whitelist to ‘Mot-Hotspot’ (created in Step 2)

Click ‘OK’
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Captive Portal Policy # |mot-Hotspot

Settings
Captive Portal Server Mode
Captive Portal Server
Caonnection Maocde

Simultanedus Users

Security

AL Policy

Access

Access Type

RADILS Lookup Information

Terms and Conditions page

Client Settings

Client Access Time
Inactivity Timeout

DHS Whitelist

DS vhitelist

Aceounting
Enable RADILS Accounting
Enable Syslog Accounting

Syslog Host

Syslog Port

# | Mot-Hotspot

# () Interral (3elf) (o) Certralized () Centralized Controller
IP &ddrezs | v

#1216 10, 2

() HTTP () HTTPS

Iﬁ (110 8182)

s [ 100

# | Mot-Hotspot v | S &

() Mo authertication recuired
() Generate Logging Record and Allow Ancess
() Custam Uzer Information for RADIUS Authentication

(#) RADILZ Authertication

&

1440 E (3010 10,050 minutes)

10 Minutes ¥ | (5to30)

[
L

514

Basic Configuration | Web Page

b.On the ‘Web Page’ tab ensure the ‘Web Page Source’ is set to ‘Internal’
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Captive Portal Policy hot-Hatspat

Basic Configuration = Web Page
Wieh Page Source (o) Internal () Advanced () Externally Hosted

Login | Terms and Conditions | Welcome | Fail

Tile Texd Gugst Lser Login Page

Headder Text iglcome to Guest User Wireless LAN Service

Login Message  Plesse erter the username and password provided to you when you signed in & the front desk.

Footer Text Please cortact the frort desk if you have not been issued a username and passward

Main Logo URL

Small Logo LRL

A simple suto-genersted set of web pages are created based on the provided fields.

4) Create RADIUS Group Policy

a. Under the context: Configuration->Services->RADIUS, click ‘Add’

ol Configuration
Devices  Wireless  Profiles  RF Domains — Security  Services  Management s 5 Revert /%) Commit [ Save
@Camwe Portals RADIUS Group 0
@ Captive Portals
RADIUS Group Policy (| Guest User Group Management Group Role vLan Time Start Time Stop
L DS Wihitalist
[FEDHCE Server Palicy
[EpRADIUS
[TIRe0IUS Group
4
F— Typeto szarch intaties Row Court 0
— @ -
event summery [ IEHIEDRL I = Finel Funcicnal Area | Type to search ‘
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Enter the ‘Radius Group Policy’ Name
Enable ‘Guest User Group’
Set VLAN to ‘20’ — this will override any settings on the WLAN

Set WLAN SSID to ‘Mot-Hotspot’

H 1 1
Click ‘OK
RADIUS Group Policy # | etasont 0
Settings Schedule
GuestlserGroug & V] Time: Stert 12 E ER| E (3) &M () PM
W U
VLAN SV S ) — —
s Time: Stop 19 E: 59 @ (L) AM (o) PM
WLAN 33D Met-Hetspet [+ |
Days || Mandzy
|| Tueaday
|| wiednesday
Rate Limt from A | (100to 1,000,000 kbps) ] Thursday
Rate Limit to Lir O (100t 1,000,000 kops) L Fricky
Managemant Group L || Saturciay

Aocess a || Suncay

Rile

[ o e L]
5) Create RADIUS User Pools

a. Under the context: Configuration->Services->RADIUS->User Pools, Click ‘Add’
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Configuration RFS4000 M W G

Devices Wireless Profies  RF Domains — Security  Services  Management Reveit ¥ Commit [ Save

(@ Captive Portals RADIUS User Pool 0
@ Captive Porals
L DNS Whitelist
FEEDHCP Server Pality
[Egranius
@ croups
@ UserPaols
B Server Palicy

User Pool

EERADUS User ool

Type tossarch Type to search ntables Raw Court: 0

+ - €
Evert ey IR N = st [peto e |

Enter ‘User Pool’ name

Click ‘Continue’

J RFS4000 M W|'NG Vil

Devices Wireless  Profles RF Domans  Securfty Serviees  Management 5 Reset b ot (] Save
\eapie Potls UserPool ¢ WetHotspat mm 0
@Capnve Portals

L_DN3 Whitlist
@DHCF Server Policy
EpReanius

@Omups

B User Podls
[y ereer Folicy

[ RADLS User Pl

Type o searh

+ =

Evert Summary ““l:l_ o Fint Functional Area  Type to search
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b.In the newly created Radius User Pool, Click ‘Add’ to add Users

QQ RESH0)

(ol Corfiguration A 0 3 )
Devices  Wireless  Profiles  RF Domains SECUV’W Services Managemem 5 Revert &\Cnmm\t HSaVE

\@Capie Forals User Pool Mot-Hotspat 0
@Capnve Portals
L| DG Whitelst

B DHEP Server Poliy

User ld )  GuestUser Group Start Date Start Time Expiry Date Expiry Time:

Egranivs
[ oroups
B UserPouls
EEServer Palicy

v EE{RADS User ol
Bt Hotset

Type to search in tables Fow Court: 0

‘- Q- @aa
Evert Summary ““D- o Find Functional Area | Typeto search ‘

Tupe o search

Enter the ‘User Id’

Enter ‘Password’

Select ‘Guest User’

Set Group to ‘Mot-Hotspot’ (create in step 4)

Set Start Date, Start Time, Expiry Date and Expiry Time accordingly

Click ‘OK’
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Usear x
Userld # |guest 6
Settings
Fazsward | s ] show

Guest Uzer & |V

Group # | Mot-Hotspot v | 9 5
Time
Start Date Wdﬁ Start Time T@ : ?@ () AW (=) PM
Expiry Date W.ﬁﬁ Expiry Time ?@ H ?ij () &M (e Phi

6) Create RADIUS Server Policy

a. Under the context: Configuration->Services->RADIUS->Server Policy, Click ‘Add’

Devices  Wireless  Profiles  RF Domains  Securfy  Serviees Management % 5§ Revert &y Commit [ Save
@Camwe Portals RADIUS Server 0
@Caphve Portals
RADIUS Server Policy (@) | RADIUS User Pools Authentication Data Source: Local Authentication Type LDAP Authentication Type CRL Validation

ErDNS Whitelist
[EZDHCP erver Foliy
[rapivs

[ croups

B Usar Podls
[EpSener Palicy

Map: | Profle v

»[ERADLS Server

Typeto search in tables Row Court: 0

— @ - 3
Evemsummavy--:l- [ Find Functional Area  Type to search ‘

Type to search
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Set ‘RADIUS Server Policy’ name

Set ‘RADIUS User Pools’ to ‘Mot-Hotspot’ (created in Step 5)
Set ‘LDAP Groups’ to ‘Mot-Hotspot’ (created in Step 4)

Set ‘Authentication Data Source’ to ‘Local’

Click ‘OK’

RADIUS Server Policy # | hot-Hotspat

Settings
RADIUS User Poals V] Mot-Hotspot Create
&
LDAP Sarver Dead Period 5 Winutes v | (Oto10)
LDAP Groups |M01-H013p01 v g @ u
LDAP Group Yerification v

Local Realm a

Authentication

Authentication Data Source () Local () LDAP
Lacal Authentication Type All v
LDAP Athertication Type

Enable CRL Y alidation L

Session Resumption | Fast Reauthentication

Enable Session Resumption L
Cached Entry Lifetime (110 24 hours)
Maximum Cache Entries (10ta1,024)
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7) Create VLAN 20 for Wireless Hotspot Users and set the IP Address of the VLAN 20 interface
as 172.16.20.1

8) Create DHCP Server Policy to give IP address on VLAN20 for Wireless Hotspot Users

a. Under the context: Configuration->Services->DHCP Server Policy, Click ‘Add’

Clell Corfiguration JBIEN Operaf tics éwswnn M Wi-NG ramn

Devices  Wireless  Profies  RF Domaing — Security  Services  Managemert ] Revert % Commit | Save
@ Captive Portals DHCP Server o
@ Captrve Portals
DHCP Server Policy @ | lgnore BOOTP Requests Ping Timeout
LfDNS Whitelist
@DHCPSENEVPDHEV
[EgReDUS
[P server
‘
Type to search Typeto search intables Fow Count: 0
e @A - 3
evert sunnery [ K = Finel Functional Ares | Type (o sesrch ‘

Set ‘DHCP Server Policy Name’

Click ‘Continue’

DHCF Server Policy # | motorola Lab DHCP Server m m

b. Under the context of newly created DHCP Server Policy, Click ‘Add’ to create a DHCP
pool
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REEIIEGN Configuration [RIEE 0 N & won M Wi-NG

Devices  Wireless  Profles  RF Domains  Security  Services  Management %] Revert ¥ Commit [ Save

@ Capte Portals DHCP Server Policy hatorala Lab DHCP Server 2}
@ Capve Fortals

LLJDNS Whitelist DHCP Pool | Global Settings | Class Policy.
2 DHCP Server Folivy
[EgRaDIVS

DHCP Pool @ | Subnet Domain llame: BootFile Lease Time.

v [ZJDHCR Server

[@EMotorola Lak DHCP Server

L Typeto search intables Row Court: 0

— o - Ccad
Evert ey [IER IR | = i Furctonsl Ares Ty 05251 |

Set ‘DHCP Pool' name

Set ‘Subnet’ to VLAN 20 subnet — 172.16.20.0/24

Set ‘Default Routers’ to VLAN 20 interface IP address — 172.16.20.1
Under ‘IP Address Range’ Click ‘Add Row’

Enter the range of IP Addresses —172.16.20.100 to 172.16.20.150

Click ‘OK’

1-23 WING5 Captive Portal Design Guide



" DHCP Pools
DHCP Pool # |wLanzo

17216 . 20 .100

Basic Settings

General
Subnet # 17218 20 0y
Comain kame
DN Servers IP Address
o.o0.0.0 Clear
o.o0.0.0 Clear
o.o0.0.0 Clear
o.o.0.0 Clear
IP Address Ranges
IP Start IP Envil

172016 .20 150

General

Leaze Time

Default Routers

Class Policy

Static Bindings | Advanced

E] gE400 |:j
IP Address
172,16 .20 . 1 Clear =
& o.o0.0.0 Clear
o.o0.0.0 Clear
o.o0.0.0 Clear v
1]
L | @

Add Row -
et

9) Map RADIUS Server, DHCP Server and Captive Portal policy in rfs4000 profile

a. Under the context: Configuration->Profiles->Profile->default-rfs4000->services

Set ‘Captive Portal Policies’ to ‘Mot-Hotpot’ (created in Step 3)

Set ‘DHCP Server Policy’ to ‘Motorola Lab DHCP Server’ (created in Step 8)

Set ‘RADIUS Server Policy’ to ‘Mot-Hotspot’ (created in Step 6)

Click ‘OK’
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q’ RFS400

Devices Wireless Profiles RF Domains  Security  Services

Management k

B)Manage Profles Profile default-rfs4000 Type 1fs4000

General Captive Portal Hosting

Cluster

Captive Portal Policies (V] pict-Hotsnot
¥ Interface

» Network

¥ Security /
Senites

» Managerent

» Advanced
DHCP Server

Mep | Dece | v

v potle

» () defe-ris4000 |
et apstt

DHCP Server Policy

| otool LabDHCP 3erve | v | ¥ )
RADIUS Server

RADILS Server Palicy 5 Mat-Hetspat v 01155’
» )defaut-ane0

B)eetautanttix

)detaut-aesz2

Type o search
4+ =

-
Evert Summary ““I:l- [

M WiNG.,

] Revett (¥ Commit o Save

0

» 0K

@a

Find Functional Area

10) Create WLAN for Hotspot

a.Under the context: Configuration->Wireless->Wireless LANSs, click ‘Add’

Typeto search ‘

QQ RFS4000

M Wi-NG .,

Devices Wireless Profiles RF Domains  Security  Services  Management ] Revert [ Comriit (] Save
Swireless LANs Wireless LANS (7]
WLAN Qo8 Policy
WLAN @ ssip Deseription WLAN Status VLA Pool Authentication Type | Encryption Type 005 Policy Association ACL
) Radlo QoS Policy
whan metorala X Disabled 1 Mang MNang defaut
& ABAPalicy
) Assotiation ACL
GV SMART RF Policy
»Elirekess Lan
1
Typetoseaeh Typeta search in tables Row Cowrt. 1
v - @
Euert sy [ERIEINC I = Find Functionel drea  Type 1o search ‘
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Set ‘WLAN' name

Set ‘SSID’ — this should match the one you entered in Step 4b
Set ‘Bridging Mode’ to ‘“Tunnel’

Set ‘VLAN' to ‘20’

Click ‘OK’

WLAN # | mot-Hotspot

WLAH Configuration

5= # | hiot-Hotspot
Description
WLAN Status I Dizahled  (») Enabled
=05 Policy |defaun - |
Bridging Mode & |Turnel | =
Other Settings
Broadcast SSID [+]
Answer Broadcast Probes [+]

VLAH Assignment

(=) Single YLAMN () LAN Pool

& WLAM a0

RADIUS VLAH Assignment

Allowy RADIIS Crverride

b. Under the Security Menu of the newly created WLAN
Set ‘Enforcement’ to ‘Captive Portal Enable’

Set ‘Captive Portal Policy’ to ‘Mot-Hotspot’ (created in Step 3)

Click ‘OK’
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Qww M OWING,,

Devices  Wireless Profiles RFDomains  Securty  Sevices  Management 5] Revet & Commit H Sar
£)iieless LANS WLAN  Mot-Hotspot 7]
E8ALAN 0105 Policy
K.) Basic Canfgurion Select Authentication
i Ratio Qo3 Polcy ey

Autherticalion Type () EAP () EAP-PSH () EAP-MAC () MAC () Kerheros (s) PSK/None
L parlry Firewal o - o -
ﬁ Association AGL — Kerberos Configuration Settings
(VSMERT RF Foliy g A Poicy . v
Client Load Balancing Resuthentication 30 * oS40
Advanced
vvvvvvvvv Captive Portal
VEVWE\ESS LAN Enforcement # |V Captive Porta Enable | | Capive Porsl if rinary Authenfifion ol
)
agvt Capfive PotalPaly | ot Hotspot v|E® @
1
2ot Haispot
Select Encryption
(] wpampazTHP | [ WEP1Z8 [ weps V] Oren
|| HPAZCCHP || HeyGuatd
MNaEncryption
Type tosearch
= REn
X
Event Summary nnD- o Find Functional Area  Type to search ‘

11) Map WLAN to radios of the AP650 profile

a.Under the context: Configuration->Profiles->Profile->default-ap650->Interface->Radios
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Configuration

Devices  Wireless  Profiles RF Domains  Securty  Services  Management ] Revert (¥ Commit [ Save
B)Manage Profles Profile defaull-apes0 Type ap6al (7]
General Hame: @ | Type Description Admin Status RF Mode Channel Transmit Power
Adaption atiol Radio raciol o Enalled 24 GHZWLAN smart smart
¥ Interface tadin? Reto tarin? o Enabledt 5 GHZVLAN smart smatt
Ethemet Ports

Virtual Interfaces
Radios

» Nefwork

¥ Security

Senvices

Map: | Device v
¥ profie

» ) defiul1ed000
) defeut-apBst

» Management

A| > Advanced

b 13 defeutt-ap830
) defatapT e
) deteut-apes32

Type to search intables FRow Court: 2

+ - aQd
Evert Summary ““l:l- [l Find Functional Area  Typeto search ‘

Typeto search

Select ‘Radio 1’ and Click ‘Edit’
Under ‘WLAN Mapping’ tab, add ‘Mot-Hotspot’ WLAN (created in Step 10)

Click ‘OK’
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®

' Radios

Name radiof (2]
Radic Settings | WLAH Mapping | Mesh | Advanced Settings
WLAHBSS Mappings
¥ [Z4 Rradio -

22 | V] Mot-Hotspot (advertised,
EE [¥] welan (advertized)

F
PA

-

|| Advanced Mapping Create Hew WLAHN

Repeat the above 3 steps for Radio 2

To Test the setup
1) Connect the Wireless Client to ‘Mot-Hotspot’ SSID
Observe that the Wireless client is assigned IP address in the VLAN 20 range.

2) Open the browser, type www.google.com

Note: Ensure that DNS resolution happens for the website — the Controller should be connected
to the internet which can resolve the entry. Else type any IP Address on the browser.

3) The web page should be redirected to the internal login.html page

4) Enter the user credentials (create in Step 5b)
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5) You should now see the authentication success page and should be able to browse the
internet.

DEPLOYMENT MODEL - 2: CENTRALIZED CAPTIVE PORTAL
SERVER WITH EXTERNAL PAGES

This model describes how to use external web page server which hosts the captive portal server.
Captive Portal Server

The Controller acts as the Captive Portal Server.

Captive Portal Pages

The redirection web pages are stored in an external server.

RADIUS Server

The controller acts as the AAA server.

User Database

The user database is also stored in the controller.

The figure below depicts the message of this deployment model.

External Web Page Server
login.html, fail htmi,
wilcome. himl, agreement. html

IP: 17216103

5_ WLAM 1000

emmm——a— 0 () &

RES4000 WLAM 10, 1000

VLAM 10: 172.16.10.2 Rouler APGS0 53|10 Met-Hotspot Wirelass Cliant
WLAN 2_‘11?2.'15.20.1 VLAN 10 172 16.10.1 L2 Deployed WVLAM 20 IP: 17216 20,150
WLAM 1000: 157.235.207.200 WLAM 1000 157 235 207 200

DHCP Server: VLAN 20
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Message Flow

Centralized Captive Portal with External Web Page Server

Captive Portal Enforcement: AP
Captive Portal Web Page Hosting: External

RADIUS Server: Controllar
User Database: Controller

User

AP

Authentication Reqg

_Authentication Response

P
>

Controller

Web

DHCP Request

External
Page

&

DHCP Response

Y

www.google.com

A

Http redirection

URL hitps:/i<Controller-IP-Address3/login. html

Captive Portal
Enforcement

A

Login Page

Y

User Name and Password

User Authenticated

User Mame and Passwor

%

local User Databas
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Configuring External Web Page

An external web server will provide capture and redetection to fully customized Login, Failed and Welcome pages
hosted on an external web server.

Advanced pages are hosted on an external HTTP server and support full customization. Using standard HTML
authoring tools, administrators or web designers can create fully customized Login, Failed and Welcome pages
and host the content on external servers locally at the site in a NOC. External pages can support any HTML
compliant content supported by the external web server including client and server extensions.

Including the HTML scripts for passing user name an d password back to the Controller

One of the important aspects to keep in mind while deploying external web pages is to include the HTML scripts
required to pass the user name and password to the controller. One can see from the message flow figure above
that the external web page server sends the user name and password to the controller through the HTML Post
method.

Including the POST method script to pass user name and password to controller

To look at the source code of the HTML post method, the internal login.html should be downloaded. Please follow
the following steps to download the internal login.html file.

a. Create a Captive Portal Policy with web page option as internal
b. Under the context: operations->File Transfers

Select ‘Wireless Controller’ as Source

Click Browse

Under flash, select hotspot

Select the captive portal policy that you created (Mot-Hotspot)

Click the login.html and select ok
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gsysten Device MAC ris4000-22450C (00-23-68-22-A3-DC)
Bf,v defaul
[ Device Detalls
P AT & File Transfers
[EJFile Transfers
[EJFile Browser Source
GJte Upyrade () Server (s) Whekess Cortroler
File
q
Target

() Server (s) Wheless Controller

Fiie

L PR u

Search

Evert Summary ““I:l“ [

Browse

QQ RFS4000

Findl Functional Area  Type to search

c. Select ‘Server’ as the target
To download using FTP / TFP click Advanced

Download the file
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-
File Management b 4

s ™
-I flash | system mTam cf ush ushz

Path: flachihotspothot-Hotspotr

File Hame Size Last Modified

agreement Himl 3496 2011-02-04 01:32:01
fail Html 5202 2011 -02-04 01:3532:01
welcatne . html 72 2011-02-04 01:32:01
login kittnl 4961 2011-02-04 01:322M

Add Hew Folder

Once the login.html is downloaded, open it in a browser and view the source. To view the source in Internet
Explorer go to view->source.

The last section of the source code has a Javascript to post the user name and password to the controller. This
script should be included in the external web page to post the user name and password back to the controller.

<script |anguage=j avascri pt >

var hs_server = "NONE";
var port = 880;
var postToUrl = "/cgi-bin/hslogin.cgi";

hs_server = getQueryVari abl e("hs_server");

Qv = getQueryVariabl e("Q");
post ToUrl = ":" + port + postToUrl;

docunent . get El enent Byl d("f_hs_server").val ue = hs_server

docunent . get El enent Byl d("f_Qv").value = Q

docunent . get El enent Byl d("frmLogi n").action = "http://" + hs_server + postToUrl;
</ scri pt ></ body>

</htm >
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Configuration Steps for External Web pages

The configuration steps is the same as above except

1) In step 2b while creating DNS Whitelist also add the external web server in the allow list

) N & RF54000 M - .
Da el Configuration [ cs WIi-NG .o,
Devices  ‘Wircless Profles  RF Domains  Securty  Services  Management I3 5] Revert  [#, Commit [ Save
@\ Captive Portals Name  Mot-Hotspot )
@ caplive Portals
L DMS Whitelist
EEDHCP Server Pulicy DIIS Entry Watch Suffix i}
[EpRADIUE 17216102 X i}

DS Entries

17216103 X il

Map: | hone -

w = DS whitelist
| Mat-Hotspot

Add Row

Type to search

Fa— ERI o |
vert sy [N (O = FinetFunctional £76a | Type to search \

2) In step 3b, select the web page source as ‘external’ instead of internal and input the URL of
the externally stored html pages
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@wo MOWING.

Devices Wireless Profles  RF Domains  Security  Serviees  Management K 5 Revert (¥ Cornmit [ Save
@ Captive Portals Captive Portal Policy Mot-Hotspat 0

@ Captive Portals
!;fDNS Wihitelist Basic Configuration | Web Page

EEDHCP Seer Policy
EgreDius Wieh Page Souree () Internal () Advanced () Externally Hosted

Login URL Py 172.16.10 Shogin ki

Aapeement LRL 0 72.18.10 3gree i

Wielcome URL it 1 72.18.10.3twslcame il

Map: More v
v captive Porta FalUf. 17246405 el
SWct-Hotsc ]
@ﬁMm-HDtspm-D\Smhuted A set of pre-exdsting web pages outside of the switch are specified by the provided URLs

Three separate URLS point to external web pages for: Logging the user in, Welcoming the user after logging in successfully and nforming the user of a faled login attzmpt

Type to search

— ron e oo
‘Eventsummary ““l:l- [ ] Find Functional Area  Tye fo search |

CONFIGURATION STEPS SUMMARY

1) Create AAA Policy
RADIUS Server configuration
2) Create DNS Whitelist
List of IP Addresses to allow when the client gets connected to the Wireless network. If using
internal web page, the IP address of the controller should be added in the allow list. If using
external web page, the external server’s IP address should be added
3) Create Captive Portal Policy

Configure the captive portal server

Attach AAA Policy
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Attach DNS-Whitelist policy

Configure web page source
4) Create RADIUS Group Policy

Map the required SSID
5) Create RADIUS User Pool

Map the required groups and user settings
6) Create RADIUS Server Policy

Map the Radius Group and the User pools
7) Configure DHCP Server for the Wireless hotspot users
8) Map RADIUS Server, DHCP Server and Captive Portal policy in rfs4000 profile
9) Create WLAN and configure captive portal policy

10) Map WLAN to radios

DEPLOYMENT MODEL - 3: DISTRIBUTED CAPTIVE PORTAL
SERVER WITH EXTERNAL PAGES AND RADIUS

This model describes how APs act as the captive portal server with external web pages.
Captive Portal Server

The AP acts as the Captive Portal Server.

Captive Portal Pages

The redirection web pages are stored in an external server.

RADIUS Server

An external RADIUS server is used (MS IAS).
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User Database
An external LDAP Server is used (MS AD).

The figure below depicts the message of this deployment model.

Microsoft IAS Server + Active
Diractory

P 172.16.10.4

External Web Page Server
login. htmi, fail.ktm,
wielcome. html, agraameant, hitrl

WLAN 1000
IP: 172.16.10.3

;=22 | e sy () &

RFS4000 WLAN 10, 1000
VLAN 10: 172.16.10.2 Router APGEI213 Dapoyed SSIDMot-Hotspot Wireless Client
VLAN 1000: 157.235 207 201 VLAN 10: 172.16.10.1 A8 Local Forwarding ~ IP: 172.16.20.150
VLAN 1000: 157.235.207.200 VLAN 20- 172.16.20.1 Mode

DHCP Server for Wireless Clients

Message Flow
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Distributed Captive Portal with External Web Page Server

Captive Portal Enforcement: AP

Captive Portal Web Page Hosting: External
RADIUS Server: External AAA - |1AS

User Database: External LDAP - AD
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- Login Page
User Name and Password
User Name and |Password
through HTML POST
RADIUS Request
AAA Authentication
RADIUS Response
Moves Client to
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Configuration Steps

The configuration steps are very similar to the deployment scenario-1 except for a few changes.
1) Create AAA Policy
a. Under the context: Configuration->Wireless->AAA Palicy, click ‘Add’

Enter the AAA Policy Name and click ‘Continue’

& RFS4000 M Wl'NG - admin

Bl Corfiquration R 5 5
Devices Wireless  Profies  RF Domains  Security  Services — Management § ) Ravert & commit [ Save

EWielss LN ARRPolicy # | olotst m m 0
SEWLAN QoS Paliy

e Rain Q3 Polcy RADIS Authentication | PADUS Accounting | Setings

L AR Py

B Assusistin ACL

VSNART RF Policy

Map: | None Ad

b
{
Tpe thsearch
+ =
a
Evert Summary ““l:l“ ] Find Functional Area  Type o search

b. Add RADIUS server by clicking ‘Add’
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aww M OWNG,,

CICl Corfiguration [

Devices Wireless Profies RFDomans  Secury Services Management y 5 Rerett (&) Connrit | Save
) Wireless LANs AAA Policy Mat-Hatspot 0
EWLAN QoS Palicy
@ Radio Gio§ Folicy RADIUS Authentication | RADIUS Accounting | Settings
o As4 Paliey

Server Id @ Host Port Server Type Request Proxy Request Attempts  Request Timeout  DSCP HNAIRouting Enable | NAC Enable
) Assaiation ACL N Hode

QVEMART RF Palicy

Map: | Nong v

HE
o] Mot Hoteyt |

Typeto searchin tables Row Count. 0

+ - o IR e | ce
Evert Summary ““l:l“ L Find Functional Area — Type to search ‘

Type to search

a. Add RADIUS server by clicking ‘Add’
Enter the ‘Server 1d’
Enter the IP Address of the external AAA Server (172.16.10.4)
Select ‘Server Type’ as ‘host’
Enter the secret

Click ‘OK’
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Authentication Server

Y

Serverld » 1

@ i1ta &)

O x

Settings
Host # [ 1T2 16 010 . 4
Port 1812

Server Type

@ i1 to £5,535)

[ »

| P Address v

@ (0t 63)

Hetwork Access ldentifier Rowting

rAl Routing Enatile L
Realm
Fealm Type s | Prefiz Suffix

| Host v |

Secret RREEEEEE
&

RREEELEE Reconfirm
Request Proxy Mode | Flane - |
Reguest sttempts 3 |i| [1to10)
Feguest Timeout 3 Saconds w | [1t0E0)
Retry Timeout Factor 100 * | [(50to 2000
D=CP 46

—_

-
> ox ] remet Lo

2) Create DNS Whitelist

a. Under the context: Configuration->Services->Captive Portals->DNS Whitelist, click ‘Add’

Enter a name for the DNS Whitelist
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Awo MOWING,
Devices  Wireless  Profiles R Domains — Security  Services  Management Q 5] Revet (¥, Comrmit [ Save

(@ Captive Portls DNS Whitelist 0
@Captive Partals

Name
|_JDNS Whielist

EEDHCP Senver Paliyy
[praDiUg

Wap: | Nore: v

7 ons Wzt

Type to sesrch intables Row Court: 0

v - o
vent sunrery [ ERERI I = Find Funclional rea | Ty ta search ‘

Type b seaich

b. Click ‘Add Row’

Enter the list of IP address that you want to grant access even if the client is not
authenticated.

Click ‘OK’
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Qwo MOWING

Devices  Wireless  Profles  RF Domaing  Securlty  Services  Management \ 5] Revett % Comrmit [ Save
@ Capite Portals Name  Mot-Hatspat Q
@Camive Portals
[ONS Wileet DS Eties
EDHQP Geer Policy DHIS Entry Match Suffix @
EpRapiUs 17216102 X i
17216103 X ]
Wap | None v
[ ONS Whielst
| Mot-Hotspot i
Type to search
+ = oK P”etum
-
tvent sunnery [ = Find Funclional rea | Ty ta search

Note: Since we are using the external server to host the pages, we should allow the
client to access to the external server’s IP Address used to host the pages. In this
example the external server IP Address is 172.16.10.3, so we are allowing access to the

external server.

3) Create Captive Portal Policy

a. Under the context: Configuration->Services->Captive Portals->Captive Portals, click ‘Add’
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gl Corfiouration B8 Operations ~ Stafistcs Y s /“\ WiNG

Devices  Wireless  Profiles  RF Domains — Security  Services  Management ] Revatt (&) Commit [ Save
@ Captie Partals Captive Portal 7]
\@\Captive Partsls
Captive Portal Policy @ Captive Portal Server Captive Portal Server Mode  C il Wel Page Source AAA Policy

_\;fDNS Whitelist
@DHCP Server Policy
Fpranius

M |Mone v

DCapﬂve Portsl

Tyne to search intables Row Court. 0

r— a-
‘Evemsummarv ““D- ] Find Functional Atea  Tyae to search ‘

Type fosearih

Enter the Captive Portal Policy Name

Set ‘Captive Portal Server Mode’ to ‘Internal (self)’
Set ‘Simultaneous Users’ to 100

Set AAA Policy to ‘Mot-Hotspot’ (created in Step 1)
Set Access Type to ‘Radius Authentication’

Set DNS Whitelist to ‘Mot-Hotspot’ (created in Step 2)

Click ‘OK’
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4 RFS4000

M WiNG.,

Configuration g8

Devices Wireless Profies  RF Domains  Security  Services  Management

@ Captive Portals
@Capnve Portals
7o Wnielist

@DHCP Senver Paliey

Captive Portal Policy Mot-Hotspot

Settings
Eﬁ RADIUS
Captive Portal Server Mode
Captive Portal Server
Cannection Mode
Simutaneove sers
M |None v
Security
A\ Dcamwe Portsl
4 AALPolicy
@ Mot-Hatspot
Access
Aicess Type
RADIUS Lookup Information
Terms and Conclfions page
Client Settings
Type b searth

Cliant Arrars Tina,

$ =

Event Summary “nl:l“ [ @ Saing deta..

(x) Iternal (Selfy () Centralized () Centrafized Cotrollr

(5 HITE () HTTPS

[ B(Mawgz)

WotHospet v | 8 &

1 Mo authenticafion requived
() Generats Logging Record and Allow Access
1 Custom User Informafion for RADLS Auhenticalion

() RADILS Athertication

o}

casn LA L0340 40 AN minu e

Basic Configuration | Web Page

By Revert & Commit [ Save

Find Funcionsl Area

0

(UG Pesel_m

Type to search

b.On the ‘Web Page’ tab ensure the ‘Web Page Source’ is set to ‘External’
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Dashboard [ugilelEite Diagnostics Operafions  Stafistics M WI'NG“5‘

Devices Wireless  Profles RF Domains  Securtty  Services  Management i ) Reset [ ot [] Sae
\§Carie Porls Captive Portal Policy Mat-Hotspot 0
@Camwe Portls
!;fDNSWh\tehst Basic Configuration | Web Page
@DHCPS&WFUHW
EQRADIUS WeaBaggSuce g () memal () Advenced (o) Edemly Hosted

Login LRL it 721890 3ogin

BareementRL b 17216.10 Hagpee il

ikame URL vt 72,460 weloame il

b o ]
Vst FllRL 721610, 30e
@w-mspm |
@MM-HMSpm-Dmnbuted Asetof pre-existing weh pages outsick of the swich are specified by the provided LRLs.
Three separste URL point to external web pages for: Looging the user in, Welcoming the user after logging in suceessfully snd Informing the user of 2 falld login sttempt
Tupe to search

= o] ]
‘EverﬁSummavy nnl:l- ] FinciFunctional Area  Type to zearch ‘

4) Create VLAN 20 for Wireless Hotspot Users and set the IP Address of the VLAN 20 interface
in the AP as 172.16.20.1

5) Create DHCP Server Palicy to give IP address on VLAN20 for Wireless Hotspot Users

a. Under the context: Configuration->Services->DHCP Server Policy, Click ‘Add’
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M Wi-NG .,

Devices  Wireless  Profles  RF Domains  Security  Services  Management 7 Revert (%, Commit [ Save

(Gl Configuration B

\@ Captive Portals DHCP Server o
@ Captive Portals
[N Whitelist

[ DHCP Sener Policy

[Egranius

DHCP Server Policy. @ | lgnore BOOTP Requests Ping Timeout

[EoHCP Server

Typeto searchintables Row Count: 0

evert sunmery [N = Find Funelionl Area  Type to search ‘

Type to search

Set ‘DHCP Server Policy Name’

Click ‘Continue’

DHCF Server Policy # | motorola Lab DHCP Server m m

OHCP Pool | Global Settings | Class Policy

b. Under the context of newly created DHCP Server Policy, Click ‘Add’ to create a DHCP
pool
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REEIIEGN Configuration [RIEE 0 N & won M Wi-NG

Devices  Wireless  Profles  RF Domains  Security  Services  Management %] Revert ¥ Commit [ Save

@ Capte Portals DHCP Server Policy hatorala Lab DHCP Server 2}
@ Capve Fortals

LLJDNS Whitelist DHCP Pool | Global Settings | Class Policy.
2 DHCP Server Folivy
[EgRaDIVS

DHCP Pool @ | Subnet Domain llame: BootFile Lease Time.

v [ZJDHCR Server

[@EMotorola Lak DHCP Server

L Typeto search intables Row Court: 0

— o - Ccad
Evert ey [IER IR | = i Furctonsl Ares Ty 05251 |

Set ‘DHCP Pool' name

Set ‘Subnet’ to VLAN 20 subnet — 172.16.20.0/24

Set ‘Default Routers’ to VLAN 20 interface IP address — 172.16.20.1
Under ‘IP Address Range’ Click ‘Add Row’

Enter the range of IP Addresses —172.16.20.100 to 172.16.20.150

Click ‘OK’
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®

" DHCP Pools b
DHCP Pool # |wLanzo 9

Basic Settings | Static Bindings | Advanced

General General
Subnet GO 1218 2 0y 24E—J Leaze Time [¥]  =E400 l
Darrezin Mame Default Routers IP Address
DS Servers IP Address 17216 .20 1 Clear =
o.o.0.0 Clear = #0000 Clear
o.o.0.0 Clear o. o000 Clear
o.o.0.0 Clear o.o.0.0 Clear ]
no.o.0.0 Clear v
IP Address Ranges
IP Start IP End Class Policy | L
17216 . 20100 17216 . 20150 v | 2 W

Add Row -
et

6) Map DHCP Server and Captive Portal policy in ap6532 profile
a. Under the context: Configuration->Profiles->Profile->default-ap6532->services
Set ‘Captive Portal Policies’ to ‘Mot-Hotpot’ (created in Step 3)
Set ‘DHCP Server Policy’ to ‘Motorola Lab DHCP Server’ (created in Step 5)

Click ‘OK’
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RFS4000

Corfiguration |8l

Revett ¥ Commit ] Save

Devices  Wireless  Profiles RF Dormains  Securily  Services  Management

)Manage Profies Profile default-ap6532 Type apads2 0

General Captive Portal Hosting
Adoption Captive Portal Palcies: (V] wiot-Hotspot Create
» Interface
» Hetintkc
» Becurity
Senites
» Management

b Advanced
DHCP Server

Map: Deviee | DHCP Server Pocy | torola L DHCP Serve | w | [ {3}

v Profie
E RADIUS Server
» )etautsa000

et gien RADIUS Server Polcy e o 95§
» )oeteut-ps50
» (et apT e

AT dfo-ap53

Type tosearch

— S]]
Event Summary --Cl- [ FinctFunctionel Area  Type to search ‘

7) Create WLAN for Hotspot

a.Under the context: Configuration->Wireless->Wireless LANSs, click ‘Add’

& wson M Wi-NG s

Dashb

Devices Wireless Profies RF Domains  Security Services  Management

] Revert [ Comriit (] Save

Swireless LANs Wireless LANS (7]
G ILAN Qo8 Policy
WLAN @ ssip Deseription WLAN Status VLA Pool Authentication Type | Encryption Type 005 Policy Association ACL

) Radio QoS Policy
? whan metorala X Disabled 1 Mang MNang defaut

Ab& Palicy
=
) Assotiation ACL

GV SMART RF Policy

»Elirekess Lan

Row Court: 1

Typeto search intebes

v - a-
Euert sy [ERIEINC I = Find Functionel drea  Type 1o search

Type to search
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Set ‘WLAN' name

Set ‘SSID’ — this should match the one you entered in Step 4b
Set ‘Bridging Mode’ to ‘Local’

Set ‘VLAN' to ‘20’

Click ‘OK’
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b. Under the Security Menu of the newly created WLAN
Set ‘Enforcement’ to ‘Captive Portal Enable’
Set ‘Captive Portal Policy’ to ‘Mot-Hotspot’ (created in Step 3)

Click ‘OK’
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8) Map WLAN to radios of the AP6532 profile
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