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1. Introduction:

Network Address Translation (NAT) provides the translation of an Internet Protocol (IP) address within one
network to a different known IP address within another network while in transit across a traffic routing
device. With typical deployments, NAT is used as an IP masquerading technique to hide private IP
addresses behind a single, public facing, IP address.

The NAT feature is available on all controller models, the RFS40x0, RFS6000 and RFS7000. It is also
available on all access points (AP7131N, AP532, AP6511, AP650) when routing the traffic from the wired
and wireless clients, and is not restricted to the standalone access points.

1.1 Overview:
NAT functions by designating one or more interfaces as Inside while others as Outside.

e Inside — A set of networks subject to translation.

e Outside — All other addresses (typically valid public Internet addresses)

NAT uses a stateful translation table to dynamically map the Inside addresses to a single Outside
address and then rewrites the IP headers so that the source IP packets appear to originate from the traffic
routing device’s Outside IP address. In the reverse path, responses from hosts through the Outside
address are forwarded to the originating Inside IP address using the state information for the session in
the translation table. The translation table rules and state are established dynamically and are flushed
when no new traffic refreshes their state.

Web Sarver Workstation
A0 100
If: VLAN10
IP: 192 168.10.1

Insida

If: VLAN4O94
IP: 76.7.201.100
Qutside
If: VLANTO
IP: 192.168.70.1

Inside

Woaorkstation Workstation
00 A01

Figure 1.1 — Network Address Translation

NAT translation can occur in both directions. Most commonly translation will occur from the Inside interfaces
to Outside interfaces providing private addressed hosts with Internet access. However static address

translation can also be configured to translate specific ports on the Outside interface to a specific host a port
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on the Inside interface. A typical application for static NAT would be to allow hosts on the public internet to
communicate with a web server behind the traffic routing device that is using private IP addresses which is not
reachable from the public internet. The NAT service is used to provide outbound Internet access to wired and
wireless hosts connected to a traffic routing device like RFS4000, RFS6000, RFS7000 or the access points
AP7131N, AP6532, AP6511 or AP650, when routing traffic from connected devices.

1.2 Applications:

The most common application for NAT is to provide internet access by translating private addresses (RFC
1918) with one or more public internet addresses. This application often called dynamic or many-to-one

NAT allows multiple hosts on the inside network to communicate with hosts on the public internet without

exhausting valuable IPv4 space.

Other common application includes providing communications between hosts on overlapping networks during
mergers and acquisitions which is common in banking and healthcare verticals. Additional common NAT
applications include providing access to specific hosts and services on the inside network from hosts on the
outside network allowing HTTP and other services to be served to public hosts without having to locate the
server on the internet.

1.3 Restrictions:

Network Address Translation (NAT) only provides IP address translation services and does not provide
firewall or filtering. The RF Controller includes a stateful packet inspection(SPI) firewall which can be used with
NAT to restrict which IPv4 traffic can be received and routed by the individual IP interfaces on the RF Switch.

When deploying dynamic or static NAT it is recommended that a firewall rule be created and applied to the
outside interface. For example when dynamic NAT is being used, a single firewall rule can be created and
applied to the outside interface to deny all inbound traffic. As the integrated firewall is fully stateful, traffic
originating from hosts on the inside network will pass freely through the firewall, however traffic originating
from the outside network attempting to go inside will be blocked.

When static NAT is being deployed, the firewall rule can be modified to permit inbound traffic on the outside
interface for the specific ports that are being translated. For example to allow HTTP a permit rule for
destination TCP port 80 could be added before the deny all rule.

For examples of how to configure the stateful packet inspection firewall, please reference the Wireless Firewall
How-To Guide.
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2. Pre-Requisites:

2.1 Requirements:

The following requirements must be met prior to attempting this configuration:

. One (or more) RF Switches are installed and operational on the network with two or more virtual
interfaces defined.

One (or more) Access Ports configured and adopted by the RF Switch.

One (or more) WLAN profiles are configured and assigned to adopted radios.

. A Windows XP workstation is available with Microsoft Internet Explorer or Mozilla Firefox to
perform Web Ul configuration.

Two (or more) wireless workstations are available to test and verify NAT operations.

Optionally a web server is available on the internal network to test port forwarding.

. The reader has read the Motorola Solutions WING5 System Reference Guide.

2.2 Components Used:

The information in this document is based on the following Motorola hardware and software versions:
) 1 x RFS6000 Version 5.1.0.0-074R.
o 1 x AP7131N.

V Registered users may download the latest software and firmware from the Motorola Solutions
Support Site http://support.symbol.com.
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3. Configuration:

The NAT can be configured on the controllers or the access point profiles. Or the NAT profile can be
configured on the device to override the service at the device level.

The following sections outline the configuration steps required to enable dynamic and static NAT on an RF
Switch:

1) Dynamic NAT [Section 3.1]:
2) Static NAT [Section 3.2]:

3.1 DynamicNAT:

Dynamic NAT provides a simple way to provide Internet access for private addressed hosts by dynamically
translating private addresses to a single public IP address. This allows enterprises to provide Internet
access to users without having to address internal hosts with publically routable IP addresses using
valuable IPv4 address space and exposing the hosts to threats.

51921681022 [———
D:96.7 87 224

<« | 57879601
D:96.7 87.224 Dynamic NAT Acoess List B

$192.188.40.94 | J))1) (((((‘
permit 192.168.10.0/24 < D174.125.45.99
—

a—— 5:76.7.160.1 permit 192.168.40.0/24 «
s1e21687051 | (((((‘
D:216,145.76.3

D:74.125.45.99 permit 192.168.70.0/24 «
5192.188.90.15 |1 (0 H

Cutsita Inslde

RF Switch

| 5:76.7.160.1
0:216.145.76.3

implicit deny
D:198.133.219.2

Figure 3.1 — Dynamic NAT Example

As shown in figure 3.1, wired and WLAN clients located on management, data and guest subnets are
provided with Internet access through the RF Switch using Dynamic NAT. In this example the RF Switches
internal interfaces vlan10 (management) , vian40 (data) and vlan70 (guest) have been designated as NAT
Inside interfaces and the public interface vlan4094 has been designated as a NAT Outside interface. This
configuration will allow the RF Switch to translate packets received on the management and guest Inside
interfaces to the Outside public IP address.

In addition a firewall IP Rule has been created with entries to only allow NAT translation for wired and
wireless hosts in specific subnets. In this example, the IP rule allows the following:

1) Packets received from hosts in the 192.168.10.0/24 management subnet and the 192.168.40.0/24
data subnet will be translated.

2) Packets received from hosts in the 192.168.70.0/24 guest subnet will be translated.
3) Packets received hosts in the 192.168.90.0/24 voice subnet will not be translated.
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The following configuration example will demonstrate how to enable dynamic NAT for internet access for
specific IP subnets using the Web Ul. The configuration is done on the RFS6000 controller at device level.

1) Specify the interface Type for the virtual Interface. In this example the management vlan10, data
vlan40 and guest vlan70 virtual interfaces will be designated as Inside and the Internet vian4094 will

be designated as Outside. Click OK.

Interface Type
Vlan10 Inside
VlIan40 Inside
VIan70 Inside
VIan4094 Outside

2) Navigate to the Configuration > Devices > RFS6000-81C203 > Interface > Virtual Interfaces
window. Select the virtual Interface for VLAN 10 and click Edit.

feliE

Configuration

rTse000

@y RFSE000 M W| N G

%] Revert ¥ Commit [ Save

Profile Name default-rfs6000 (7]
Description Admin Status VLAH IP Address

X Disabled 1

¥ Enabled 10 182163.10.1/24

' Enabled 40 192163 40.1/24

o Enabled 4094 dhcp

" Enabled 0 182.168.70.1/24

¥ Enabled a0 18216590 .1/24

Devices ‘reless Profiles RF Domains Security  Services  Management
B Device Configuration Device fs6000-81C20E (00-15-70-81-C2-0E) Type
; T
[ Auto-Pravisioning Policy Baih Car guration I | name Siere
1 Critical Resource Policy
e Licenses +  wlanl YLAN
(& Event Policy Cerlificates % vlanin WLAN
B int Policy ¥ RF Domain Overrides & | Mandl N

RF Domain + viand0sd WLAN
--------- +  wlan7o WLAN
Sensor Configuration
Graup By RF Domain % wlandd WLAN
! WLAN Override

Al ] Controller v Profile Overrides

v [EE|RF Damain General
v i defaut Cluster

g r1sB000-81C20E ¥ Interface

AR x-CTET0M Ethernet Parts
wirtual Interfaces -

Type to saarch Typeto search in tables
Port Channels
oy ] =
WA Rarckhatl |
Evert summery [ENENCTIEN =«

Row Count: B

Find Functional Area  Type to search

3) Select the NAT Direction as Inside for VLAN 10, vlan 40 and vlan 70. Click Ok.

Virtual Interfaces

VLAN ID ‘lan1d

Properties

Description

Admin Status () Dizabled (s Enabled

IP Adidresses

Enable Zero Configuration (#) Mone

Primary P Address
|| Use DHCP to Obtain IP
Use DHCP to obtain Gateway DMNS Servers

Secondary Addreszses 7
B

192 168, 10 . 1 24|‘j

Basic Configur ation

() Primary () Secondary

[Allowwed on 1 virtual interface)

x
Security
DHCP Relay
Reszpond to DHCP Relay Packets L
DHCP Relay IP Address
B, 020 . 0
o o o o
13 PP R 1 S
o [ R 1 ER

Hetwork Address Translation (HAT}

MAT Direction

ECE C &
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Virtual Interfaces x
VLAN ID lan70 (2]

Basic Configuration | Security |

Properties DHCP Relay
Description [ Respond to DHCP Relay Packets L
Adimin Status () Disabled (2) Enabled CHCRRoRy | IP Address
T Y Cleat
IP Addresses
P B S NS Clear
Enakle Zero Configurstion = Mone @ Primary &) Seconddary
: G PR S 1 Clear
Primary IP Address 192 168, 70 . 1 r24|:j
= L g Oz D 0 T Clear
|| Use DHCP to Obtain 1P
Hetwork Address Translation (HAT
Use DHCP to obtain GateswwayDNS Servers | (Allovwed on 1 virtual inter face] { )
Secondary Addrezzes ] ] ] . lj - MAT Direction # (=) Inside () Outside () Mone
)

oY rere L o]

Select the NAT Direction as Outside for VLAN 4094. Click OKk.

Virtual Interfaces
VLAN ID vland094 (7]

x

Basic Configuration | Security |

Properties DHCP Relay
Description [ | Respond to DHCP Relay Packets L
Admin Status () Dissbled (s) Enabled DHCP Refay IP Address
- !
o.o0.0.0 Clear
IP Addresses
O 0. 0 =0 Clear
Enable Zero Configuration (=) Mone () Primary () Secondary
o.o0.0.0 Clear
Primary IP Address ! -
: o.o0.0.10 Clear

|¥] Use DHCP to Otain IP

= Het k Addd T lati. HAT
Use DHCP to obtain Gatewsay/DNS Servers .ﬁ |u_(| [A&lowwed on 1 vitual interface) work Address:Translation.( }

Secondary Addresses T 1 MAT Direction # (O Inside () Mane
¢ =

b
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5) Navigate to the Configuration > Security > Wireless Firewall > IP Firewall Rules window. Click
Add to create an ACL to tell the RF Switch which source subnets to NAT for Internet access.

Configuration

Dewices Wireless Profiles  RF Domains  Security  Services  Management B Revert | ¥ Commit  [] Save
= B Wirsless Firewall IP Firewall Rules Q
ESFirewall Policy |
IP Firewall Rules @
[RI]IP Firewall Rules
[EMAT Firewall Rules
2 wireless Client Rules
] D@‘\mrusiun Frevention
Map: | Inbound ACL By YWLAN il
» ELJP Firewsall Rules b
Typeits sedioh Type to search in tables Row Count: O
— e [REED

6) Enter a unique name nat-rule. Click OK.

0 [WECERE el Diagnosics s Stabstc a won AN WING
Devices  Wirgless Profles RF Domains  Securlty Sendces  Managament 5 Raverl -'5_ Cammil H Birvn
= B viresess Firgwa IP Firewall Rules » 7]
B Firewall Policy
P Firewail Rules.
[ WAC Firewall Rutes

Wireless Clard Bolas

Pigcedsnis Pide s

(& | % rfrusion Privendion

= E'_F‘ Tomwnd Mng L]

Totul ubes: & m = Dalebd Wow |
- > o | [ |
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In the Add Row window create a rule for each subnet you wish to provide Internet access to. For
each rule set the Operation to Permit and specify the Source Mask and Source Address. In this
example the management (192.168.10.0/24), WLAN data (192.168.40.0/24) and WLAN guest
(192.168.70.0/24) subnets will be permitted Internet access. Click OK after creating each rule.

IP Firewall Rules nat-rule (7]
Precedence Rules
10 o permit ip mask 192.168.10.0/24 any -
SOurce: |Nask 'I |192.188 m. o .f24|:l De=tination: Ay v 0.0.0. 01/ 0|
Protocal: in v | 0 @
&
Action: [ tog [] Mark
Precedence: 0 - Description: =
1 ] 3
Total Rules: 1 Add Row m
e

Precedence

Rules

10 wdl narmit in noacl 402 4E8 40 0P s

1]

20 o permit ip mask 192.168.40.024 any
Source: IMaSk v I |192. 166, 40 . 0 f gl|»] Destination:
Protocl: in *| 0 @

A ction: [ ] Log [ ] Mark
Precedence: Description:

Total Rules: 2

Ay v a

Add Row Delete Row
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IP Firewall Rules nat-rule (7]
Precedence Rules =
10 £ nacmit in mack 4102 462 A0 0424 anar
‘1 L 3
20 4 permit ip mask 192.168.40.024 any
30 of permit ip mask 192.168.70.0.24 any
# | Source: | =R | 182168, 70, 0 f 24||:| Destination: sy | w 0.0.0.0/0]|
Pratocal: in v | 0O @
Action: [ Log [ Mark

Precedence: = Drescription:
S
Total Rules: 3 Add Row m

B 3

Optionally, the RF Switch may permit NAT for any source subnet by creating a permit any rule.

8) Navigate to the Configuration > Devices > RFS6000-82¢c201 > Security > NAT window. Select the
Dynamic NAT tab then click Add. This will create a dynamic NAT rule translating private addresses
defined in the ACL received on inside interfaces to the public outside internet vian 4094.

Device (fs6000-81C20E (00-18-70-81-C2-0E) Type 56000 Profile Name default-rfs6000 (2]
| Basic Configuration _“_: ’ 4 .
> HAT Pool | Static NAT | Dynamic HAT
Licenses |

Cedificates Source List ACL @) | Hetwork Interface Overload Type HAT Pool Overload IP

v RF Domain Overrides .
RF Domain ‘
Sensor Configuration
WLAN Override ‘

¥ Profile Cverrides ‘
General
Cluster ‘

» Interface
» Metwork ‘
v Security
General ‘
Certificate Revocatian ‘

ISAKNMP Folicy

Transform Set i

WP Canfiguration
AT

Type to search in tables Row Court: 0O
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9) Select the Source List ACL nat-rule created in step 5. Set the Network Type to Inside. Set the
Interface to the public outside virtual interface vian 4094. Select the Overload Type as Interface IP
Address to automatically select the IP address assigned to the Virtual Interface vian 4094. Click OK

and Exit.
Source
Source ListACL & |fuat-ruie vl E8
Settings
Interface ) wesaeand
r 4 a
*) WLANID 4|qu| E
Owerload Type () MAT Pool
i) One Globsl Address

| 8] Interface IP Addressl

MAT Poaol

Owverload P

Ly

o

x

10) Click Commit to apply and Save to save changes.

a v M OWING .

Devices  Wireless  Profles  RF Domains  Security  Services  Management

®

3.1.2 CLIConfiguration:

o

For security it is recommended that a firewall rule be created and applied to the outside interface
to block all inbound traffic. For examples of how to configure the stateful inspection firewall, please
reference the Wireless Firewall How-To Guide.

The following configuration example will demonstrate how to enable dynamic NAT for internet access for

specific IP subnets using the CLI:

1

Specify the interface Type for the virtual Interface. In this example the management vlan10, data

vlan40 and guest vlan70 virtual interfaces will be designated as Inside and the Internet vian4094 will

be designated as Outside. Click OK.

Interface Type
Vlan10 Inside
VlIan40 Inside
VIan70 Inside
VIan4094 Outside
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rfs6000-81C20E*#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
rfs6000-81C20E(config)*#rfs6000 00-15-70-81-C2-0E
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*#interface vlan 10
rfs6000-81C20E(config-device-00-15-70-81-C2-0E-if-vlan10)*#ip nat inside
rfs6000-81C20E(config-device-00-15-70-81-C2-0E-if-vlan10)*#..
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*#interface vlan 40
rfs6000-81C20E(config-device-00-15-70-81-C2-0E-if-vlan40)*#ip nat inside
rfs6000-81C20E(config-device-00-15-70-81-C2-0E-if-vlan40)*#..
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*#
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*#interface vlan 70
rfs6000-81C20E(config-device-00-15-70-81-C2-0E-if-vlan70)*#ip nat inside
rfs6000-81C20E(config-device-00-15-70-81-C2-0E-if-vlan70)*#..
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*#
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*#interface vlan 4094
rfs6000-81C20E(config-device-00-15-70-81-C2-0E-if-vlan4094)*#ip nat outside
rfs6000-81C20E(config-device-00-15-70-81-C2-0E-if-vlan4094)*#..
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*#exit
rfs6000-81C20E(config)*#

2) Create an ACL to identify which source subnets to NAT for Internet access

rfs6000-81C20E(config)*#ip access-list nat-rule
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*#
rfs6000-81C20E(config-ip-acl-nat-rule)*# permit ip 192.168.10.0/24 any rule-precedence 10
rfs6000-81C20E(config-ip-acl-nat-rule)*# permit ip 192.168.40.0/24 any rule-precedence 20
rfs6000-81C20E(config-ip-acl-nat-rule)*# permit ip 192.168.70.0/24 any rule-precedence 30
rfs6000-81C20E(config-ip-acl-nat-rule)*#exit

rfs6000-81C20E(config)*#

3) Create a dynamic NAT rule translating private addresses defined in the ACL received on inside
interfaces to the public outside internet vian 4094.

rfs6000-81C20E(config)*#rfs6000 00-15-70-81-C2-0E
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*# ip nat inside source list nat-rule

interface vlan4094 overload
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*#exit
rfs6000-81C20E(config)*# commit write

3.2 Static NAT:

Static NAT can be used for multiple applications such as providing a direct one-to-one translation for
Internet access; however the most common application is to provide port forwarding services allowing
specific ports on a public interface to be forwarded to a host on the private network such as a web server or
VPN gateway. Often referred to as port forwarding or port address translation, static NAT can be configured
to forward TCP or UDP packets received from hosts on the public internet to hosts located on the private
network without having to obtain public addresses or deploy dedicated servers in a DMZ.
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'— S:216.145.76.3 5:216.145.76.3
‘ D:76.7.201.1:80 Static NAT D:192.168.10.5:80
Cutslida Inside
‘— 5:06.7.87 224 RF Switch S:06.7.87 224
‘, D: 76.7.201.1:443 [:192.168.10.5:443

Figure 3.2 — Static NAT Example

As shown in figure 3.2, static NAT translation has been used to translate TCP port 80 and 443 packets
received on the Outside public interface vlan4094 to a web server located on the Inside management
interface vlan10.

Static NAT can only translate unique TCP or UDP ports on the outside interface to an internal host. If
translation is required for multiple instances of a common port (example HTTP), unique ports must be
defined on the outside interface. Table 4.3.2 shows an example Static NAT configuration unique TCP ports
have been defined on the outside interface that are translated to two internal hosts listening on TCP port 80
& 443.

Outside IP Address Outside TCP Port Inside IP Address Inside TCP Port
76.7.207.1 80 192.168.10.5 80

76.7.207.1 81 192.168.10.6 80

76.7.207.1 443 192.168.10.5 443

76.7.207.1 444 192.168.10.6 443

Table 3.2 — Static NAT Translation Example
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3.2.1 Web Ul Configuration:

The following configuration example will demonstrate how to enable static NAT to provide port
forwarding for specific ports using the Web Ul:

1) Specify the interface Type for the virtual Interface. The management vian10 will be
designated as Inside and the Internet vlan4094 will be designated as Outside.

Interface Type
Vlan10 Inside
Vlan4094 Outside

2) Navigate to the Configuration > Devices > RFS6000-81C203 > Interface > Virtual
Interfaces. Select the virtual Interface for VLAN 10 and click Edit.

Configurstion [iBIEllge ' s Statis S Freeoe M WING .-

Davices ‘Wireless P-ofiles  RF Domzaine  Security  Services  Management 5] Rewert [& Commit [ 3ave
B Device Sonfiyuration Dewige [fsE100-31C20E (00-13-70-81-C2-0E) Type fs6000 Frofile HName cdefault-fs6000 (7]
[ Auta-Cravisiching ~alcy
= E ¥ Basic Confacralion Hams @ | Type Description Admin Status VLAH IP Adidraee

%, Critical Resource Malicy
. lirrnses A wland LA » Disablad 1
il Bvert Poliey T ertif cates & vlanio ¥LAN »# Ensblec 10 192.166.10.0/2
L Mint o ey B B G +  vlana0 LA o Enahlec 40 182.168.£0.102¢
RF Domain ¥ viangusd WLAN " Enablec qudq dncp
. +  vlan70 WLAN " LCnablec 7o 182.160.70.1/2¢
Sarsor Corfigaration
4 wlanco LA »” Ensblec oo 192.182.00.1/27
WILAN Ouerride
¥ Profile Cvoticos
Genersl
Srrmp Ry R Camain Gluster
v Inberface
-
| ] L] AR D] Elhierriel Furls
v [EJRF Doman WIMUA! INTETAC e
¥ 7 detaut FortChanne s
g PTSELUL-EN S0 WAL HACEREL
SR TN » Metwork
» Cecurity
Eerices
» Manacement
b Advanced
S — Type to zzorchin ablcs Rowr Coant 6

+ = tnElCm E

3) Select the NAT Direction as Inside for VLAN 10. Click Ok

Virtual Interfaces

X

VLAN ID vian10 (2]

Basic Configuration | Security

Properties DHCP Relay
Description Respond to DHCP Relay Packets L
Admin Status () Disabled (2) Enshled DHCP Relzny IP Address
By Oice i 010
IP Addresses
o a o a
Enable Fero Configuration (a) None () Primary () Secondary I T
Pritmary IP Address 192.168. 10 . 1 [ 24 EJ By D0 Cle

|| Use DHCP to Obtain P Hetwork Address Translation (HAT)

Use DHCP to obtsin Gatewsay/DNS Servers (Allowed on 1 virtusl interface) MAT Direction # (=) Inside | () Outside () Mame
J o A=
Secondary Addresses r
. a




4)

5)

6)

Select the NAT Direction as Outside for VLAN 4094. Click Ok.

Virtual Interfaces

VLAN ID wlan4094

Properties

Drezcription

Aodmin Status I Disabled
IP Addresses

Enable Zero Configuration

Primary IP Acdress

Secondary Addresses

Uge DHCP to obtain CatewayDMNS Servers

Basie Configuration

(=) Enahled
(=) Maome

() Primary

|| Use CHCP to Obtain IP

!

'I-J |u_/| (&lloweed on 1 vitual interface)

¥

Security

DHCP Relay
Respond to DHCP Relay Packets L
DHCP Relay P

\_) Secondary

Hetwork Address Translation (HAT)

u MAT Direction )

x

Address

oo 0o 0
B i 0 il Clear

oo 0o 0

B i 0 il Clear

Insicle () Mone

o Lo Y o]

In this example we will create two static NAT rules to translate TCP port 80 and TCP port 443
traffic received on the public Outside interface vlan4094 to a web server 192.168.10.20 on
the Inside management interface vlian10. Navigate to the Configuration > Devices >
RFS6000-name > Security > NAT window. Select the Static NAT > Destination tab and click

Add.

Device fs6000-81C20E (00-15-70-81-C2-0E)

|'v Profile overrides &
General
Cluster
¥ Interface
Ethernet Ports
Wirtual Interfaces
Fort Channels
WAR Backhaul
» Metwork
¥ Security
General
Cerificate Revocationé
15AKMP Policy
Transform Set
WEMN Caonfiguration |
AT

Services ‘

Type rfs6000

Profile N

HAT Pool | Static HAT | Dynamic HAT

HAT IP

Source

Port

Protocol @ | D

|| Typeto search in tables

HAT Port

ame default-rfs6000

o

Hetwork

Rowe Court: 0

e k
Edit -

Select the TCP protocol. Set the Destination IP to the IP address of the public outside
Interface and the NAT IP to the private server IP address. Define the Destination Port and
NAT port values (80 and 443 in this example). Select the Network type as Outside. Click OK

and Exit.
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5) Click Commit to apply and Save to save changes.
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Operations  Statistics

For security it is recommended that a firewall rule be created and applied to the outside

@ interface that will permit destination TCP port 80 and 443 traffic but block all other traffic.
For examples of how to configure the stateful inspection firewall, please reference the
Wireless Firewall How-To Guide.

3.2.1 CLI Configuration:



The following configuration example will demonstrate how to enable static NAT to provide port
forwarding for specific ports using the Web UI:

1) Specify the interface Type for the virtual Interface. The management vian10 will be
designated as Inside and the Internet vian4094 will be designated as Outside.

Interface Type
Vlan10 Inside
VIan4094 Outside

rfs6000-81C20E*#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
rfs6000-81C20E(config)*#rfs6000 00-15-70-81-C2-0E
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*#interface vlan 10
rfs6000-81C20E(config-device-00-15-70-81-C2-0E-if-vlan10)*#ip nat inside
rfs6000-81C20E(config-device-00-15-70-81-C2-0E-if-vlan10)*#..

rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*#
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*#interface vlan 4094
rfs6000-81C20E(config-device-00-15-70-81-C2-0E-if-vlan4094)*#ip nat outside
rfs6000-81C20E(config-device-00-15-70-81-C2-0E-if-vlan4094)*#..
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*#exit
rfs6000-81C20E(config)*#

2) Create two static NAT rules to translate TCP port 80 and TCP port 443 traffic received on the
public Outside interface vlan4094 to a web server 192.168.10.20 on the Inside management
interface vlan10. Save and Apply the changes.

rfs6000-81C20E(config)*#rfs6000 00-15-70-81-C2-0E

rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*# ip nat outside destination static
76.7.207.1 80 tcp 192.168.10.20 80

rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*# ip nat outside destination static

76.7.207.1 443 tcp 192.168.10.20 443
rfs6000-81C20E(config-device-00-15-70-81-C2-0E)*#exit
rfs6000-81C20E(config)*# commit write
rfs6000-81C20E(config)*#

4. Viewing NAT Translations
The NAT translations can be seen in the Statistics > <Rf-domain> > RFS6000-81C20E > Firewall > NAT
Translations.
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5. Reference Documentation:

Description Location

Motorola Solutions WiNG 5 System Reference Guide http://support.symbol.com

Motorola Solutions WiNG 5 CLI Reference Guide http://support.symbol.com
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